
STANDARD OJT LIST OF COMPETENCIES 

Course Title:  Work-Study Diploma in Cyber Security & Forensics 

S/N Standard OJT List of Competencies 

Company to 
indicate ‘’ it 
is able to 
provide 

1.  Manage cybersecurity / AI risk awareness education  
2.  Facilitate stakeholder management on cybersecurity / AI 

governance 
 

3.  Perform gap analysis to address information security gaps  
4.  Implement basic network infrastructure   
5.  Configure network   
6.  Provide network maintenance  
7.  Manage operating systems  
8.  Manage server security  
9.  Manage virtualisation security infrastructure  
10   Manage threat detection  
11   Automate threat detection  
12   Prepare threat detection report  
13   Prepare for incident handling  
14   Perform incident response  
15   Implement Incident recovery   
16   Manage wired network security infrastructure  
17   Manage wireless network security infrastructure  
18   Manage IT security infrastructure  
19   Support digital workspace security provisioning  
20   Maintain digital workspace security compliance  
21   Promote end user cybersecurity hygiene   
22   Assist in planning impact analysis investigation  
23   Assist in collecting digital data from relevant systems  
24   Assist in documenting digital evidence and findings  

 

 

  



 


