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Honeypots Nowadays
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Case 1 – Phobos Ransomware in 2024
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Case 1 – Phobos Ransomware in 2024
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Case 2 – TwoNet Defacement in 2025
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Case 2 – Incident Details
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It’s Not Just Us: Catching APTs



Looking Ahead: Honeypots for AI Infrastructure
https://www.cobalt.io/blog/building-honey-ai-part-1-why-ai-infrastructure-needs-its-own-

honeypot 
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Looking Ahead: AI Automated Attacks

https://www.forescout.com/blog/rdp-security-cps-threats-spark-need-for-secure-remote-access/ 
https://5943619.hs-sites.com/hubfs/116-Whitepapers/dragos-2026-ai-mexico-water-attack-intel-brief%20(1).pdf?hsCtaAttrib=212227055633 
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Honeypots Nowadays



Before Getting Started

Define the Goals
What you want to achieve

Design Around the Goals 
How to achieve them 

Don’t expose any sensitive/ 
proprietary/ customer data

Prevent honeypots from 
attacking your corporate network 

AND others

Important

• Early warning for exploitations
• Collecting IoCs
• Understanding TTPs
• Validating current detection / hunting / 

analysis capabilities

• Define KPIs
• Think of the detection / hunting / 

analysis capabilities that need to be 
improved
• Get management and legal approval



Do It In Phases

PHASE 1: 
Off-the-shelf, 

low-interaction honeypots

HONEYPOT

ATTACKER

PHASE 2: 
Add real networks/ 

devices

HONEYPOT

ATTACKER

NETWORK
PERIMETER

PHASE 3: 
Add tokens/ 

identity

HONEYPOT
HONEY

TOKENS

ATTACKER

NETWORK
PERIMETER



Phase 1 – Basic Honeypots

Lots of valuable data, but 
there are limitations 

Focus on what is most 
attacked and what matters 

to you

There are lots of open projects 
out there

• IT: SSH, Telnet, HTTP, 
SMB, …
• OT: Modbus, Step7, 

Ethernet/IP, …

• Mostly automated attacks 
(botnets, PoC scans, etc) 
• Not much OT beyond 

scanning
• “Obvious” honeypots



Phase 2 – Real Devices

• Select devices/networks you want to protect
• PLCs, RTUs, SCADA/HMI, routers/firewalls
• Make them as vulnerable as you’d like (usernames, services, 

CVEs, …)
• Real devices allow for real interaction

• Avoid obvious traps
• Use similar naming conventions as your network
• Do not mix real devices with obvious honeypots 

• Limitations
• Harder maintenance: simulated devices can be restarted and 

restored remotely, real devices may get bricked…
• Less logs, sometimes only network signals
• Crucial to have an OT-aware IDS
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Attacks we usually see
Connect to PLC’s web server and switch it to STOP mode
Scan PLC with a specific, unique sequence of Modbus requests
Subscribe to PLC’s Mode-Transition
Query component identification
Exploit vulnerabilities to upload webshells on HMI
Tamper with settings on HMI
Use off-the-shelf and custom tools to do deep scans on protocols such 
as Modbus, Step7, EtherNet/IP

Where things get interesting for OT



Phase 3 – Tokens

• Beyond devices and network services, there 
are many places where you may want to 
track attacker interest

• This can also be used to slow down 
attackers as they interact with more and 
more “data”

• Two valuable resources
• https://canarytokens.org 
• AI can help a lot with crafting artifacts 

here 

https://canarytokens.org/
https://canarytokens.org/


AI Example
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Beyond Deception: MITRE ENGAGE



Honeypots Nowadays



Air Gapped / Physically Isolated Environemnts

• Honeypots detect unauthorized activity 
where none should exist
• Signals even more clear in physically isolated 

environments à baselines are more static and 
communication paths are deterministic

• They also help to validate segmentation and 
access control assumptions 
• If something hits the honeypot, the environment 

is not really air gapped

•May detect risky operations done inside the 
air gapped network by engineers, vendors, 
etc.
• Insider threats are also relevant



Ownership

Honeypots are security sensors, not real OT systems. Ownership should ideally sit 
with security functions, not plant operators. But they should collaborate

Function Responsibility
OT/Engineering Validate realism (protocols, asset types, naming 

conventions)
IT/Network infrastructure Deploy honeypots, segment networks, maintain 

connectivity
Security/SOC Monitor alerts, triage events, escalate incidents 

• If you have an OT SOC
Route all telemetry to 
SIEM/XDR and correlate with 
other signals

• If you don’t
Forward logs to IT SOC, managed 
detection or use the security team to 
review signals periodically



Escalation Thresholds

P1 – Immediate Escalation
Triggers on internal network systems (phases 2/3) Actions
• Authentication attempts
• OT command execution (e.g., Modbus reads/writes)
• Lateral movement (e.g., SMB, RDP, SSH)
• Repeated connections from a single source

• Notify incident response
• Investigate:
• Exposure of real assets
• Other logs for similar events
• Lateral movement in adjacent systems

P2/3 – Investigation or Data Aggregation
Triggers on internet-exposed systems Actions
• Targeted activities (credentials, specific protocols,) 

should be P2 – investigate internal assets
• Internet scans/banner grabs or indiscriminate malicious 

activity should be P3 – useful for threat intel

• Enrich information (threat intel, ASN, geo)
• Aggregate for trend analysis
• Feed into threat intelligence



Tips & Tricks

•Different levels of complexity à Define what works for you
• Better intelligence requires more effort, but low hanging fruits are also useful

•You will see a lot of data à Think of how it will be used
• Automatic ingestion of IoCs into detection tools
• Integrate with SIEM/SOC to generate alerts
• Periodic reports

• “Success” is unique to each organization
• “Signal-to-noise” ratio
•Human vs automated interaction ratio
•New TTPs, malware samples, unique IoCs



Business Case

Honeypots are not the only security tool an organization needs, but they have value and asset owners 
should consider this when planning a deployment.

• Tactical value
• Early warning system for scanning, 

fingerprinting, exploitation

• Real adversary telemetry specific to your 
environment

• Continuous validation of segmentation and 
detection controls in the internal network

• Development of investigation and response 
playbooks

• Strategic value
• Shifts organization from reactive detection to 

proactive risk mitigation 

•  Visibility into OT-specific threats relevant to 
the business

• Used for compliance/reporting and to justify 
security investments 

• Strengthens board-level confidence in OT 
security posture



Takeaways

Honeypots are still very useful to understand who is targeting your attack surface

This must be part of a layered defense strategy 

Beyond threat intel, deception has an additional advantage: it imposes costs on 
an adversary



Call to Action

Try It Yourself!

•Start small: Deploy an instance of Tpot on a cloud server and see what you get in 1 week

• If aligned with your goals: Build from there 

•Let me know how it goes à daniel.dossantos@forescout.com 

mailto:daniel.dossantos@forescout.com


THANK YOU

Follow our research: forescout.com/research 
Register for our Threat Feed: feeds.vederelabs.com 

https://www.forescout.com/research
https://feeds.vederelabs.com/

