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Security Bulletin 24 April 2024

SingCERT's Security Bulletin summarises the list of vulnerabilities collated from the National Institute of Standards and
Technology (NIST)'s National Vulnerability Database (NVD) in the past week.

The vulnerabilities are tabled based on severity, in accordance to their CVSSv3 base scores:

Critical
High
Medium
Low

None

vulnerabilities with a base score of 9.0 to 10.0

vulnerabilities with a base score of 7.0 to 8.9

vulnerabilities with a base score of 4.0 to 6.9

vulnerabilities with a base score of 0.1 to 3.9

vulnerabilities with a base score of 0.0

For those vulnerabilities without assigned CVSS scores, please visit NVD for the updated CVSS vulnerability entries.

CVE
Number

CVE-
2024-
28189

CVE-
2024-
28185

CVE-
2024-
32599

CVE-
2024-
32514

CVE-
2023-
49742

CRITICAL VULNERABILITIES

Description

JudgeO is an open-source online code execution system. The application uses the UNIX
chown command on an untrusted file within the sandbox. An attacker can abuse this by
creating a symbolic link (symlink) to a file outside the sandbox, allowing the attacker to run
chown on arbitrary files outside of the sandbox. This vulnerability is not impactful on it's own,
but it can be used to bypass the patch for CVE-2024-28185 and obtain a complete sandbox
escape. This vulnerability is fixed in 1.13.1.

JudgeO is an open-source online code execution system. The application does not account
for symlinks placed inside the sandbox directory, which can be leveraged by an attacker to
write to arbitrary files and gain code execution outside of the sandbox. When executing a
submission, Judge0 writes a “run_script’ to the sandbox directory. The security issue is that
an attacker can create a symbolic link (symlink) at the path “run_script" before this code is
executed, resulting in the “f.write™ writing to an arbitrary file on the unsandboxed system. An
attacker can leverage this vulnerability to overwrite scripts on the system and gain code
execution outside of the sandbox.

Improper Control of Generation of Code (‘Code Injection’) vulnerability in Deepak anand WP
Dummy Content Generator.This issue affects WP Dummy Content Generator: from n/a
through 3.2.1.

Unrestricted Upload of File with Dangerous Type vulnerability in Poll Maker & Voting Plugin
Team (InfoTheme) WP Poll Maker.This issue affects WP Poll Maker: from n/a through 3.4.

Missing Authorization vulnerability in Support Genix.This issue affects Support Genix: from
n/a through 1.2.3.
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https://www.csa.gov.sg/singcert
https://nvd.nist.gov/
https://nvd.nist.gov/vuln/detail/CVE-2024-28189
https://nvd.nist.gov/vuln/detail/CVE-2024-28185
https://nvd.nist.gov/vuln/detail/CVE-2024-32599
https://nvd.nist.gov/vuln/detail/CVE-2024-32514
https://nvd.nist.gov/vuln/detail/CVE-2023-49742
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2024-
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CVE-
2024-
32459

Description

RCE-Remote Command Execution vulnerability in Apache HugeGraph-Server.This issue
affects Apache HugeGraph-Server: from 1.0.0 before 1.3.0 in Java8 & Javal1 Users are
recommended to upgrade to version 1.3.0 with Javal1 & enable the Auth system, which

fixes the issue.

An issue in the verifyPassword function of hexo-theme-matery v2.0.0 allows attackers to
bypass authentication and access password protected pages.

Computer Laboratory Management System v1.0 is vulnerable to SQL Injection via the "id"
parameter of /admin/damage/view_damage.php.

An issue in flusity CMS v2.33 allows a remote attacker to execute arbitrary code via the
add_addon.php component.

A File Upload vulnerability in DedeCMS v5.7 allows a local attacker to execute arbitrary
code via a crafted payload.

H3C ER8300G2-X is vulnerable to Incorrect Access Control. The password for the router's
management system can be accessed via the management system page login interface.

SQL injection vulnerability in f-logic datacube3 v.1.0 allows a remote attacker to obtain
sensitive information via the req_id parameter.

A server side template injection vulnerability in CrushFTP in all versions before 10.7.1 and
11.1.0 on all platforms allows unauthenticated remote attackers to read files from the
filesystem outside of the VFS Sandbox, bypass authentication to gain administrative access,
and perform remote code execution on the server.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
using a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to integer overflow and

out-of-bounds write. Versions 3.5.0 and 2.11.6 patch the issue. As a workaround, do not use

*/gfx” options (e.g. deactivate with /bpp:32° or “/rfx” as it is on by default).

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients

that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to out-of-bounds read.

Versions 3.5.0 and 2.11.6 patch the issue. As a workaround, deactivate "/gfx’ (on by default,
set "/bpp’ or */rfx’ options instead.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to out-of-bounds read.
Versions 3.5.0 and 2.11.6 patch the issue. As a workaround, use “/gfx™ or */rfx’ modes (on
by default, require server side support).

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
and servers that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to out-of-
bounds read. Versions 3.5.0 and 2.11.6 patch the issue. No known workarounds are
available.
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https://nvd.nist.gov/vuln/detail/CVE-2024-27348
https://nvd.nist.gov/vuln/detail/CVE-2023-47435
https://nvd.nist.gov/vuln/detail/CVE-2024-31546
https://nvd.nist.gov/vuln/detail/CVE-2024-32418
https://nvd.nist.gov/vuln/detail/CVE-2024-29661
https://nvd.nist.gov/vuln/detail/CVE-2024-32238
https://nvd.nist.gov/vuln/detail/CVE-2024-31750
https://nvd.nist.gov/vuln/detail/CVE-2024-4040
https://nvd.nist.gov/vuln/detail/CVE-2024-32039
https://nvd.nist.gov/vuln/detail/CVE-2024-32041
https://nvd.nist.gov/vuln/detail/CVE-2024-32458
https://nvd.nist.gov/vuln/detail/CVE-2024-32459
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Description

Versions of the package mysql2 before 3.9.7 are vulnerable to Arbitrary Code Injection due
to improper sanitization of the timezone parameter in the readCodeFor function by calling a
native MySQL Server date/time function.

Tenda FH1206 V1.2.0.8(8155)_EN was discovered to contain a stack-based buffer overflow
vulnerability via the mitinterface parameter in ip/goform/addressNat.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
prior to version 3.5.1 are vulnerable to out-of-bounds read. Version 3.5.1 contains a patch
for the issue. No known workarounds are available.

Wazuh is a free and open source platform used for threat prevention, detection, and
response. There is a buffer overflow hazard in wazuh-analysisd when handling Unicode
characters from Windows Eventchannel messages. It impacts Wazuh Manager 3.8.0 and
above. This vulnerability is fixed in Wazuh Manager 4.7.2.

SQL Injection vulnerability in SEMCMS v.4.8 allows a remote attacker to obtain sensitive
information via the ID parameter in the SEMCMS_User.php component.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
prior to version 3.5.1 are vulnerable to out-of-bounds read if “((nWidth == 0) and (nHeight ==
0))". Version 3.5.1 contains a patch for the issue. No known workarounds are available.

jizhiCMS 2.5 suffers from a File upload vulnerability.

SQL Injection vulnerability in DerbyNet v9.0 allows a remote attacker to execute arbitrary
code via the where Clause in Award Document Rendering.

Tenda AC7V1.0 v15.03.06.44 firmware has a stack overflow vulnerability via the PPW
parameter in the fromWizardHandle function.

An issue inandrei-tatar nora-firebase-common between v.1.0.41 and v.1.12.2 allows a
remote attacker to execute arbitrary code via a crafted script to the updateState parameter
of the updateStatelnternal method.

Tenda W30E v1.0 V1.0.1.25(633) firmware has a stack overflow vulnerability located via the
page parameter in the fromVirtualSer function.

Tenda AC500 V2.0.1.9(1307) firmware has a stack overflow vulnerability via the vlan
parameter in the formSetVlanInfo function.

SQL Injection vulnerability in phpgurukul Cyber Cafe Management System Using PHP &
MySQL 1.0 allows attackers to run arbitrary SQL commands via the Computer Location
parameter in manage-computer.php page.

HashiCorp’s go-getter library is vulnerable to argument injection when executing Git to
discover remote branches. This vulnerability does not affect the go-getter/v2 branch and
package.
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https://nvd.nist.gov/vuln/detail/CVE-2024-21511
https://nvd.nist.gov/vuln/detail/CVE-2024-33215
https://nvd.nist.gov/vuln/detail/CVE-2024-32658
https://nvd.nist.gov/vuln/detail/CVE-2024-32038
https://nvd.nist.gov/vuln/detail/CVE-2024-30938
https://nvd.nist.gov/vuln/detail/CVE-2024-32659
https://nvd.nist.gov/vuln/detail/CVE-2024-32161
https://nvd.nist.gov/vuln/detail/CVE-2024-30922
https://nvd.nist.gov/vuln/detail/CVE-2024-32301
https://nvd.nist.gov/vuln/detail/CVE-2024-30564
https://nvd.nist.gov/vuln/detail/CVE-2024-32286
https://nvd.nist.gov/vuln/detail/CVE-2024-32318
https://nvd.nist.gov/vuln/detail/CVE-2024-30980
https://nvd.nist.gov/vuln/detail/CVE-2024-3817
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Description

SQL Injection vulnerability in phpgurukul Cyber Cafe Management System Using PHP &
MySQL 1.0 allows attackers to run arbitrary SQL commands via the upid parameter in the
Iview-user-detail.php file.

SQL Injection vulnerability in DerbyNet v9.0 and below allows a remote attacker to execute
arbitrary code via the where Clause in Racer Document Rendering

FFmpeg version n6.1 was discovered to contain an improper validation of array index
vulnerability in libavcodec/cbs_h266_syntax_template.c. This vulnerability allows attackers
to cause undefined behavior within the application.

SQL Injection vulnerability in the "Invoices" page in phpgurukul Client Management System
using PHP & MySQL 1.1 allows attacker to execute arbitrary SQL commands via
"searchdata" parameter.

SQL Injection vulnerability in "B/W Dates Reports" page in phpgurukul Client Management
System using PHP & MySQL 1.1 allows attacker to execute arbitrary SQL commands via
"todate" and "fromdate" parameters.

A cross-site scripting (XSS) vulnerability in the Settings section of WonderCMS v3.4.3 allows
attackers to execute arbitrary web scripts or HTML via a crafted payload injected into the
WEBSITE TITLE parameter under the Menu module.

Computer Laboratory Management System v1.0 is vulnerable to SQL Injection via the "id"
parameter of /admin/?page=user/manage_user&id=6.

A server-side request forgery (SSRF) was discovered in the Akana API Platform in versions
prior to and including 2022.1.3. Reported by Jakob Antonsson.

SQL Injection vulnerability in Trainme Academy version Ichin v.1.3.2 allows a remote
attacker to obtain sensitive information via the informacion, idcurso, and tit parameters.

Authentication Bypass by Spoofing vulnerability in Apache HugeGraph-Server.This issue
affects Apache HugeGraph-Server: from 1.0.0 before 1.3.0. Users are recommended to
upgrade to version 1.3.0, which fixes the issue.

Computer Laboratory Management System v1.0 is vulnerable to SQL Injection via the "id"
parameter of /admin/item/view_item.php.

Evmos is a scalable, high-throughput Proof-of-Stake EVM blockchain that is fully compatible
and interoperable with Ethereum. Prior to 17.0.0, there is a way to mint arbitrary tokens due
to the possibility to have two different states not in sync during the execution of a
transaction. The exploit is based on the fact that to sync the Cosmos SDK state and the
EVM one, we rely on the “stateDB.Commit()" method. When we call this method, we iterate
though all the “dirtyStorage™ and, **if and only if** it is different than the “originStorage’, we
set the new state. Setting the new state means we update the Cosmos SDK KVStore. If a
contract storage state that is the same before and after a transaction, but is changed during
the transaction and can call an external contract after the change, it can be exploited to
make the transaction similar to non-atomic. The vulnerability is **critical** since this could
lead to drain of funds through creative SC interactions. The issue has been patched in
versions >=V17.0.0.
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https://nvd.nist.gov/vuln/detail/CVE-2024-30982
https://nvd.nist.gov/vuln/detail/CVE-2024-30923
https://nvd.nist.gov/vuln/detail/CVE-2024-31581
https://nvd.nist.gov/vuln/detail/CVE-2024-30990
https://nvd.nist.gov/vuln/detail/CVE-2024-30985
https://nvd.nist.gov/vuln/detail/CVE-2024-32340
https://nvd.nist.gov/vuln/detail/CVE-2024-31545
https://nvd.nist.gov/vuln/detail/CVE-2024-2796
https://nvd.nist.gov/vuln/detail/CVE-2024-27574
https://nvd.nist.gov/vuln/detail/CVE-2024-27349
https://nvd.nist.gov/vuln/detail/CVE-2024-31547
https://nvd.nist.gov/vuln/detail/CVE-2024-32644

CVE

Description
Number
CVE An OS command injection vulnerability exists in the web interface mac2name functionality of
2023 Peplink Smart Reader v1.2.0 (in QEMU). A specially crafted HTTP request can lead to
39367 arbitrary command execution. An attacker can make an authenticated HTTP request to
trigger this vulnerability.
JudgeO is an open-source online code execution system. The default configuration of
CVE- JudgeO leaves the service vulnerable to a sandbox escape via Server Side Request Forgery
2024- (SSRF). This allows an attacker with sufficient access to the Judge0O API to obtain
29021 unsandboxed code execution as root on the target machine. This vulnerability is fixed in
1.13.1.
OTHER VULNERABILITIES
CVE -
Description
Number

A vulnerability classified as critical was found in Tenda AC500 2.0.1.9(1307). Affected by this
vulnerability is the function formexeCommand of the file /goform/execCommand. The

CVE- manipulation of the argument cmdinput leads to stack-based buffer overflow. The attack can be

2024- launched remotely. The exploit has been disclosed to the public and may be used. The

3909 identifier VDB-261145 was assigned to this vulnerability. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

CVE- Use after free in Downloads in Google Chrome prior to 124.0.6367.60 allowed a remote

2024- attacker to potentially exploit heap corruption via a crafted HTML page. (Chromium security

3834 severity: High)

CVE-

0024 Tenda W30E v1.0 V1.0.1.25(633) firmware contains a command injection vulnerablility in the
formexeCommand function via the cmdinput parameter.

32292

CVE- ) S .

0024 Tenda FH1203 v2.0.1.6 firmware has a stack overflow vulnerability via the PPW parameter in
the fromWizardHandle function.

32299
A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been classified as critical. This

CVE affects the function R7WebsSecurityHandler of the file /goform/execCommand. The

0004 manipulation of the argument password leads to stack-based buffer overflow. It is possible to

3905 initiate the attack remotely. The exploit has been disclosed to the public and may be used. The

identifier VDB-261141 was assigned to this vulnerability. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.
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https://nvd.nist.gov/vuln/detail/CVE-2023-39367
https://nvd.nist.gov/vuln/detail/CVE-2024-29021
https://nvd.nist.gov/vuln/detail/CVE-2024-3909
https://nvd.nist.gov/vuln/detail/CVE-2024-3834
https://nvd.nist.gov/vuln/detail/CVE-2024-32292
https://nvd.nist.gov/vuln/detail/CVE-2024-32299
https://nvd.nist.gov/vuln/detail/CVE-2024-3905
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File Upload vulnerability in Shibang Communications Co., Ltd. IP network intercom

More
broadcasting system v.1.0 allows a local attacker to execute arbitrary code via the 8.8 Details
my_parser.php component.

Object corruption in V8 in Google Chrome prior to 124.0.6367.60 allowed a remote attacker to More
tentiall loit object ti i fted HTML . (Chromi it ity: 8.8

p9 entially exploit object corruption via a crafte page. (Chromium security severity Detai

High)

Object corruption in WebAssembly in Google Chrome prior to 124.0.6367.60 allowed a remote More

attacker to potentially exploit object corruption via a crafted HTML page. (Chromium security 8.8 Details

severity: High)

Use after free in QUIC in Google Chrome prior to 124.0.6367.60 allowed a remote attacker More

who had compromised the renderer process to potentially exploit heap corruption via a crafted 8.8 Details

HTML page. (Chromium security severity: Medium)

A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been declared as critical. This

vulnerability affects the function formQuickindex of the file /goform/Quickindex. The

manipulation of the argument PPPOEPassword leads to stack-based buffer overflow. The More

8.8
attack can be initiated remotely. The exploit has been disclosed to the public and may be used. Details

VDB-261142 is the identifier assigned to this vulnerability. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

Various software builds for the following TCL devices (30Z, A3X, 20XE, 10L) leak the device
IMEI to a system property that can be accessed by any local app on the device without any
permissions or special privileges. Google restricted third-party apps from directly obtaining non-
resettable device identifiers in Android 10 and higher, but in these instances they are leaked by
a high-privilege process and can be obtained indirectly. The software build fingerprints for each
confirmed vulnerable device are as follows: TCL 30Z
(TCL/4188R/Jetta_ATT:12/SP1A.210812.016/LV8E:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU5P:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU61:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU66:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU68:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6P:user/release-keys, and
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6X:user/release-keys); TCL A3X 8.8
(TCL/AB00DL/Delhi_TF:11/RKQ1.201202.002/vAAZ:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vAB3:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vAB7:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABA:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABM:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABP:user/release-keys, and
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABS:user/release-keys); TCL 20XE
(TCL/5087Z_BO/Doha_TMO:11/RP1A.200720.011/PB7I-0:user/release-keys and
TCL/5087Z_B0O/Doha_TMO:11/RP1A.200720.011/PB83-0:user/release-keys); and TCL 10L
(TCL/T770B/T1_LITE:10/QKQ1.200329.002/3CJ0:user/release-keys and
TCL/T770B/T1_LITE:11/RKQ1.210107.001/8BIC:user/release-keys). This malicious app reads
from the "gsm.device.imei0" system property to indirectly obtain the device IMEI.

The application suffers from a privilege escalation vulnerability. An attacker logged in as guest 8.8 More
can escalate his privileges by poisoning the cookie to become administrator. ' Details


https://nvd.nist.gov/vuln/detail/CVE-2024-31680
https://nvd.nist.gov/vuln/detail/CVE-2024-3832
https://nvd.nist.gov/vuln/detail/CVE-2024-3833
https://nvd.nist.gov/vuln/detail/CVE-2024-3837
https://nvd.nist.gov/vuln/detail/CVE-2024-3906
https://nvd.nist.gov/vuln/detail/CVE-2023-38298
https://nvd.nist.gov/vuln/detail/CVE-2024-22186
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Description

Tenda A18 v15.03.05.05 firmware has a stack overflow vulnerability located via the PPW
parameter in the fromWizardHandle function.

The rtMedia for WordPress, BuddyPress and bbPress plugin for WordPress is vulnerable to
blind SQL Injection via the rtmedia_gallery shortcode in all versions up to, and including, 4.6.18
due to insufficient escaping on the user supplied parameter and lack of sufficient preparation
on the existing SQL query. This makes it possible for authenticated attackers, with contributor-
level access and above, to append additional SQL queries into already existing queries that
can be used to extract sensitive information from the database.

An issue in inducer relate before v.2024.1 allows a remote attacker to execute arbitrary code
via a crafted payload to the Page Sandbox feature.

An issue in ruijie.com/cn RG-RSR10-01G-T(WA)-S RSR_3.0(1)B9P2_RSR10-01G-TW-
S_07150910 and RG-RSR10-01G-T(WA)-S RSR_3.0(1)B9P2_RSR10-01G-TW-S_07150910
allows a remote attacker to execute arbitrary code via a crafted HTTP request.

Webid v1.2.1 suffers from an Insecure Direct Object Reference (IDOR) - Broken Access
Control vulnerability, allowing attackers to buy now an auction that is suspended (horizontal
privilege escalation).

A vulnerability was found in Tenda FH1206 1.2.0.8(8155) and classified as critical. This issue
affects the function fromAddressNat of the file /goform/addressNat. The manipulation of the
argument entrys leads to buffer overflow. The attack may be initiated remotely. The exploit has
been disclosed to the public and may be used. The associated identifier of this vulnerability is
VDB-261671. NOTE: The vendor was contacted early about this disclosure but did not respond
in any way.

Tenda FH1206 V1.2.0.8(8155)_EN was discovered to contain a stack-based buffer overflow
vulnerability via the funcparai parameter in ip/goform/setcfm.

A vulnerability classified as critical has been found in Tenda AC8 16.03.34.09. Affected is the
function fromAdvSetMacMtuWan of the file /goform/AdvSetMacMtuWan. The manipulation of
the argument wanMTU/wanSpeed/cloneType/mac/serviceName/serverName leads to stack-
based buffer overflow. It is possible to launch the attack remotely. The exploit has been
disclosed to the public and may be used. The identifier of this vulnerability is VDB-261792.
NOTE: The vendor was contacted early about this disclosure but did not respond in any way.

A vulnerability, which was classified as critical, has been found in Tenda AC500 2.0.1.9(1307).
Affected by this issue is the function fromDhcpListClient of the file /goform/DhcpListClient. The
manipulation of the argument page leads to stack-based buffer overflow. The attack may be
launched remotely. The exploit has been disclosed to the public and may be used. VDB-
261146 is the identifier assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.

Improper Privilege Management vulnerability in BeyondTrust U-Series Appliance on Windows,
64 bit (filesystem modules) allows DLL Side-Loading.This issue affects U-Series Appliance:
from 3.4 before 4.0.3.
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Description

Wazuh is a free and open source platform used for threat prevention, detection, and response.
A wrong validation in the "host_deny" script allows to write any string in the “hosts.deny’ file,
which can end in an arbitrary command execution on the target system. This vulnerability is
part of the active response feature, which can automatically triggers actions in response to
alerts. By default, active responses are limited to a set of pre defined executables. This is
enforced by only allowing executables stored under "/var/ossec/active-response/bin’ to be run
as an active response. However, the “/var/ossec/active-response/bin/host_deny" can be
exploited. “host_deny’ is used to add IP address to the “/etc/hosts.deny’ file to block incoming
connections on a service level by using TCP wrappers. Attacker can inject arbitrary command
into the “/etc/hosts.deny’ file and execute arbitrary command by using the spawn directive. The
active response can be triggered by writing events either to the local “execd’ queue on server
or to the “ar’ queue which forwards the events to agents. So, it can leads to LPE on server as
root and RCE on agent as root. This vulnerability is fixed in 4.7.2.

The network server of fceux 2.7.0 has a path traversal vulnerability, allowing attackers to
overwrite any files on the server without authentication by fake ROM.

A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been rated as critical. This
issue affects the function formSetCfm of the file /goform/setcfm. The manipulation of the

argument funcparal leads to stack-based buffer overflow. The attack may be initiated remotely.

The exploit has been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-261143. NOTE: The vendor was contacted early about this disclosure but
did not respond in any way.

An issue discovered in RG-RSR10-01G-T(W)-S and RG-RSR10-01G-T(WA)-S routers with
firmware version RSR10-01G-T-S_RSR_3.0(1)B9P2, Release(07150910) allows attackers to
execute arbitrary code via the common_quick_config.lua file.

Tenda AC7V1.0 v15.03.06.44 firmware contains a command injection vulnerablility in
formexeCommand function via the cmdinput parameter.

Improper Privilege Management vulnerability in BeyondTrust U-Series Appliance on Windows,
64 bit (local appliance api modules) allows Privilege Escalation.This issue affects U-Series
Appliance: from 3.4 before 4.0.3.

DYMO LabelWriter Print Server through 2.366 contains a backdoor hard-coded password that
could allow an attacker to take control.

A vulnerability was found in Tenda AC8 16.03.34.09. It has been declared as critical. This
vulnerability affects the function R7WebsSecurityHandler of the file /goform/execCommand.
The manipulation of the argument password leads to stack-based buffer overflow. The attack
can be initiated remotely. The exploit has been disclosed to the public and may be used. VDB-
261790 is the identifier assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.

A vulnerability was found in Tenda AC8 16.03.34.09. It has been rated as critical. This issue
affects the function formSetRebootTimer of the file /goform/SetRebootTimer. The manipulation
of the argument rebootTime leads to stack-based buffer overflow. The attack may be initiated
remotely. The exploit has been disclosed to the public and may be used. The associated
identifier of this vulnerability is VDB-261791. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
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CVE Base

Description Reference
Number Score
CVE- Buffer Overflow vulnerability in Ffmpeg v.n6.1-3-g466799d4f5 allows a local attacker to More
2023- execute arbitrary code via the ff_bwdif_filter_intra_c function in the libavfilter/bwdifdsp.c:125:5 8.8 Details

49502 component.

Certain software builds for the TCL 20XE Android device contain a vulnerable, pre-installed
app with a package name of com.tct.gcs.hiddenmenuproxy (versionCode="2',
versionName='v11.0.1.0.0201.0") that allows local third-party apps to programmatically perform
a factory reset due to inadequate access control. No permissions or special privileges are

CVE necessary to exploit the vulnerability in the com.tct.gcs.hiddenmenuproxy app. No user

2023- interaction is required beyond installing and running a third-party app. The software build 8.7 More
38092 fingerprints for each confirmed vulnerable build are as follows: Details
TCL/5087Z_BO/Doha_TMO:11/RP1A.200720.011/PB7I-0:user/release-keys and
TCL/5087Z_BO/Doha_TMO:11/RP1A.200720.011/PB83-0:user/release-keys. This malicious
app sends a broadcast intent to the exported
com.tct.gcs.hiddenmenuproxy/.rtn.FactoryResetReceiver receiver component, which initiates a
programmatic factory reset.
CVE-
2024- A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a prints Brocade Fabric OS switch s More
29959 encrypted passwords in the Brocade SANnav Standby node's support save. Details
CVE- Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') More
2022- vulnerability in JS Help Desk JS Help Desk — Best Help Desk & Support Plugin.This issue 8.6 Details
47151 affects JS Help Desk — Best Help Desk & Support Plugin: from n/a through 2.7.1.
Conform, a type-safe form validation library, allows the parsing of nested objects in the form of
CVE- “object.property’. Due to an improper implementation of this feature in versions prior to 1.1.1, More
2024- an attacker can exploit the feature to trigger prototype pollution by passing a crafted input to 8.6 Details
32866 ‘parseWith...” functions. Applications that use conform for server-side validation of form data or
URL parameters are affected by this vulnerability. Version 1.1.1 contains a patch for the issue.
CVE- Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') More
2024- vulnerability in VIICTORY MEDIA LLC ZY N I T H allows Stored XSS.This issue affects ZY NI 8.6 Details
32562 T H: from n/a through 7.4.9.
CVE- e I o
0024- Deserialization of Untrusted Data vulnerability in ThemeKraft WooBuddy.This issue affects 8.5 More
WooBuddy: from n/a through 3.4.20. Details

32603
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Description

An issue was discovered in a third-party com.factory.mmigroup component, shipped on
devices from multiple device manufacturers. Certain software builds for various Android
devices contain a vulnerable pre-installed app with a package name of com.factory.mmigroup
(versionCode="3', versionName="2.1) that allows local third-party apps to perform various
actions, due to inadequate access control, in its context (system user), but the functionalities
exposed depend on the specific device. The following capabilities are exposed to zero-
permission, third-party apps on the following devices: arbitrary AT command execution via AT
command injection (T-Mobile Revvl 6 Pro 5G, T-Mobile Revvl V+ 5G, and Boost Mobile Celero
5@G); programmatic factory reset (Samsung Galaxy A03S, T-Mobile Revvl 6 Pro 5G, T-Mobile
Revwvl V+ 5G, Boost Mobile Celero, Realme C25Y, and Lenovo Tab M8 HD), leaking IMEI
(Samsung Galaxy A03S, T-Mobile Revvl 6 Pro 5G, T-Mobile Revvl V+ 5G, Boost Mobile
Celero, and Realme C25Y); leaking serial number (Samsung Galaxy A03s, T-Mobile Revvl 6
Pro 5G, T-Mobile Revvl V+ 5G, Boost Mobile Celero, Realme C25Y, and Lenovo Tab M8 HD);
powering off the device (Realme C25Y, Samsung Galaxy A03S, and T-Mobile Revvl 6 Pro 5G);
and programmatically enabling/disabling airplane mode (Samsung Galaxy A03S, T-Mobile
Rewvl 6 Pro 5G, T-Mobile Revvl V+ 5G, Boost Mobile Celero, and Realme C25Y); and enabling
Wi-Fi, Bluetooth, and GPS (Samsung Galaxy A03S, T-Mobile Revvl 6 Pro 5G, T-Mobile Revvl
V+ 5@, Boost Mobile Celero, and Realme C25Y). No permissions or special privileges are
necessary to exploit the vulnerabilities in the com.factory.mmigroup app. No user interaction is
required beyond installing and running a third-party app. The software build fingerprints for
each confirmed vulnerable device are as follows: Boost Mobile Celero 5G
(Celero5G/Jupiter/Jupiter:11/RP1A.200720.011/SW_S98119AA1_V067:user/release-keys,
Celero5G/Jupiter/Jupiter:11/RP1A.200720.011/SW_S98119AA1_V064:user/release-keys,
Celero5G/Jupiter/Jupiter:11/RP1A.200720.011/SW_S98119AA1_V061:user/release-keys, and
Celero5G/Jupiter/Jupiter:11/RP1A.200720.011/SW_S98119AA1_V052:user/release-keys); 8.4
Samsung Galaxy A03S
(samsung/a03sutfn/a03su:13/TP1A.220624.014/S134DLUDUBCWBS6:user/release-keys and
samsung/a03sutfn/a03su:12/SP1A.210812.016/S134DLUDS5BWA1 :user/release-keys);
Lenovo Tab M8 HD (Lenovo/LenovoTB-
8505F/8505F:10/QP1A.190711.020/S300637_220706_BMP:user/release-keys and
Lenovo/LenovoTB-8505F/8505F:10/QP1A.190711.020/S300448_220114_BMP:user/release-
keys); T-Mobile Revvl 6 Pro 5G (T-
Mobile/Augusta/Augusta:12/SP1A.210812.016/SW_S98121AA1_V070:user/release-keys and
T-Mobile/Augusta/Augusta:12/SP1A.210812.016/SW_S98121AA1_V066:user/release-keys);
T-Mobile Revwvl V+ 5G (T-
Mobile/Sprout/Sprout:11/RP1A.200720.011/SW_S98115AA1_V077:user/release-keys and T-
Mobile/Sprout/Sprout:11/RP1A.200720.011/SW_S98115AA1_V060:user/release-keys); and
Realme C25Y
(realme/RMX3269/RED8F6:11/RP1A.201005.001/1675861640000:user/release-keys,
realme/RMX3269/RED8F6:11/RP1A.201005.001/1664031768000:user/release-keys,
realme/RMX3269/RED8F6:11/RP1A.201005.001/1652814687000:user/release-keys, and
realme/RMX3269/RED8F6:11/RP1A.201005.001/1635785712000:user/release-keys). This
malicious app sends a broadcast Intent to com.factory.mmigroup/.MMIGroupReceiver. This
causes the com.factory.mmigroup app to dynamically register for various action strings. The
malicious app can then send these strings, allowing it to perform various behaviors that the
com.factory.mmigroup app exposes. The actual behaviors exposed by the
com.factory.mmigroup app depend on device model and chipset. The com.factory.mmigroup
app executes as the "system" user, allowing it to interact with the baseband processor and
perform various other sensitive actions.

SolarWinds Serv-U was found to be susceptible to a Directory Traversal Remote Code

8.4
Vulnerability. This vulnerability requires a highly privileged account to be exploited.
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Description

Flatpak is a system for building, distributing, and running sandboxed desktop applications on
Linux. in versions before 1.10.9, 1.12.9, 1.14.6, and 1.15.8, a malicious or compromised
Flatpak app could execute arbitrary code outside its sandbox. Normally, the “--command’
argument of “flatpak run’ expects to be given a command to run in the specified Flatpak app,
optionally along with some arguments. However it is possible to instead pass "bwrap
arguments to "--command=", such as "--bind". It's possible to pass an arbitrary ‘commandline’
to the portal interface “org.freedesktop.portal.Background.RequestBackground™ from within a
Flatpak app. When this is converted into a *--command™ and arguments, it achieves the same
effect of passing arguments directly to "bwrap’, and thus can be used for a sandbox escape.
The solution is to pass the "--" argument to "bwrap’, which makes it stop processing options.
This has been supported since bubblewrap 0.3.0. All supported versions of Flatpak require at
least that version of bubblewrap. xdg-desktop-portal version 1.18.4 will mitigate this
vulnerability by only allowing Flatpak apps to create .desktop files for commands that do not
start with --. The vulnerability is patched in 1.15.8, 1.10.9, 1.12.9, and 1.14.6.

Deserialization of Untrusted Data vulnerability in Averta Master Slider.This issue affects Master
Slider: from n/a through 3.9.5.

A data integrity vulnerability exists in the web interface /cgi-bin/upload_config.cgi functionality
of Peplink Smart Reader v1.2.0 (in QEMU). A specially crafted HTTP request can lead to
configuration modification. An attacker can make an unauthenticated HTTP request to trigger
this vulnerability.

Cross Site Scripting in Ul Request/Response Validation in TIBCO JasperReports Server 8.0.4
and 8.2.0 allows allows for the injection of malicious executable scripts into the code of a
trusted application that may lead to stealing the user's active session cookie via sending
malicious link, enticing the user to interact.

An issue in Tormach xsTECH CNC Router, PathPilot Controller v2.9.6 allows attackers to
cause a Denial of Service (DoS) by disrupting the communication between the PathPilot
controller and the CNC router via overwriting the Hostmot2 configuration cookie in the device
memory.

A vulnerability affects Brocade SANnav before v2.3.1 and v2.3.0a. It allows a Brocade SANnav
service to send ping commands in the background at regular intervals to gridgain.com to check
if updates are available for the Component. This could make an unauthenticated, remote
attacker aware of the behavior and launch a supply-chain attack against a Brocade SANnav
appliance.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based based
clients using “/bpp:32° legacy "GDI" drawing path with a version of FreeRDP prior to 3.5.0 or
2.11.6 are vulnerable to out-of-bounds read. Versions 3.5.0 and 2.11.6 patch the issue. As a
workaround, use modern drawing paths (e.g. '/rfx” or "/gfx” options). The workaround requires
server side support.

Server receiving a malformed message to create a new connection could lead to an attacker
performing remote code execution or causing a failure. See Honeywell Security Notification for
recommendations on upgrading and versioning.
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Description

A flaw was found in Keycloak, where it does not properly validate URLs included in a redirect.
This issue could allow an attacker to construct a malicious request to bypass validation and
access other URLs and sensitive information within the domain or conduct further attacks. This
flaw affects any client that utilizes a wildcard in the Valid Redirect URIs field, and requires user
interaction within the malicious URL.

A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow bug is
triggered within the decode_submit_report() function during the SMS decoding. It is assumed
that the attack scenario is accessible from a compromised modem, a malicious base station, or
just SMS. There is a bound check for this memcpy length in decode_submit(), but it was
forgotten in decode_submit_report().

SQL Injection vulnerability in DerbyNet v9.0 and below allows attackers to execute arbitrary
SQL commands via 'classids' Parameter in ajax/query.slide.next.inc

Server receiving a malformed message that uses the hostname in an internal table may cause
a stack overflow resulting in possible remote code execution. See Honeywell Security
Notification for recommendations on upgrading and versioning.

ONTAP Select Deploy administration utility versions 9.12.1.x, 9.13.1.x and 9.14.1.x are
susceptible to a vulnerability which when successfully exploited could allow a read-only user to
escalate their privileges.

A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow bug is
triggered within the sms_decode_address_field() function during the SMS PDU decoding. It is
assumed that the attack scenario is accessible from a compromised modem, a malicious base
station, or just SMS.

A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow bug is
triggered within the decode_deliver_report() function during the SMS decoding. It is assumed
that the attack scenario is accessible from a compromised modem, a malicious base station, or
just SMS. There is a bound check for this memcpy length in decode_submit(), but it was
forgotten in decode_deliver_report().

Server receiving a malformed message based on a using the specified key values can cause a
stack overflow vulnerability which could lead to an attacker performing remote code execution
or causing a failure. See Honeywell Security Notification for recommendations on upgrading
and versioning.

Server hostname translation to IP address manipulation which could lead to an attacker
performing remote code execution or causing a failure. See Honeywell Security Notification for
recommendations on upgrading and versioning.

Server receiving a malformed message can cause a pointer to be overwritten which can result
in a remote code execution or failure. See Honeywell Security Notification for
recommendations on upgrading and versioning.

A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow bug is
triggered within the decode_status_report() function during the SMS decoding. It is assumed
that the attack scenario is accessible from a compromised modem, a malicious base station, or
just SMS. There is a bound check for this memcpy length in decode_submit(), but it was
forgotten in decode_status_report().
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Description

Server receiving a malformed message based on a using the specified key values can cause a
heap overflow vulnerability which could lead to an attacker performing remote code execution
or causing a failure. See Honeywell Security Notification for recommendations on upgrading
and versioning.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
that use a version of FreeRDP prior to 3.5.0 or 2.11.6 and have connections to servers using
the "NSC’ codec are vulnerable to integer underflow. Versions 3.5.0 and 2.11.6 patch the
issue. As a workaround, do not use the NSC codec (e.g. use "-nsc’).

Tenda AC15 v15.03.20_multi, v15.03.05.19, and v15.03.05.18 firmware has a stack overflow
vulnerability located via the PPW parameter in the fromWizardHandle function.

Tenda W30E v1.0 V1.0.1.25(633) firmware has a stack overflow vulnerability via the page
parameter in the fromDhcpListClient function.

A command injection vulnerability was identified in GitHub Enterprise Server that allowed an
attacker with an editor role in the Management Console to gain admin SSH access to the
instance when configuring the chat integration. Exploitation of this vulnerability required access
to the GitHub Enterprise Server instance and access to the Management Console with the
editor role. This vulnerability affected all versions of GitHub Enterprise Server prior to 3.12 and

was fixed in versions 3.12.2, 3.11.8, 3.10.10, and 3.9.13. This vulnerability was reported via the

GitHub Bug Bounty program.

A server side request forgery vulnerability was identified in GitHub Enterprise Server that

allowed an attacker with an editor role in the Management Console to gain admin access to the

appliance when configuring the Artifacts & Logs and Migrations Storage. Exploitation of this
vulnerability required access to the GitHub Enterprise Server instance and access to the
Management Console with the editor role. This vulnerability affected all versions of GitHub
Enterprise Server prior to 3.12 and was fixed in versions 3.12.2, 3.11.8, 3.10.10, and 3.9.13.
This vulnerability was reported via the GitHub Bug Bounty program.

Buffer Overflow vulnerability in Ffmpeg v.n6.1-3-g466799d4f5 allows a local attacker to
execute arbitrary code via the ff_gaussian_blur_8 function in libavfilter/edge_template.c:116:5
component.

Tenda F1203 V2.0.1.6 firmware has a stack overflow vulnerability located in the PPW
parameter of the fromWizardHandle function.

Cross Site Scripting vulnerability in DerbyNet v9.0 and below allows attackers to execute
arbitrary code via the 'back' Parameter in playlist.php
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Description

Various software builds for the following TCL 30Z and TCL A3X devices leak the ICCID to a
system property that can be accessed by any local app on the device without any permissions
or special privileges. Google restricted third-party apps from directly obtaining non-resettable
device identifiers in Android 10 and higher, but in these instances they are leaked by a high-
privilege process and can be obtained indirectly. The software build fingerprints for each
confirmed vulnerable device are as follows: TCL 30Z
(TCL/4188R/Jetta_ATT:12/SP1A.210812.016/LV8E:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/VU5P:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU61:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU66:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU68:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6P:user/release-keys, and
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6X:user/release-keys) and TCL A3X
(TCL/AB00DL/Delhi_TF:11/RKQ1.201202.002/vAAZ:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vAB3:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vAB7:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABA:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABM:user/release-keys,
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABP:user/release-keys, and
TCL/A600DL/Delhi_TF:11/RKQ1.201202.002/vABS:user/release-keys). This malicious app
reads from the "persist.sys.tctPowerlccid" system property to indirectly obtain the ICCID.

Tenda W30E v1.0 V1.0.1.25(633) firmware has a stack overflow vulnerability via the password
parameter in the formaddUserName function.

Buffer Overflow vulnerability in Ffmpeg v.n6.1-3-g466799d4f5 allows a local attacker to
execute arbitrary code via the config_eq_output function in the libavfilter/asrc_afirsrc.c:495:30
component.

Buffer Overflow vulnerability in Ffmpeg v.N113007-g8d24a28d06 allows a local attacker to
execute arbitrary code via the libavfilter/avf_showspectrum.c:1789:52 component in
showspectrumpic_request_frame

Buffer Overflow vulnerability in Ffmpeg v.N113007-g8d24a28d06 allows a local attacker to
execute arbitrary code via the libavutil/imgutils.c:353:9 in image_copy_plane.

Buffer Overflow vulnerability in Ffmpeg v.N113007-g8d24a28d06 allows a local attacker to
execute arbitrary code via a floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in interpolate.

Buffer Overflow vulenrability in Ffmpeg v.N113007-g8d24a28d06 allows a local attacker to
execute arbitrary code via the libavcodec/jpegxIl_parser.c in gen_alias_map.

Buffer Overflow vulnerability in Ffmpeg v.n6.1-3-g466799d4f5 allows a local attacker to
execute arbitrary code via the set_encoder_id function in /fftools/ffmpeg_enc.c component.

Buffer Overflow vulnerability in Ffmpeg v.n6.1-3-g466799d4f5 allows a local attacker to
execute arbitrary code via the av_malloc function in libavutil/mem.c:105:9 component.
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CVE
Number

CVE-
2024-
26852

CVE-
2023-
37400

Description

In the Linux kernel, the following vulnerability has been resolved: net/ipv6: avoid possible UAF
in ip6_route_mpath_notify() syzbot found another use-after-free in ip6_route_mpath_notify() [1]
Commit f7225172f25a ("net/ipv6: prevent use after free in ip6_route_mpath_notify") was not
able to fix the root cause. We need to defer the fib6_info_release() calls after
ip6_route_mpath_notify(), in the cleanup phase. [1] BUG: KASAN: slab-use-after-free in
rt6_fill_node+0x1460/0x1acO Read of size 4 at addr ffff88809a07fc64 by task syz-
executor.2/23037 CPU: 0 PID: 23037 Comm: syz-executor.2 Not tainted 6.8.0-rc4-syzkaller-
01035-gea7f3cfaab88 #0 Hardware name: Google Google Compute Engine/Google Compute
Engine, BIOS Google 01/25/2024 Call Trace: <TASK> __dump_stack lib/dump_stack.c:88
[inline] dump_stack_Ivl+0x1e7/0x2e0 lib/dump_stack.c:106 print_address_description
mm/kasan/report.c:377 [inline] print_report+0x167/0x540 mm/kasan/report.c:488
kasan_report+0x142/0x180 mm/kasan/report.c:601 rt6_fill_node+0x1460/0x1acO
inet6_rt_notify+0x13b/0x290 net/ipv6/route.c:6184 ip6_route_mpath_notify
net/ipv6/route.c:5198 [inline] ip6_route_multipath_add net/ipv6/route.c:5404 [inline]
inet6_rtm_newroute+0x1d0f/0x2300 net/ipv6/route.c:5517 rtnetlink_rcv_msg+0x885/0x1040
net/core/rtnetlink.c:6597 netlink_rcv_skb+0x1e3/0x430 net/netlink/af_netlink.c:2543
netlink_unicast_kernel net/netlink/af_netlink.c:1341 [inline] netlink_unicast+0x7ea/0x980
net/netlink/af_netlink.c:1367 netlink_sendmsg+0xa3b/0xd70 net/netlink/af_netlink.c:1908
sock_sendmsg_nosec net/socket.c:730 [inline] __sock_sendmsg+0x221/0x270
net/socket.c:745 sys_sendmsg+0x525/0x7d0 net/socket.c:2584 ___sys_sendmsg
net/socket.c:2638 [inline] __sys_sendmsg+0x2b0/0x3a0 net/socket.c:2667
do_syscall_64+0xf9/0x240 entry_SYSCALL_64_after_hwframe+0x6f/0x77 RIP:
0033:0x7f73dd87dda9 Code: 28 00 00 00 75 05 48 83 c4 28 c3 e8 e1 20 00 00 90 48 89 f8 48
89 f7 48 89 d6 48 89 ca 4d 89 c2 4d 89 c8 4c 8b 4c 24 08 0Of 05 <48> 3d 01 fO ff ff 73 01 c3 48
c7 c1 bo ff ff ff {7 d8 64 89 01 48 RSP: 002b:00007f73de6550c8 EFLAGS: 00000246
ORIG_RAX: 000000000000002e RAX: ffffffffffffffda RBX: 00007f73dd9ac050 RCX:
00007f73dd87dda9 RDX: 0000000000000000 RSI: 0000000020000140 RDI:
0000000000000005 RBP: 00007f73dd8ca47a R08: 0000000000000000 R09:
0000000000000000 R10: 0000000000000000 R11: 0000000000000246 R12:
0000000000000000 R13: 000000000000006e R14: 00007f73dd9ac050 R15:
00007ffdbdeb7858 </TASK> Allocated by task 23037: kasan_save_stack
mm/kasan/common.c:47 [inline] kasan_save_track+0x3f/0x80 mm/kasan/common.c:68
poison_kmalloc_redzone mm/kasan/common.c:372 [inline] __kasan_kmalloc+0x98/0xb0
mm/kasan/common.c:389 kasan_kmalloc include/linux/kasan.h:211 [inline]
__do_kmalloc_node mm/slub.c:3981 [inline] __kmalloc+0x22e/0x490 mm/slub.c:3994 kmalloc
include/linux/slab.h:594 [inline] kzalloc include/linux/slab.h:711 [inline]
fib6_info_alloc+0x2e/0xf0 net/ipv6/ip6_fib.c:155 ip6_route_info_create+0x445/0x12b0
net/ipv6/route.c:3758 ip6_route_multipath_add net/ipv6/route.c:5298 [inline]
inet6_rtm_newroute+0x744/0x2300 net/ipv6/route.c:5517 rtnetlink_rcv_msg+0x885/0x1040
net/core/rtnetlink.c:6597 netlink_rcv_skb+0x1e3/0x430 net/netlink/af_netlink.c:2543
netlink_unicast_kernel net/netlink/af_netlink.c:1341 [inline] netlink_unicast+0x7ea/0x980
net/netlink/af_netlink.c:1367 netlink_sendmsg+0xa3b/0xd70 net/netlink/af_netlink.c:1908
sock_sendmsg_nosec net/socket.c:730 [inline] __sock_sendmsg+0x221/0x270
net/socket.c:745 sys_sendmsg+0x525/0x7d0 net/socket.c:2584 _ sys_sendmsg
net/socket.c:2638 [inline] __sys_sendmsg+0x2b0/0x3a0 net/socket.c:2667
do_syscall_64+0xf9/0x240 entry_SYSCALL_64_after_hwframe+0x6f/0x77 Freed by task 16:
kasan_save_stack mm/kasan/common.c:47 [inline] kasan_save_track+0x3f/0x80
mm/kasan/common.c:68 kasan_save_free_info+0x4e/0x60 mm/kasan/generic.c:640
poison_slab_object+0xa6/0xe0 m ---truncated---

IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a local user to escalate their privileges due
to insecure credential storage. IBM X-Force ID: 259677.

Base
Score

7.8

7.8

Reference

<
o
=l
©

Details

<
o
o
®

Details


https://nvd.nist.gov/vuln/detail/CVE-2024-26852
https://nvd.nist.gov/vuln/detail/CVE-2023-37400

CVE Base

Description Reference
Number Score
CVE- I . :
0024 A buffer overflow vulnerability in pdf2json v0.70 allows a local attacker to execute arbitrary 28 More
08699 code via the GString::copy() and ImgOutputDev::ImgOutputDev function. ' Details

In the Linux kernel, the following vulnerability has been resolved: aoe: fix the potential use-

after-free problem in aoecmd_cfg_pkts This patch is against CVE-2023-6270. The description

of cve is: A flaw was found in the ATA over Ethernet (AoE) driver in the Linux kernel. The

aoecmd_cfg_pkts() function improperly updates the refcnt on “struct net_device’, and a use-

after-free can be triggered by racing between the free on the struct and the access through the

“skbtxq™ global queue. This could lead to a denial of service condition or potential code 78 More
execution. In aoecmd_cfg_pkts(), it always calls dev_put(ifp) when skb initial code is finished. Details
But the net_device ifp will still be used in later tx()->dev_queue_xmit() in kthread. Which means

that the dev_put(ifp) should NOT be called in the success path of skb initial code in

aoecmd_cfg_pkts(). Otherwise tx() may run into use-after-free because the net_device is freed.

This patch removed the dev_put(ifp) in the success path in aoecmd_cfg_pkts(), and added

dev_put() after skb xmit in tx().

CVE-
2024-
26898

CVE- In the Linux kernel, the following vulnerability has been resolved: drm/amd/display: Fix dcn35
2024- 8k30 Underflow/Corruption Issue [why] odm calculation is missing for pipe split policy 7.8 Details
26913 determination and cause Underflow/Corruption issue. [how] Add the odm calculation.
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Certain software builds for the TCL 30Z and TCL 10 Android devices contain a vulnerable, pre-
installed app that relies on a missing permission that provides no protection at runtime. The
missing permission is required as an access permission by components in various pre-installed
apps. On the TCL 30Z device, the vulnerable app has a package name of
com.tcl.screenrecorder (versionCode='1221092802', versionName='v5.2120.02.12008.1.T" ;
versionCode='1221092805', versionName='v5.2120.02.12008.2.T"). On the TCL 10L device,
the vulnerable app has a package name of com.tcl.sos (versionCode='2020102827",
versionName='v3.2014.12.1012.B"). When a third-party app declares and requests the missing
permission, it can interact with certain service components in the aforementioned apps (that
execute with "system" privileges) to perform arbitrary files reads/writes in its context. An app
exploiting this vulnerability only needs to declare and request the single missing permission
and no user interaction is required beyond installing and running a third-party app. The
software build fingerprints for each confirmed vulnerable device are as follows: TCL 10L 78 More
(TCL/T770B/T1_LITE:11/RKQ1.210107.001/8BIC:user/release-keys) and TCL 30Z Details
(TCL/4188R/Jetta_ATT:12/SP1A.210812.016/LV8E:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU5P:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU61:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU66:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU68:user/release-keys,
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6P:user/release-keys, and
TCL/T602DL/Jetta_TF:12/SP1A.210812.016/vU6X:user/release-keys). This malicious app
declares the missing permission named

com.tct.smart.switchphone.permission.SWITCH_DATA as a normal permission, requests the
missing permission, and uses it to interact with the com.tct.smart.switchdata.DataService
service component that is declared in vulnerable apps that execute with "system" privileges to
perform arbitrary file reads/writes.

CVE-
2023-
38295
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Number
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2024-
26907
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Description

In the Linux kernel, the following vulnerability has been resolved: RDMA/mIx5: Fix fortify source
warning while accessing Eth segment ------------ [ cut here ]------------ memcpy: detected field-
spanning write (size 56) of single field "eseg->inline_hdr.start" at /var/lib/dkms/minx-ofed-
kernel/5.8/build/drivers/infiniband/hw/mix5/wr.c:131 (size 2) WARNING: CPU: 0 PID: 293779 at
Ivar/lib/dkms/minx-ofed-kernel/5.8/build/drivers/infiniband/hw/mix5/wr.c:131
mix5_ib_post_send+0x191b/0x1a60 [mIx5_ib] Modules linked in: 8021q garp mrp stp lic
rdma_ucm(OE) rdma_cm(OE) iw_cm(OE) ib_ipoib(OE) ib_cm(OE) ib_umad(OE) miIx5_ib(OE)
ib_uverbs(OE) ib_core(OE) mix5_core(OE) pci_hyperv_intf mixdevm(OE) mix_compat(OE) tls
mixfw(OE) psample nft_fib_inet nft_fib_ipv4 nft_fib_ipv6 nft_fib nft_reject_inet nf_reject_ipv4
nf_reject_ipv6 nft_reject nft_ct nft_chain_nat nf_nat nf_conntrack nf_defrag_ipv6
nf_defrag_ipv4 ip_set nf_tables libcrc32c nfnetlink mst_pciconf(OE) knem(OE) vfio_pci
vfio_pci_core vfio_iommu_type1 vfio iommufd irgbypass cuse nfsv3 nfs fscache netfs
xfrm_user xfrm_algo ipmi_devintf ipmi_msghandler binfmt_misc crct10dif_pclmul cre32_pcimul
polyval_clmulni polyval_generic ghash_clmulni_intel sha512_ssse3 snd_pcsp aesni_intel
crypto_simd cryptd snd_pcm snd_timer joydev snd soundcore input_leds serio_raw evbug nfsd
auth_rpcgss nfs_acl lockd grace sch_fq_codel sunrpc drm efi_pstore ip_tables x_tables
autofs4 psmouse virtio_net net_failover failover floppy [last unloaded: mix_compat(OE)] CPU:
0 PID: 293779 Comm: ssh Tainted: G OE 6.2.0-32-generic #32~22.04.1-Ubuntu Hardware
name: Red Hat KVM, BIOS 0.5.1 01/01/2011 RIP: 0010:mIx5_ib_post_send+0x191b/0x1a60
[mIx5_ib] Code: Oc 01 00 a8 01 75 25 48 8b 75 a0 b9 02 00 00 00 48 c¢7 c2 10 5b fd c0 48 c7
€7 80 5b fd c0 ¢6 05 57 Oc 03 00 01 €8 95 4d 93 da <0f> 0b 44 8b 4d b0 4c 8b 45 c8 48 8b 4d
c0 e9 49 fb ff ff 41 Of b7 RSP: 0018:ffffb5b48478b570 EFLAGS: 00010046 RAX:
0000000000000000 RBX: 0000000000000001 RCX: 0000000000000000 RDX:
0000000000000000 RSI: 0000000000000000 RDI: 0000000000000000 RBP:
ffffb5b48478b628 R0O8: 0000000000000000 R0O9: 0000000000000000 R10: 7.8
0000000000000000 R11: 0000000000000000 R12: ffffb5b48478b5e8 R13: ffff963a3c609b5e
R14: ffff9639c3fbd800 R15: ffffb5b480475a80 FS: 00007fc03b444c80(0000)
GS:ffff963a3dc00000(0000) knlGS:0000000000000000 CS: 0010 DS: 0000 ES: 0000 CRO:
0000000080050033 CR2: 0000556f46bdf000 CR3: 0000000006ac6003 CR4:
00000000003706f0 DRO: 0000000000000000 DR1: 0000000000000000 DR2:
0000000000000000 DR3: 0000000000000000 DR6: 00000000fffe0ff0 DR7:
0000000000000400 Call Trace: <TASK> ? show_regs+0x72/0x90 ?
mix5_ib_post_send+0x191b/0x1a60 [mIx5_ib] ? __ warn+0x8d/0x160 ?
mix5_ib_post_send+0x191b/0x1a60 [mIx5_ib] ? report_bug+0x1bb/0x1d0 ?
handle_bug+0x46/0x90 ? exc_invalid_op+0x19/0x80 ? asm_exc_invalid_op+0x1b/0x20 ?
mix5_ib_post_send+0x191b/0x1a60 [mIx5_ib] mIx5_ib_post_send_nodrain+0xb/0x20 [mIx5_ib]
ipoib_send+0x2ec/0x770 [ib_ipoib] ipoib_start_xmit+0x5a0/0x770 [ib_ipoib]
dev_hard_start_xmit+0x8e/0x1e0 ? validate_xmit_skb_list+0x4d/0x80
sch_direct_xmit+0x116/0x3a0 __dev_xmit_skb+0x1fd/0x580 __dev_queue_xmit+0x284/0x6b0
? _raw_spin_unlock_irq+0xe/0x50 ? __flush_work.isra.0+0x20d/0x370 ?
push_pseudo_header+0x17/0x40 [ib_ipoib] neigh_connected_output+0xcd/0x110
ip_finish_output2+0x179/0x480 ? __smp_call_single_queue+0x61/0xa0
__ip_finish_output+0xc3/0x190 ip_finish_output+0x2e/0xf0 ip_output+0x78/0x110 ?
__pfx_ip_finish_output+0x10/0x10 ip_local_out+0x64/0x70 __ip_queue_xmit+0x18a/0x460
ip_queue_xmit+0x15/0x30 __tcp_transmit_skb+0x914/0x9c0 tcp_write_xmit+0x334/0x8d0
tcp_push_one+0x3c/0x60 tcp_sendmsg_locked+0x2e1/0xacO tcp_sendmsg+0x2d/0x50
inet_sendmsg+0x43/0x90 sock_sendmsg+0x68/0x80 sock_write_iter+0x93/0x100
vfs_write+0x326/0x3c0 ksys_write+0xbd/0xf0 ? do_syscall_64+0x69/0x90
__X64_sys_write+0x19/0x30 do_syscall_ ---truncated---
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Description

In the Linux kernel, the following vulnerability has been resolved: bpf: Fix hashtab overflow
check on 32-bit arches The hashtab code relies on roundup_pow_of_two() to compute the
number of hash buckets, and contains an overflow check by checking if the resulting value is 0.
However, on 32-bit arches, the roundup code itself can overflow by doing a 32-bit left-shift of
an unsigned long value, which is undefined behaviour, so it is not guaranteed to truncate
neatly. This was triggered by syzbot on the DEVMAP_HASH type, which contains the same
check, copied from the hashtab code. So apply the same fix to hashtab, by moving the
overflow check to before the roundup.

Certain software builds for the BLU View 2 and Sharp Rouvo V Android devices contain a
vulnerable pre-installed app with a package name of com.evenwell.fqc
(versionCode='9020801", versionName='9.0208.01" ; versionCode='9020913',
versionName='9.0209.13' ; versionCode='9021203', versionName='9.0212.03") that allows local
third-party apps to execute arbitrary shell commands in its context (system user) due to
inadequate access control. No permissions or special privileges are necessary to exploit the
vulnerability in the com.evenwell.fqc app. No user interaction is required beyond installing and
running a third-party app. The vulnerability allows local apps to access sensitive functionality
that is generally restricted to pre-installed apps, such as programmatically performing the
following actions: granting arbitrary permissions (which can be used to obtain sensitive user
data), installing arbitrary apps, video recording the screen, wiping the device (removing the
user's apps and data), injecting arbitrary input events, calling emergency phone numbers,
disabling apps, accessing notifications, and much more. The software build fingerprints for
each confirmed vulnerable device are as follows: BLU View 2
(BLU/B131DL/B130DL:11/RP1A.200720.011/1672046950:user/release-keys,
BLU/B131DL/B130DL:11/RP1A.200720.011/1663816427:user/release-keys,
BLU/B131DL/B130DL:11/RP1A.200720.011/1656476696:user/release-keys,
BLU/B131DL/B130DL:11/RP1A.200720.011/1647856638:user/release-keys) and Sharp Rouvo
Vv
(SHARP/NVZW_STTM21VAPP/STTM21VAPP:12/SP1A.210812.016/1KN0O_0_460:user/release-
keys and
SHARP/NVZW_STTM21VAPP/STTM21VAPP:12/SP1A.210812.016/1KNO_0_530:user/release-
keys). This malicious app starts an exported activity named
com.evenwell.fqc/.activity.ClickTest, crashes the com.evenwell.fqc app by sending an empty
Intent (i.e., having not extras) to the com.evenwell.fqc/.FQCBroadcastReceiver receiver
component, and then it sends command arbitrary shell commands to the
com.evenwell.fqc/.FQCService service component which executes them with "system"
privileges.

FFmpeg version n6.1 was discovered to contain a heap buffer overflow vulnerability in the
draw_block_rectangle function of libavfilter/vf_codecview.c. This vulnerability allows attackers
to cause undefined behavior or a Denial of Service (DoS) via crafted input.

In the Linux kernel, the following vulnerability has been resolved: bpf: Fix stackmap overflow
check on 32-bit arches The stackmap code relies on roundup_pow_of_two() to compute the
number of hash buckets, and contains an overflow check by checking if the resulting value is 0.
However, on 32-bit arches, the roundup code itself can overflow by doing a 32-bit left-shift of
an unsigned long value, which is undefined behaviour, so it is not guaranteed to truncate
neatly. This was triggered by syzbot on the DEVMAP_HASH type, which contains the same
check, copied from the hashtab code. The commit in the fixes tag actually attempted to fix this,
but the fix did not account for the UB, so the fix only works on CPUs where an overflow does
result in a neat truncation to zero, which is not guaranteed. Checking the value before rounding
does not have this problem.
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2024-
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Description

In the Linux kernel, the following vulnerability has been resolved: bpf: Fix DEVMAP_HASH
overflow check on 32-bit arches The devmap code allocates a number hash buckets equal to
the next power of two of the max_entries value provided when creating the map. When
rounding up to the next power of two, the 32-bit variable storing the number of buckets can
overflow, and the code checks for overflow by checking if the truncated 32-bit value is equal to
0. However, on 32-bit arches the rounding up itself can overflow mid-way through, because it
ends up doing a left-shift of 32 bits on an unsigned long value. If the size of an unsigned long is
four bytes, this is undefined behaviour, so there is no guarantee that we'll end up with a nice
and tidy O-value at the end. Syzbot managed to turn this into a crash on arm32 by creating a
DEVMAP_HASH with max_entries > 0x80000000 and then trying to update it. Fix this by
moving the overflow check to before the rounding up operation.

Pytorch before version v2.2.0 was discovered to contain a use-after-free vulnerability in
torch/csrc/jit/mobile/interpreter.cpp.

Ant Media Server is live streaming engine software. A local privilege escalation vulnerability in
present in versions 2.6.0 through 2.8.2 allows any unprivileged operating system user account
to escalate privileges to the root user account on the system. This vulnerability arises from Ant
Media Server running with Java Management Extensions (JMX) enabled and authentication
disabled on localhost on port 5599/TCP. This vulnerability is nearly identical to the local
privilege escalation vulnerability CVE-2023-26269 identified in Apache James. Any
unprivileged operating system user can connect to the JMX service running on port 5599/TCP
on localhost and leverage the MLet Bean within JMX to load a remote MBean from an attacker-
controlled server. This allows an attacker to execute arbitrary code within the Java process run
by Ant Media Server and execute code within the context of the "antmedia’ service account on
the system. Version 2.9.0 contains a patch for the issue. As a workaround, one may remove
certain parameters from the “antmedia.service’ file.
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In the Linux kernel, the following vulnerability has been resolved: net: ip_tunnel: make sure to
pull inner header in ip_tunnel_rcv() Apply the same fix than ones found in : 8d975c15c0cd
("ip6_tunnel: make sure to pull inner header in __ip6_tnl_rcv()") 1calba465e55 ("geneve: make
sure to pull inner header in geneve_rx()") We have to save skb->network_header in a
temporary variable in order to be able to recompute the network_header pointer after a
pskb_inet_may_pull() call. pskb_inet_may_pull() makes sure the needed headers are in skb-
>head. syzbot reported: BUG: KMSAN: uninit-value in __INET_ECN_decapsulate
include/net/inet_ecn.h:253 [inline] BUG: KMSAN: uninit-value in INET_ECN_decapsulate
include/net/inet_ecn.h:275 [inline] BUG: KMSAN: uninit-value in IP_ECN_decapsulate
include/net/inet_ecn.h:302 [inline] BUG: KMSAN: uninit-value in ip_tunnel_rcv+0xed9/0x2ed0
net/ipv4/ip_tunnel.c:409 __ INET_ECN_decapsulate include/net/inet_ecn.h:253 [inline]
INET_ECN_decapsulate include/net/inet_ecn.h:275 [inline] IP_ECN_decapsulate
include/net/inet_ecn.h:302 [inline] ip_tunnel_rcv+0xed9/0x2ed0 net/ipv4/ip_tunnel.c:409
__ipgre_rcv+0x9bc/Oxbc0 net/ipv4/ip_gre.c:389 ipgre_rcv net/ipv4/ip_gre.c:411 [inline]
gre_rcv+0x423/0x19f0 net/ipv4/ip_gre.c:447 gre_rcv+0x2a4/0x390 net/ipv4/gre_demux.c:163
ip_protocol_deliver_rcu+0x264/0x1300 net/ipv4/ip_input.c:205
ip_local_deliver_finish+0x2b8/0x440 net/ipv4/ip_input.c:233 NF_HOOK
include/linux/netfilter.h:314 [inline] ip_local_deliver+0x21f/0x490 net/ipv4/ip_input.c:254

CVE dst_input include/net/dst.h:461 [inline] ip_rcv_finish net/ipv4/ip_input.c:449 [inline] NF_HOOK

0024- include/linux/netfilter.h:314 [inline] ip_rcv+0x46f/0x760 net/ipv4/ip_input.c:569 28 More
6882 __netif_receive_skb_one_core net/core/dev.c:5534 [inline] __netif_receive_skb+0x1a6/0x5a0 Details
net/core/dev.c:5648 netif_receive_skb_internal net/core/dev.c:5734 [inline]
netif_receive_skb+0x58/0x660 net/core/dev.c:5793 tun_rx_batched+0x3ee/0x980
drivers/net/tun.c:1556 tun_get_user+0x53b9/0x66e0 drivers/net/tun.c:2009
tun_chr_write_iter+0x3af/Ox5d0 drivers/net/tun.c:2055 call_write_iter include/linux/fs.h:2087
[inline] new_sync_write fs/read_write.c:497 [inline] vfs_write+0xb6b/0x1520 fs/read_write.c:590
ksys_write+0x20f/0x4cO0 fs/read_write.c:643 __do_sys_write fs/read_write.c:655 [inline]
__se_sys_write fs/read_write.c:652 [inline] __x64_sys_write+0x93/0xd0 fs/read_write.c:652
do_syscall_x64 arch/x86/entry/common.c:52 [inline] do_syscall_64+0xcf/0x1e0
arch/x86/entry/common.c:83 entry_SYSCALL_64_after_hwframe+0x63/0x6b Uninit was
created at: __alloc_pages+0x9a6/0xe00 mm/page_alloc.c:4590
alloc_pages_mpol+0x62b/0x9d0 mm/mempolicy.c:2133 alloc_pages+0x1be/0x1e0
mm/mempolicy.c:2204 skb_page_frag_refill+0x2bf/0x7c0 net/core/sock.c:2909 tun_build_skb
drivers/net/tun.c:1686 [inline] tun_get_user+0xe0a/0x66e0 drivers/net/tun.c:1826
tun_chr_write_iter+0x3af/0x5d0 drivers/net/tun.c:2055 call_write_iter include/linux/fs.h:2087
[inline] new_sync_write fs/read_write.c:497 [inline] vfs_write+0xb6b/0x1520 fs/read_write.c:590
ksys_write+0x20f/0x4cO0 fs/read_write.c:643 __do_sys_write fs/read_write.c:655 [inline]
__se_sys_write fs/read_write.c:652 [inline] __x64_sys_write+0x93/0xd0 fs/read_write.c:652
do_syscall_x64 arch/x86/entry/common.c:52 [inline] do_syscall_64+0xcf/Ox1e0
arch/x86/entry/common.c:83 entry_SYSCALL_64_after_hwframe+0x63/0x6b
CVE- An information disclosure vulnerability exists in Brocade SANnav before v2.3.1 and v2.3.0a
0004- when Brocade SANnav instances are configured in disaster recovery mode. SQL Table names, 27 More
29968 column names, and SQL queries are collected in DR standby Supportsave. This could allow Details

authenticated users to access the database structure and its contents.
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Description

Deno is a JavaScript, TypeScript, and WebAssembly runtime with secure defaults. By using
ANSI escape sequences and a race between "libc::tcflush(0, libc::TCIFLUSH)" and reading

standard input, it's possible to manipulate the permission prompt and force it to allow an unsafe

action regardless of the user input. Some ANSI escape sequences act as a info request to the
master terminal emulator and the terminal emulator sends back the reply in the PTY channel.
standard streams also use this channel to send and get data. For example the \033[6n
sequence requests the current cursor position. These sequences allow us to append data to
the standard input of Deno. This vulnerability allows an attacker to bypass Deno permission
policy. This vulnerability is fixed in 1.42.2.

Missing Authorization vulnerability in Undsgn Uncode Core.This issue affects Uncode Core:
from n/a through 2.8.8.

Missing Authorization vulnerability in Joris van Montfort JVM rich text icons.This issue affects
JVM rich text icons: from n/a through 1.2.6.

Improper Neutralization of Special Elements used in an SQL Command (‘'SQL Injection’)
vulnerability in OnTheGoSystems WooCommerce Multilingual & Multicurrency.This issue
affects WooCommerce Multilingual & Multicurrency: from n/a through 5.3.3.1.

Directory Traversal vulnerability in RaidenMAILD Mail Server v.4.9.4 and before allows a
remote attacker to obtain sensitive information via the /webeditor/ component.

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in Smartypants SP Project & Document Manager.This issue affects SP Project &
Document Manager : from n/a through 4.71.

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability in
Zachary Segal CataBlog.This issue affects CataBlog: from n/a through 1.7.0.

Cross-Site Request Forgery (CSRF) vulnerability in ValvePress Automatic.This issue affects
Automatic: from n/a before 3.93.0.

A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a prints the encryption key in the
console when a privileged user executes the script to replace the Brocade SANnav
Management Portal standby node. This could provide attackers an additional, less protected
path to acquiring the encryption key.

An issue was discovered in ltaltel Embrace 1.6.4. The web application does not restrict or
incorrectly restricts access to a resource from an unauthorized actor.

The application is vulnerable to an unauthenticated parameter manipulation that allows an
attacker to set the credentials to blank giving her access to the admin panel. Also vulnerable to
account takeover and arbitrary password change.

Electrolink transmitters store credentials in clear-text. Use of these credentials could allow an
attacker to access the system.
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Description

TCPDF version <=6.6.5 is vulnerable to ReDoS (Regular Expression Denial of Service) if
parsing an untrusted HTML page with a crafted color.

Brocade SANnav OVA before v2.3.1 and v2.3.0a contain hard-coded credentials in the
documentation that appear as the appliance's root password. The vulnerability could allow an
unauthenticated attacker full access to the Brocade SANnav appliance.

When a Brocade SANnav installation is upgraded from Brocade SANnav v2.2.2 to Brocade
SANnav 2.3.0, TLS/SSL weak message authentication code ciphers are added by default for
port 18082.

Electrolink transmitters are vulnerable to an authentication bypass vulnerability affecting the
login cookie. An attacker can set an arbitrary value except 'NO' to the login cookie and have full
system access.

In Jasper 4.2.2, the jpc_streamlist_remove function in src/libjasper/jpc/jpc_dec.c:2407 has an
assertion failure vulnerability, allowing attackers to cause a denial of service attack through a
specific image file.

A vulnerability in the HTML parser of ClamAV could allow an unauthenticated, remote attacker
to cause a denial of service (DoS) condition on an affected device. The vulnerability is due to
an issue in the C to Rust foreign function interface. An attacker could exploit this vulnerability
by submitting a crafted file containing HTML content to be scanned by ClamAV on an affected
device. An exploit could allow the attacker to cause the ClamAV scanning process to terminate,
resulting in a DoS condition on the affected software.

The devices allow access to an unprotected endpoint that allows MPFS file system binary
image upload without authentication. The MPFS2 file system module provides a light-weight
read-only file system that can be stored in external EEPROM, external serial flash, or internal
flash program memory. This file system serves as the basis for the HTTP2 web server module,
but is also used by the SNMP module and is available to other applications that require basic
read-only storage capabilities. This can be exploited to overwrite the flash program memory
that holds the web server's main interfaces and execute arbitrary code.

Envoy is a cloud-native, open source edge and service proxy. When an upstream TLS cluster
is used with "auto_sni" enabled, a request containing a “host'/ :authority’ header longer than
255 characters triggers an abnormal termination of Envoy process. Envoy does not gracefully
handle an error when setting SNI for outbound TLS connection. The error can occur when
Envoy attempts to use the "host'/ :authority” header value longer than 255 characters as SNI
for outbound TLS connection. SNI length is limited to 255 characters per the standard. Envoy
always expects this operation to succeed and abnormally aborts the process when it fails. This
vulnerability is fixed in 1.30.1, 1.29.4, 1.28.3, and 1.27.5.

When Brocade SANnav before v2.3.1 and v2.3.0a servers are configured in Disaster Recovery
mode, the encryption key is stored in the DR log files. This could provide attackers with an
additional, less-protected path to acquiring the encryption key.

An issue was discovered in Italtel Embrace 1.6.4. The web server fails to sanitize input data,
allowing remote unauthenticated attackers to read arbitrary files on the filesystem.

The device allows an unauthenticated attacker to bypass authentication and modify the cookie
to reveal hidden pages that allows more critical operations to the transmitter.
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Description

Incorrect access control in Dolibarr ERP CRM versions 19.0.0 and before, allows authenticated
attackers to steal victim users' session cookies and CSRF protection tokens via user interaction 7.5
with a crafted web page, leading to account takeover.

In the Linux kernel, the following vulnerability has been resolved: ice: fix uninitialized dplls
mutex usage The pf->dplls.lock mutex is initialized too late, after its first use. Move it to the top
of ice_dpll_init. Note that the "err_exit" error path destroys the mutex. And the mutex is the last
thing destroyed in ice_dpll_deinit. This fixes the following warning with
CONFIG_DEBUG_MUTEXES: ice 0000:10:00.0: The DDP package was successfully loaded:
ICE OS Default Package version 1.3.36.0 ice 0000:10:00.0: 252.048 Gb/s available PCle
bandwidth (16.0 GT/s PCle x16 link) ice 0000:10:00.0: PTP init successful ------------ [ cut here ]-
----------- DEBUG_LOCKS_WARN_ON(lock->magic != lock) WARNING: CPU: 0 PID: 410 at
kernel/locking/mutex.c:587 __mutex_lock+0x773/0xd40 Modules linked in: crct10dif_pclmul
crc32_pclmul cre32c_intel polyval_clmulni polyval_generic ice(+) nvme nvme_c> CPU: 0 PID:
410 Comm: kworker/0:4 Not tainted 6.8.0-rc5+ #3 Hardware name: HPE ProLiant DL110
Gen10 Plus/ProLiant DL110 Gen10 Plus, BIOS U56 10/19/2023 Workqueue: events
work_for_cpu_fn RIP: 0010:_mutex_lock+0x773/0xd40 Code: c0 Of 84 1d f9 ff ff 44 8b 35 0d
9c 69 01 45 85 6 0f 85 0d f9 ff ff 48 ¢7 c6 12 a2 a9 85 48 c7 ¢7 12 f1 a> RSP:
0018:ff7eb1a3417a7ae0 EFLAGS: 00010286 RAX: 0000000000000000 RBX:
0000000000000002 RCX: 0000000000000000 RDX: 0000000000000002 RSI: ffffffffg5ac2bff
RDI: 00000000ffffffff RBP: ff7eb1a3417a7b80 R08: 0000000000000000 R0O9: 00000000ffffbfff
R10: ff7eb1a3417a7978 R11: {ff32b80f7fd2e568 R12: 0000000000000000 R13:
0000000000000000 R14: 0000000000000000 R15: ff32b7f02c50e0d8 FS:
0000000000000000(0000) GS:ff32b80efe800000(0000) knlGS:0000000000000000 CS: 0010
DS: 0000 ES: 0000 CR0: 0000000080050033 CR2: 000055b5852cc000 CR3:
000000003c43a004 CR4: 0000000000771ef0 DRO: 0000000000000000 DR1:
0000000000000000 DR2: 0000000000000000 DR3: 0000000000000000 DR6:
00000000fffe0ff0 DR7: 0000000000000400 PKRU: 55555554 Call Trace: <TASK> ?
__warn+0x84/0x170 ? __mutex_lock+0x773/0xd40 ? report_bug+0x1c7/0x1d0 ?
prb_read_valid+0x1b/0x30 ? handle_bug+0x42/0x70 ? exc_invalid_op+0x18/0x70 ?
asm_exc_invalid_op+0x1a/0x20 ? ___mutex_lock+0x773/0xd40 ? rcu_is_watching+0x11/0x50 ?
__kmalloc_node_track_caller+0x346/0x490 ? ice_dpll_lock_status_get+0x28/0x50 [ice] ?
__pfx_ice_dpll_lock_status_get+0x10/0x10 [ice] ? ice_dpll_lock_status_get+0x28/0x50 [ice]
ice_dpll_lock_status_get+0x28/0x50 [ice] dpll_device_get_one+0x14f/0x2e0
dpll_device_event_send+0x7d/0x150 dpll_device_register+0x124/0x180
ice_dpll_init_dpll+0x7b/0xdO [ice] ice_dpll_init+0x224/0xa40 [ice] ? _dev_info+0x70/0x90
ice_load+0x468/0x690 [ice] ice_probe+0x75b/0xa10 [ice] ?
_raw_spin_unlock_irgrestore+0x4f/0x80 ? process_one_work+0x1a3/0x500
local_pci_probe+0x47/0xa0 work_for_cpu_fn+0x17/0x30 process_one_work+0x20d/0x500
worker_thread+0x1df/0x3e0 ? __pfx_worker_thread+0x10/0x10 kthread+0x103/0x140 ?
__pfx_kthread+0x10/0x10 ret_from_fork+0x31/0x50 ? __ pfx_kthread+0x10/0x10
ret_from_fork_asm+0x1b/0x30 </TASK> irq event stamp: 125197 hardirgs last enabled at
(125197): [<ffffffff8416409d>] finish_task_switch.isra.0+0x12d/0x3d0 hardirgs last disabled at
(125196): [<ffffffff85134044>] __ schedule+0xea4/0x19f0 softirgs last enabled at (105334):
[<ffffffff84e1eb65a>] napi_get_frags_check+0x1a/0x60 softirgs last disabled at (105332):
[<ffffffff84e1e65a>] napi_get_frags_check+0x1a/0x60 ---[ end trace 0000000000000000 ]---

7.5

QuickJS before c4cdd61 has a build_for_in_iterator NULL pointer dereference because of an

. . . 7.5
erroneous lexical scope of "this" with eval.

The class FileTransfer implemented in Brocade SANnav before v2.3.1, v2.3.0a, uses the ssh-
rsa signature scheme, which has a SHA-1 hash. The vulnerability could allow a remote, 7.5
unauthenticated attacker to perform a man-in-the-middle attack.
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Description

Insufficient policy enforcement in Site Isolation in Google Chrome prior to 124.0.6367.60
allowed a remote attacker to bypass navigation restrictions via a crafted HTML page.
(Chromium security severity: Medium)

An issue in “coap_pdu.c’ in libcoap 4.3.4 allows attackers to cause undefined behavior via a
sequence of messages leading to unsigned integer overflow.

Session Hijacking vulnerability in Hitachi Ops Center Analyzer.This issue affects Hitachi Ops
Center Analyzer: from 10.0.0-00 before 11.0.1-00.

Null Pointer Dereference vulnerability in topic_filtern function in mqtt_parser.c in NanoMQ
0.21.7 allows attackers to cause a denial of service.

A SolarWinds Platform SWQL Injection Vulnerability was identified in the user interface. This
vulnerability requires authentication and user interaction to be exploited.

An issue in Flipsnack v.18/03/2024 allows a local attacker to obtain sensitive information via
the reader.gz.js file.

The SolarWinds Platform was susceptible to a XSS vulnerability that affects the maps section
of the user interface. This vulnerability requires authentication and requires user interaction.

An incorrect type conversion vulnerability exists in the
DVPSSoftcopyVOI_PList::createFromimage functionality of OFFIS DCMTK 3.6.8. A specially

crafted malformed file can lead to arbitrary code execution. An attacker can provide a malicious

file to trigger this vulnerability.

Tenda FH1206 V1.2.0.8(8155)_EN was discovered to contain a stack-based buffer overflow
vulnerability via the entrys parameter in ip/goform/RouteStatic.

Tenda FH1206 V1.2.0.8(8155)_EN was discovered to contain a stack-based buffer overflow
vulnerability via the page parameter in ip/goform/addressNat.

FreeRDP is a free implementation of the Remote Desktop Protocol. Prior to version 3.5.1, a

malicious server can crash the FreeRDP client by sending invalid huge allocation size. Version

3.5.1 contains a patch for the issue. No known workarounds are available.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
prior to version 3.5.1 are vulnerable to a possible "NULL" access and crash. Version 3.5.1
contains a patch for the issue. No known workarounds are available.

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based clients
prior to version 3.5.1 are vulnerable to out-of-bounds read. This occurs when "WCHAR' string
is read with twice the size it has and converted to "UTF-8', "base64" decoded. The string is
only used to compare against the redirection server certificate. Version 3.5.1 contains a patch
for the issue. No known workarounds are available.
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Description

Rustls is a modern TLS library written in Rust. “rustls::ConnectionCommon::complete_io" could
fall into an infinite loop based on network input. When using a blocking rustls server, if a client
send a “close_notify" message immediately after “client_hello’, the server's ‘complete_io™ will
get in an infinite loop. This vulnerability is fixed in 0.23.5, 0.22.4, and 0.21.11.

Tenda W30E v1.0 firmware v1.0.1.25(633) has a stack overflow vulnerability via the page
parameter in the fromNatlimit function.

FFmpeg version n6.1.1 was discovered to contain a heap use-after-free via the
av_hwframe_ctx_init function.

Unitronics Vision Standard line of controllers allow the Information Mode password to be
retrieved without authentication.

Missing Authorization vulnerability in Mitchell Bennis Simple File List.This issue affects Simple
File List: from n/a through 6.1.9.

The adapter @hono/node-server allows you to run your Hono application on Node.js. Prior to
1.10.1, the application hangs when receiving a Host header with a value that *@hono/node-
server' can't handle well. Invalid values are those that cannot be parsed by the "URL" as a
hostname such as an empty string, slashes "/, and other strings. The version 1.10.1 includes
the fix for this issue.

Improper verification of a user input in Open Source MANO v7-v12 allows an authenticated
attacker to execute arbitrary code within the LCM module container via a Virtual Network
Function (VNF) descriptor. An attacker may be able execute code to change the normal
execution of the OSM components, retrieve confidential information, or gain access other parts
of a Telco Operator infrastructure other than OSM itself.

An issue in Tormach xsTECH CNC Router, PathPilot Controller v2.9.6 allows attackers to
cause a Denial of Service (DoS) by disrupting the communication between the PathPilot
controller and the CNC router via overwriting the card's name in the device memory.

A Buffer Overflow vulnerability in Tenda AC500 v.2.0.1.9 allows a remote attacker to cause a
denial of service via the port parameter at the goform/setVlaninfo component.

@solana/web3.js is the Solana JavaScript SDK. Using particular inputs with * @solana/web3.js’
will result in memory exhaustion (OOM). If you have a server, client, mobile, or desktop product
that accepts untrusted input for use with *@solana/web3.js’, your application/service may
crash, resulting in a loss of availability. This vulnerability is fixed in 1.0.1, 1.10.2, 1.11.1, 1.12.1,
1.1.2,1.13.1,1.14.1,1.15.1, 1.16.2, 1.17.1,1.18.1, 1.19.1, 1.20.3, 1.21.1, 1.22.1, 1.23.1,
1.24.3,1.25.1, 1.26.1,1.27.1,1.28.1, 1.2.8, 1.29.4, 1.30.3, 1.31.1, 1.3.1, 1.32.3, 1.33.1, 1.34.1,
1.35.2,1.36.1, 1.37.3, 1.38.1, 1.39.2, 1.40.2, 1.41.11,1.4.1,1.42.1,1.43.7,1.44.4, 1.45 1,
1.46.1,1.47.5,1.48.1, 1.49.1,1.50.2, 1.51.1, 1.5.1, 1.52.1, 1.53.1, 1.54.2, 1.55.1, 1.56.3,
1.57.1,1.58.1, 1.569.2, 1.60.1, 1.61.2, 1.6.1, 1.62.2, 1.63.2, 1.64.1, 1.65.1, 1.66.6, 1.67.3,
1.68.2,1.69.1, 1.70.4,1.71.1,1.721,1.7.2,1.73.5,1.74.1, 1.75.1, 1.76.1, 1.77.4, 1.78.8,
1.79.1,1.80.1,1.81.1,1.8.1, 1.82.1, 1.83.1, 1.84.1, 1.85.1, 1.86.1, 1.87.7, 1.88.1, 1.89.2,
1.90.2, 1.9.2, and 1.91.3.
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https://nvd.nist.gov/vuln/detail/CVE-2024-32650
https://nvd.nist.gov/vuln/detail/CVE-2024-32291
https://nvd.nist.gov/vuln/detail/CVE-2024-31578
https://nvd.nist.gov/vuln/detail/CVE-2024-1480
https://nvd.nist.gov/vuln/detail/CVE-2023-44227
https://nvd.nist.gov/vuln/detail/CVE-2024-32652
https://nvd.nist.gov/vuln/detail/CVE-2022-35503
https://nvd.nist.gov/vuln/detail/CVE-2024-22808
https://nvd.nist.gov/vuln/detail/CVE-2023-46060
https://nvd.nist.gov/vuln/detail/CVE-2024-30253
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Description

Tenda AC10 v4.0 V16.03.10.13 and V16.03.10.20 firmware has a stack overflow vulnerability
via the adsIPwd parameter in the formWanParameterSetting function.

Tenda FH1205 V2.0.0.7(775) firmware has a stack overflow vulnerability located via the PPW
parameter in the fromWizardHandle function.

Cross Site Scripting vulnerability in DerbyNet v9.0 and below allows a remote attacker to
execute arbitrary code via the render-document.php component.

A flaw was found in Keycloak's OIDC component in the "checkLoginlframe," which allows
unvalidated cross-origin messages. This flaw allows attackers to coordinate and send millions
of requests in seconds using simple code, significantly impacting the application's availability
without proper origin validation for incoming messages.

Server receiving a malformed message creates connection for a hostname that may cause a
stack overflow resulting in possible remote code execution. See Honeywell Security Notification
for recommendations on upgrading and versioning.

Tenda FH1206 V1.2.0.8(8155)_EN was discovered to contain a stack-based buffer overflow
vulnerability via the PPPOEPassword parameter in ip/goform/Quickindex.

Cross Site Scripting vulnerability in MacCMS v.10 v.2024.1000.3000 allows a remote attacker
to execute arbitrary code via a crafted payload.

Tenda FH1203 V2.0.1.6 firmware has a command injection vulnerablility in formexeCommand
function via the cmdinput parameter.

A local attacker can escalate privileges on affected Check Point ZoneAlarm Extreme Security
NextGen, Identity Agent for Windows, and Identity Agent for Windows Terminal Server. To
exploit this vulnerability, an attacker must first obtain the ability to execute local privileged code
on the target system.

SQL Injection vulnerability in autoexpress v.1.3.0 allows attackers to run arbitrary SQL
commands via the carld parameter.

Insecure Permission vulnerability in Agasta Sanketlife 2.0 Pocket 12-Lead ECG Monitor FW
Version 3.0 allows a local attacker to cause a denial of service via the Bluetooth Low Energy
(BLE) component.

Base

Score

7.5

7.4

7.4

7.4

7.4

7.3

7.3

7.3

7.3

7.3

7.3

Reference



https://nvd.nist.gov/vuln/detail/CVE-2024-32317
https://nvd.nist.gov/vuln/detail/CVE-2024-32307
https://nvd.nist.gov/vuln/detail/CVE-2024-30920
https://nvd.nist.gov/vuln/detail/CVE-2024-1249
https://nvd.nist.gov/vuln/detail/CVE-2023-5396
https://nvd.nist.gov/vuln/detail/CVE-2024-33211
https://nvd.nist.gov/vuln/detail/CVE-2024-32391
https://nvd.nist.gov/vuln/detail/CVE-2024-32283
https://nvd.nist.gov/vuln/detail/CVE-2024-24910
https://nvd.nist.gov/vuln/detail/CVE-2024-30974
https://nvd.nist.gov/vuln/detail/CVE-2024-32368
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Certain software builds for the Nokia C200 and Nokia C100 Android devices contain a
vulnerable, pre-installed app with a package name of com.tracfone.tfstatus (versionCode='31",
versionName="'12") that allows local third-party apps to execute arbitrary AT commands in its
context (radio user) via AT command injection due to inadequate access control and
inadequate input filtering. No permissions or special privileges are necessary to exploit the
vulnerability in the com.tracfone.tfstatus app. No user interaction is required beyond installing
and running a third-party app. The software build fingerprints for each confirmed vulnerable
device are as follows: Nokia C200
(Nokia/Drake_02US/DRK:12/SP1A.210812.016/02US_1_080:user/release-keys and
Nokia/Drake_02US/DRK:12/SP1A.210812.016/02US_1_040:user/release-keys) and Nokia
C100 (Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_270:user/release-keys,
Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_190:user/release-keys,
Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_130:user/release-keys,
Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_110:user/release-keys,
Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_080:user/release-keys, and
Nokia/DrakeLite_02US/DKT:12/SP1A.210812.016/02US_1_050:user/release-keys). This
malicious app sends a broadcast Intent to the receiver component named
com.tracfone.tfstatus/. TFStatus. This broadcast receiver extracts a string from the Intent and
uses it as an extra when it starts the com.tracfone.tfstatus/. TFStatusActivity activity component
which uses the externally controlled string as an input to execute an AT command. There are
two different injection techniques to successfully inject arbitrary AT commands to execute.

Sentry is an error tracking and performance monitoring platform. Prior to 24.4.1, when
authenticating as a superuser to Sentry with a username and password, the password is
leaked as cleartext in logs under the _event_: "auth-index.validate_superuser'. An attacker with
access to the log data could use these leaked credentials to login to the Sentry system as
superuser. Self-hosted users on affected versions should upgrade to 24.4.1 or later. Users can
configure the logging level to exclude logs of the "'INFO' level and only generate logs for levels
at "WARNING™ or more.

The iconv() function in the GNU C Library versions 2.39 and older may overflow the output
buffer passed to it by up to 4 bytes when converting strings to the ISO-2022-CN-EXT character
set, which may be used to crash an application or overwrite a neighbouring variable.

SQL Injection vulnerability in phpgurukul Cyber Cafe Management System Using PHP &
MySQL 1.0 allows attackers to run arbitrary SQL commands via the compname parameter in
/edit-computer-detail.php file.

A cross-site scripting (XSS) vulnerability in the Settings menu of CMSimple v5.15 allows
attackers to execute arbitrary web scripts or HTML via a crafted payload injected into the
Configuration parameter under the Language section.

LibreNMS is an open-source, PHP/MySQL/SNMP-based network monitoring system. Versions
prior to 24.4.0 are vulnerable to SQL injection. The “order’ parameter is obtained from
“$request’. After performing a string check, the value is directly incorporated into an SQL
statement and concatenated, resulting in a SQL injection vulnerability. An attacker may extract
a whole database this way. Version 24.4.0 fixes the issue.

The Poll Maker — Best WordPress Poll Plugin plugin for WordPress is vulnerable to Stored
Cross-Site Scripting due to a missing capability check on the ays_poll_maker_quick_start
AJAX action in addition to insufficient escaping and sanitization in all versions up to, and
including, 5.1.8. This makes it possible for unauthenticated attackers to create quizzes and
inject malicious web scripts into them that execute when a user visits the page.
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https://nvd.nist.gov/vuln/det<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>