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LIM
Taxi Driver

Administrative Assistant

MUHAMMAD
Retired Teacher

HELLO, HELLO! WAH, SORRY AH! JUST NOW A
GOVERNMENT OFFICER CALLED - SOMEONE USED
MY BANK ACCOUNT FOR TLLEGAL ACTIVITIES.
MUST TRANSFER MY MONEY NOW TO THEIR SAFE
ACCOUNT, OR T'LL LOSE EVERYTHING!

EH WAIT, Lim! STOP!
DID YOU VERIFY \F
THE CALL IS REAL?

( Good MorNNG, Lt )

\

[

NO NEED LAH, THEY CALLED ME DIRECTLY.
VERY URGENT, THEY SAY MUST DO IT NOW.

LIM, THAT'S HOW SCAMMERS WORK! THIS IS
A GOVERNMENT OFFICIAL TMPERSONATION
SCAM. REAL OFFICERS WILL NEVER ASK YOU
TO TRANSFER MONEY OVER A PHONE CALL.

YA, T SAW THIS ON THE NEWS.
THEY ARE TRYING TO TRICK YOU.

’.?.—

STOP AND CHECK FIRST. DON'T TRUST CALLERS ASKING

YOU TO TRANSFER MONEY!

OKAY, OKAY. GOOD THING BOTH OF YOU
STOPPED ME. T ALMOST FELL FOR IT.

Smartphones and smart devices have made life more convenient. However, this has also
created more opportunities for cybercriminals to carry out cybercrimes. This handbook
will arm you with the information you need to protect yourself and your loved ones online.
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WHAT DANGERS ARE WE EXPOSED TO? [BITLD 6T6OrCGTT GO 6O 94 LI% §1 & (€15 (S

As we go online more often to do banking or shopping at our own convenience, we are at &GTTGTTHEE:EQ.@LD?

risk from cyber threats in the form of online scams and data theft. B URISEF CHFMEUSSHTEH VLG QUTHET UMRIGUSHSTE QENEUITLSMS HHSLOTSLI
LweTU(hR S GleuSTeL, Qemeuurl CLOMEIG &6, HHeUeL H(HL(F Cumeim @\en6oori
OIJLLe0&6emen 6THJCHTSHGHCHIMLD.

WHAT IS PHISHING?

Phishing is a method used by
cybercriminals to trick you into giving

out personal and financial information
such as passwords, One-Time Passwords
(0TPs) or bank account numbers.
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Cybercriminals may pretend to be from
the government, banks or businesses,
claiming that there are urgent issues
requiring your immediate attention. They
may contact you through social medig,
messaging platforms, and phone calls
to trick you into revealing personal and SIPDLILIGET QITUTCOTE o KBNS,
banking information that can be used to QST JUQSTE(®, 2 RSHeaTg Sehlul L,

make unauthorised transactions. | = “ QURIA elleuhiEmens ShHILONS Ceuafiil Z
MEUSESHEFa(FLD. JsnILodluilesml Lisvorl e :
ufleuigsensusen GFINSNG Qb
EUNRIGET LIL6STL(H&SLILIL 6VMLD.

STOP AND CHECK!

Cybercriminals often use fear and
urgency to pressure you into making
hasty decisions.
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By taking a moment to stop and
check with official sources, family
and friends, you can better protect
yourself from falling prey to
cybercriminals out to steal your hard-
earned money and data.
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COMMON TYPES OF ONLINE SCAMS
GOVERNMENT OFFICIALS IMPERSONATION SCAMS

Cybercriminals typically pose as government officers and trick you into revealing personal
information, banking details and/or transferring money to bank accounts they provide.

What to look out for:
Government officials will never ask you to do the following over a phone call:

Transfer isclose X Install mobile X Transfer your
money banking details apps from unofficial call directly to
app stores the police

IMPERSONATION OF BANK REPRESENTATIVES
CYBERCRIMINALS MAY ALSO PRETEND TO BE BANK EMPLOYEES, CLAIMING THERE ARE
ISSUES WITH YOUR ACCOUNT.
DO NOT PANIC. CALL YOUR BANK'S OFFICIAL HOTLINE TO VERIFY THE ISSUE. REMEMBER, BANKS
WILL NEVER SEND CLICKABLE LINKS VIA SMS OR TRANSFER YOUR CALL TO THE POLICE.
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INVESTMENT SCAMS

Cybercriminals use social media and messaging
platforms to carry out investment scams. They
advertise fake investments promising high returns,

or adding you to chat groups where accomplices
share fake success stories or payment screenshots
to make the scam appear genuine. Some may
befriend you first to build trust before tricking you into

transferring money.

JOB SCAMS

Cybercriminals may promise you commission for
carrying out simple tasks such as reviewing hotels or
completing surveys via WhatsApp or Telegram chat
groups. Small payouts will be given to you to build your
trust. Following this, you will be encouraged to take on
other tasks with higher payout that require you to create
accounts and transfer large sums of money to unknown

bank accounts.

E-COMMERCE SCAMS

Cybercriminals use attractive deals to pressure you
into immediate payment before delivery. Once paid,
they become uncontactable. In some cases, they ask
you to download a malicious app to make payment or
process a refund. Installing the app gives them access
to your device, banking, and social media accounts.

BE CAREFUL OF DEALS THAT ARE TOO
GOOD TO BE TRUE. ALWAYS GO TO
THE STORE'S OFFICIAL WEBSITE TO

SEE IF THE DEALS ARE VALID.

ONLY DOWNLOAD
APPS FROM
OFFICIAL APP
STORES (GOOGLE
PLAY STORE OR
APPLE APP STORE).
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What to look out for:
These are the signs of phishing to look out for.
Cybercriminals may do the following to trick you:

e Send unexpected or unsolicited emails, messages
or calls
e Promise attractive rewards or promote exclusive deals

e Use urgent or threatening language
to pressure action

e Request for personal and/or banking information
e Include suspicious links or attachments
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What you can do:
Take a moment to STOP and CHECK using
the steps below:

/12:30 il = -

e Verify unexpected calls or messages by P
contacting the official hotline or visiting RCLEY
the official app or website directly. To
confirm messages or calls from a friend,
call the number saved in your contacts.

e Rethink if the purchase or investment
returns sound too good to be true
e Call for advice. Check with your family

members or friends, or call the
ScamsShield Helpline at 1799.

e Do not share your personal and banking
information unless you are sureitisa
legitimate request

e Do not click on any attachment or link in
the message. Delete it.

e Do not download unknown apps or
software from a third-party website

WHAT IS MALWARE?

Malware is short for “malicious software”. It refers to a type of software that infects your
devices, steals your information, corrupts and even deletes your data.

Central Provident Fund Board

MALWARE-ENABLED SCAMS

Cybercriminals may trick you into installing

malware by asking you to download their app to \ ® Google Play | & AppsStore

enjoy free deliveries or discounts.

Once installed, the malware gives them access
to your device and allows them to steal your
banking details, passwords and OTPs to make
unauthorised transactions.

What to look out for:

Be cautious if someone asks you to download
an app from unofficial sources for discounts
or free services. Cybercriminals may

also pressure you and give step-by-step
instructions on how to download the app.
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What you can do:

Do not grant accessibility permissions
to unknown apps

Only download apps from official app
stores such as Google Play Store
(Android) or Apple App Store (i0S) as
these platforms have measures in place
to detect and remove malicious apps

ENHANCED FRAUD

PROTECTION
AN INITIATIVE BY THE
CYBER SECURITY AGENCY
OF SINGAPORE AND
GOOGLE, THIS FEATURE
PREVENTS ANDROID USERS
FROM INSTALLING MALICIOUS
OR SUSPICIOUS APPS FROM
UNOFFICIAL SOURCES.

How can you tell if your phone has
been infected with malware?

Excessive and unexplained data use

Random pop-ups or new apps not
installed by you

Noticeably slower responses or
performance

Battery drains unusually

Unexpected or suspicious behaviours
from the device such as auto-activation
of camera or microphone

What should you do if your phone has
been infected with malware?

e Turn on the “airplane mode” and keep
Wi-Fi off

e Runan anti-virus scan on your phone
with an updated anti-virus app

e Use a different and trusted device to
check for any unauthorised banking,
Singpass or CPF transactions

e If there are unauthorised transactions,
report them to the bank and Police
immediately

e After completing these steps, if you
believe your phone is not infected,
you may resume use. As a precaution,
consider a “factory reset” and changing
important passwords. Back up your
data first.
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DEEPFAKES

Deepfakes are photos, videos, or audio recordings digitally created or altered using
Generative Artificial Intelligence (Al). As technology advances, deepfakes are becoming
increasingly convincing. They are used in online scams to impersonate authority figures
and celebrities, tricking you into revealing personal details or authorising fraudulent
payments. This can lead to irreversible financial losses.

What to look out for:

e Check if content comes from an official
or trusted source

e Be extra careful if the content:

- Includes the use of urgent language
(“transfer now”, “last chance”)

- Asks for sensitive information (NRIC,
bank account, OTP)

- Requests for money transfers

e Look for unnatural signs in videos/audio:

Blurring around face edges

Unnatural blinking or facial movements

Lips not matching speech

What you can do:

e Pause and think. Do not rush, especially
if the message is urgent, unsafe, or
unusual.

e Verify the source. Contact the person or
organisation using a phone number or
channel you already know (e.g. official
hotline, saved contact), not the one
given in the message.

¢ Do not share sensitive information.
Never reveal your passwords, OTPs, or
full bank details over calls, messages,
or videos.

e Do not transfer money. Discuss with
family members and friends first.
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HOW TO BE CYBER SAFE

Practising good cyber hygiene helps protect you from falling prey to online scams.
Protect yourself through the adoption of three cyber tips:

Enable 2FA and Use Strong

Passphrases o OM DEAR, T THINK MY
Using Two-Factor Authentication (2FA) ACCOUNT HAS BEEN HACKED!
together with a strong passphrase provides LET ME CHANGE MY

an additional layer of protection for your PASSWORD NOW!

online accounts.

2FA uses more than one type of information

to verify your identity and access your XY 6 |5 | change password
online accounts. W

ACTIVITY

Want to find out if a
password is strong
Use the Password
Checker to find

out now!

YOUR NRIC NUMBER 1S
UNIQUE AND TELLS YOU APART
FROM OTHERS ACCURATELY
(E.G. AT THE HOSPITAL,
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LW 6T (B & Gk & 61T

ArLenL LDMMEEFTEL (LPEMMU|L 6T (2FA)
QUIEUTET HL 6 CFTHAMTL eMIULD
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LTSISTUL HenL&@GLD.
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oer (b (I, eULILL (B
AL Qg6rm)l HenersHGmen!
SLeFCgmeenen QUCUTGCH
wrmHmL GuTEHGmeoT!

QUL LMEEFTEL (LMW, 2 MIGET
SIDLWTATSMS 2 MISLILGSSIUSDGLD BHL OG5S
©\66TUTUIS 560018 (G SH6M6TTLI S
LWETUGSSHIUSDHGLD 6260TMISEG GLoMLIL L B S FAFTE _
alleuyhiGemeTll LETLGSSHISHMDGI. QUEVICUMTETTSHIT 6T60TLIENS S
QFHhG Cl&merTen
Geuevor(pLom? QUCUTGCH

Cancel

&L 6YFCEmeL FluMILLS
Smalenwl LweTuGsHHS |
QFHhG C&TeTEpRGeT |

BANK OR WHEN YOU ARE
REGISTERING FOR A NEW
MOBILE LINE). HOWEVER, LIKE
YOUR MOBILE NUMBER, YOUR
NRIC NUMBER MAY BE KNOWN
TO OTHERS AND SHOULD NOT
BE USED AS A PASSWORD.

How to create a strong passphrase:
Step1: String together 5 different words
from a personal memory

S

[ Bread = ihadbreadat8am

Step 2: Use uppercase, lowercase, numbers
and symbols (at least 12 characters)

[ ihadBREADat8am ]

Do not use easily obtainable information such
as your name, NRIC number, or birthdate.

Do not share your passwords with anyone or
write them down.

2_MIGETH GO UITET SIL60L 616001
SNHFHQUDTEG).
218l ODafSLDGHS
2 _hi&606MSH &|6LEOILILDITS
CaumuEsss s (B
(61.&IT. LD(1HSGIULDEDEDTUIIEL,
QRIS L6V UHul LGS
cTEEIHGL Lgley CFubGUTE)).
606D, 2_MhIG6IT
M&BLGCLE 6T6T0T6M6TUILI
GumeLGeu 2 RIGETEH ML U6
SiLemL eTwuiamild NMGHSSS
Q&HHE (HSHSHEVMLD ETEOTLIGHTEL
SlNGHS HL 6)FOFTELEVMSLI
Lw6TU(H $ & &HFal_MTG).

EUEY|EUMETT HL Y& QEFTMHOMITL MY

2 (HEUMSG6UE) 6TLILIIG.:

U hHlemeo 1: HENUUL L @MTUSESSL Q(HHSI
5 CQleucuGeum| Q&FTMH&MeNS
CoamyemeuT&E C& (M S 6T

[ Bread = ihadbreadat8am

S

Uigblemev 2: GLIGCIT (LD & 356,
AMHAM(LDS G &6, 6T6H0I&6NT,
FGTCMRIS T ) SHliaumenme
&6vhG| LWeETLRHSHIMISET
(GOMHSHI 12 61(LDSHSI[H&SSEM)

[ ihadBREADat8am ]

2 RIGET QUWIT, ML UITOT L 6DIL

616001 SI6LEV G LNMHSH CHH CumeTM
sTaflfHleéL QUMEFalgll §&HEUELESD6NL
UweTU® SSHT S &6T.

2 MIGETH HLFQAFTHHMET WITIHL LD

LSHTCaUT 1606V G] 6T(LPH M6US S Geoum
oL ITG).
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Update Software Promptly
Software and app updates contain
important security fixes that can help
keep your devices safe.

How to choose an Anti-Virus App

Anti-virus apps from different brands have
varying functions and capabilities. Here are
some tips when choosing an anti-virus app:

e Download from official app stores such
as Google Play Store (Android) or Apple

ECICTEE .
Scan here to find out App Store (i0S)

how to enable automatic e Check out app reviews before
Updates! downloading. Look at the developer’s

reputation, app ratings and the number

. .. of downloads too.
Add ScamShield and Anti-Virus Apps

ScamsShield is a suite of products and
tools that help defend against scams.
Download the app to block and filter
scam calls and messages.

e Choose apps with detection and removal
capabilities. Look for those that provide
real time malware detection (for Android
devices only) and removal capabilities.

Anti-Virus Apps help detect malware and
malicious phishing links. They are key to
safeguarding your devices and accounts.

LEARN MORE

Scan here for more
information on ScamShield

NEVER TRUST POP-UP
WINDOWS THAT ASK YOU TO
DOWNLOAD SOFTWARE.

YOU SHOULD DOWNLOAD APPS |
FROM OFFICIAL APP STORES! i

FIND CSA’S RECOMMENDED
ANTI-VIRUS APPS HERE

Remember, no app offers
1009/o protection, so remain
vigilant and practise good
cyber hygiene.

QIO GTCILIT (6061 2_L_61)| & (8L 60T
LIS hiser

QLeTTQUIT([HET LDMMILD CIFIEOIL
UILNIL&eMed (PSSHUILDme LUTHISTLILE
FrenwlyseT @QhHSGLD.

SlM6 2 MIGETH FTH6URISeMerL
LUTSISTLILITS 6m6USHS(HHS 2 GaLD.

GLogyLd Qg,m,r:pgj

Q& IT6IT(EYh Ml & 61T

SeNWSSL LUGILUNLILSmeTE
QeweLL(BSHHILD
QUNI(LPEOMEDUIS S6TaTL Il
AMICEH arVCHET CIFUIL|MRIGET!

eVCsLafcL[, HE&HTL sHLUYF
Q&WE&emen [HlmI6rhis e
eVGaELaTL[H 6T6TLG CLOMTEIG S6eed (bhS)
SNHBNHHE Q&MeeT 2 6D

g,u_lrnﬂ%uass'n LOMMILD & (161G eriledt
Q&MGUUTEGLD. CLOMFlG HeMLOLILIGHEMETULD
GMIHSHSHEULSHMETUILD SH63T(HLIg.&5IS
g,(%llﬂug,m@ AHhsHE QFwedlsnulLl
USONMESLD CFUIULRISE.

HE&KBITL HHLUUEF Q&FWeOIse6T
BhEGBImLU|D FHEH6UL &(HEHLD

B em6ILIL|Gemenu|d &6to1(hLlg. &8
2_H6UKTTMET. 2_MIGETE &FITE6OMIGHEDEILILD
SONEHGSHMELD LITGHISTEHS 66l
(WPSEWILD.

QusTQUT(HemeTL LHNMESHE
QEmeLEYILD LIMLI-SILI Slen&Hemern
@HCUTGILD HLOLITSTSHET.

gé@&rruﬂgljmé Q&wedl

aNAGWINTSS &6Thi&eme0(Hha
LWL GG QFwedemw Brigen
uSaNM&s Geustor(hLb!

S IT6UOTGLITLD.
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What else can you do to protect yourself?

Besides practising good cyber hygiene, there are additional security features you can
enable in your apps to protect your savings and reduce potential losses in the event of a
scam.

e Money Lock was introduced by the local banks to safeguard your bank account and
guard against scams by allowing funds to be ‘locked’ so they cannot be transferred
digitally. Check with your bank on how to activate this feature.

e The CPF Withdrawal Lock feature allows members aged 55 and above to instantly
disable online CPF withdrawals. You can activate this feature at any time through your
CPF account settings and set your Daily Withdrawal Limit to safeguard your savings.

DID YOU KNOW YOUR BANK CAN LOCK YOUR
FUNDS SO SCAMMERS CAN'T TOUCH THEM?

VISIT YOUR BRANCH AND ASK
ABOUT MONEY LOCK TODAY!

et

LEARN MORE

Scan here for more
information on CPF
Withdrawal Lock
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WHAT SHOULD YOU DO IF YOU'VE FALLEN
PREY TO A PHISHING SCAM?

I THINK YOUR ACCOUNT
HAS BEEN HACKED.
CHANGE YOUR PASSWORD
TO A STRONG ONE AND
ENABLE 2FA ON YOUR
ONLINE ACCOUNTS TO

SECURE THEM.

If you still have access to your
account,

Log out of this account from all devices
connected to the account

Change your password immediately and
enable 2FA if available

If you do not have access to your
account,

Contact the platform e.g. bank or social
media platform, to report the issue and
request assistance to retrieve your
account

Report any fraudulent credit/debit card
charges to your bank and cancel your
card immediately

RECENTLY I RECEIVED

A FEW REQUESTS FROM MY FRIENDS ON
FACEBOOK ASKING FOR MY MOBILE NUMBER
AND OTHER PERSONAL DETAILS TO SIGN UP

FOR A GOOD DEAL. T THOUGHT MOST OF MY
FRIENDS WOULD AT LEAST HAVE MY MOBILE

NUMBER, RIGHT? STRANGE.

THESE COULD
BE SCAMMERS! DO NOT
SHARE ANY PERSONAL OR
BANKING INFORMATION WITH
THEM. CALL YOUR FRIEND
DIRECTLY TO CHECK IF
HE/SHE HAS MADE THAT
REQUEST. REMEMBER, IF IT
SOUNDS TOO GoOD TO BE
TRUE, IT PROBABLY IS.

Make a police report at the nearest
Neighbourhood Police Centre or
Neighbourhood Police Post or online
at www.police.gov.sg/e-services if
monetary loss is involved

Go to CSA’s SingCERT Webpage
WWW.csa.gov.sg/singcert/reporting if
you wish to submit an incident report

Should your account be compromised,
the impersonator could reach out to
your contacts. Warn your family and
friends to ignore any request and not to
share their personal details.
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DON'T WORRY.
I'M WORRIED T WE JUST HAVE TO YES. AND REMEMBER,
WILL GET SCAMMED. STAY VIGILANT. DO NOT SHARE YOUR
MAYBE T SHOULD STOP AND CHECK PASSWORDS OR 0TPS
NOT RESPOND TO ANY AND CALL A FAMILY WITH ANYONE. NOT
MESSAGES OR CALLS. MEMBER OR FRIEND EVEN ME, OKAY?
FOR ADVICE.
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For more information, visit CSA’s SG Cyber Safe Seniors
webpage or ScamShield website.
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