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SingCERT's Security Bulletin summarises the list of vulnerabilities collated from the National Institute of Standards and

Technology (NIST)'s National Vulnerability Database (NVD) in the past week.

The vulnerabilities are tabled based on severity, in accordance to their CVSSv3 base scores:

vulnerabilities with a base score of 9.0 to

itical
Critica 10.0
. vulnerabilities with a base score of 7.0 to
High
8.9
. vulnerabilities with a base score of 4.0 to
Medium
6.9
vulnerabilities with a base score of 0.1 to
Low
3.9
None vulnerabilities with a base score of 0.0

For those vulnerabilities without assigned CVSS scores, please visit NVD for the updated CVSS vulnerability entries.

CRITICAL VULNERABILITIES

CVE Description Base
Number P Score

IBM Langflow OSS 1.0.0 through 1.9.3 has an vulnerability due to an improper isolation of
Python execution combined with an authentication bypass that allows an unauthenticated 10.0
attacker to execute arbitrary code on the host system, resulting in complete compromise

CVE-2026-
10561

mcp-pinot is a Python-based Model Context Protocol (MCP) server for interacting with Apache

Pinot. In versions 3.0.1 and below, mcp-pinot defaults to running an HTTP MCP server bound

to 0.0.0.0:8080 with no authentication enabled. All MCP tools, including SQL query execution,
schema creation, and table-config mutation, are reachable by any network-adjacent caller. 10.0
The server proxies these calls using server-side Pinot credentials, producing a confused-

deputy condition that yields full read/write access to the configured Pinot cluster. This issue

has been fixed in version 3.1.0

CVE-2026-
49257

ProxySQL is a proxy for MySQL and its forks, as well as PostgreSQL. In versions 2.0.0 through
3.0.8, the ProxySQL MySQL frontend accepts the "PROXY UNKNOWN <addr> <addr> <port>
<port>\r\n® PP1 frame as a well-formed PROXY protocol header. The HAProxy PROXY protocol
v1 specification says that when the protocol token is "UNKNOWN", the receiver MUST ignore
any address fields that follow it, because the proxy has declared it cannot determine the
client identity. ProxySQL parses those address fields anyway via “sscanf and writes the
spoofed source address into the session's “addr.addr” field. From there it flows directly into
the query-rule matcher, where the “client_addr™ predicate decides routing and ACL. When
“mysql-proxy_protocol_networks = *'* (the default), any TCP peer can send a PP1 frame and 10.0
choose any source IP claim. With that, any “mysql_query_rules™ row pinned to a “client_addr’
value is forgeable: the attacker writes the address they want to match into the PP1 line, and
ProxySQL routes their query as if it came from that address. In practice this is a routing and
ACL bypass. Real deployments use “client_addr® for read-write splitting (internal apps go to
the primary, public traffic to read replicas), per-app schema pinning, and query-filter rules
(DDL allowed only from admin CIDR, public queries blocked from dangerous patterns). An
attacker that can reach the frontend port can forge their way into any of those routes. Version
3.0.9 patches this issue.

CVE-2026-
48772
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Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via RMI to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is
in Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 10.0 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

In JetBrains Hub before 2026.1.13757, 2025.3.148033, 2025.2.148048, 2025.1.148120,
2024.3.148430, 2024.2.148429 authentication bypass via direct database access leading to
administrative access was possible

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 10.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via RMI to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is
in Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 10.0 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Solaris product of Oracle Systems (component: Remote
Administration Daemon). The supported version that is affected is 11.4. Easily exploitable
vulnerability allows unauthenticated attacker with network access via HTTPS to compromise
Oracle Solaris. While the vulnerability is in Oracle Solaris, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all Oracle Solaris
accessible data as well as unauthorized access to critical data or complete access to all Oracle
Solaris accessible data. CVSS 3.1 Base Score 10.0 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N).

Unauthenticated Arbitrary File Upload in WordPress & WooCommerce Scraper Plugin, Import
Data from Any Site <= 1.0.7 versions.

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component:
Centralized Third Party Jars). Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0,
14.1.2.0.0 and 15.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Coherence. While the vulnerability is in
Oracle Coherence, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle Coherence. CVSS 3.1
Base Score 10.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP
to compromise Oracle Coherence. While the vulnerability is in Oracle Coherence, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle Coherence. CVSS 3.1 Base Score 10.0
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Improper Control of Generation of Code ('Code Injection') vulnerability in ACPT ACPT (Pro) -
Custom Post Types Plugin for WordPress allows Remote Code Inclusion. This issue affects
ACPT (Pro) - Custom Post Types Plugin for WordPress: from n/a through 2.0.47.
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Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component:
Console). Supported versions that are affected are 12.2.1.4.0 and 14.1.1.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise WebLogic Server. While the vulnerability is in WebLogic Server, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of WebLogic Server. CVSS 3.1 Base Score 10.0
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Improper authentication in Azure Active Directory allows an unauthorized attacker to elevate
privileges over a network.

picklescan before 1.0.4 fails to block pkgutil.resolve_name, allowing attackers to bypass the
entire blocklist by resolving any dangerous function through indirect REDUCE calls. Remote
attackers can invoke any blocked function such as os.system, builtins.exec, or subprocess.call
to achieve remote code execution.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component:
Console). Supported versions that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise WebLogic Server. While the vulnerability is in WebLogic Server, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of WebLogic Server. CVSS 3.1 Base Score 10.0
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. While the vulnerability is in Oracle WebCenter Sites,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 10.0
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 10.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Streambert is a cross-platform Electron Desktop App to stream and download any video
media. In versions 2.4.0 and prior, a high-severity Zip Slip vulnerability was identified in
Streambert's subtitle extraction logic. The application does not sanitize archive entry
filenames during extraction, allowing a malicious archive to perform path traversal and write
arbitrary files to the host filesystem. The subtitle extraction process downloads a ZIP archive
and extracts its entries. The destination file path is constructed by concatenating the raw
archive entry name (extracted.name) directly to the temporary directory path. If a malicious
ZIP archive containing directory traversal sequences is processed, it escapes the temporary
directory boundaries. The application then writes the extracted payload anywhere on the host
filesystem subject to the application's current write permissions. This issue has been fixed in
version 2.5.0.

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. While the vulnerability is in Oracle WebCenter Sites,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 10.0
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in unauthorized
creation, deletion or modification access to critical data or all Oracle Enterprise Command
Center Framework accessible data as well as unauthorized access to critical data or complete
access to all Oracle Enterprise Command Center Framework accessible data and unauthorized
ability to cause a partial denial of service (partial DOS) of Oracle Enterprise Command Center
Framework. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:L).

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in unauthorized
creation, deletion or modification access to critical data or all Oracle Enterprise Command
Center Framework accessible data as well as unauthorized access to critical data or complete
access to all Oracle Enterprise Command Center Framework accessible data and unauthorized
ability to cause a partial denial of service (partial DOS) of Oracle Enterprise Command Center
Framework. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:L).

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTPS
to compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Command Center Framework. CVSS 3.1 Base Score 9.9 (Confidentiality,
Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Discovery Framework). Supported versions that are affected are 13.5
and 24.1. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTPS to compromise Oracle Enterprise Manager Base Platform. While the vulnerability is
in Oracle Enterprise Manager Base Platform, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Runtime Tools). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTPS to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the MySQL Shell product of Oracle MySQL (component: Shell for VS Code). The
supported version that is affected is 2026.2.0+9.6.1. Easily exploitable vulnerability allows
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low privileged attacker with network access via HTTP to compromise MySQL Shell. While the
vulnerability is in MySQL Shell, attacks may significantly impact additional products (scope 9.9
change). Successful attacks of this vulnerability can result in takeover of MySQL Shell. CVSS

3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTPS to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTPS to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the JD Edwards EnterpriseOne General Ledger product of Oracle JD Edwards
(component: E1 Foundation). The supported version that is affected is 9.2. Easily exploitable
vulnerability allows low privileged attacker with network access via SMB to compromise D

Edwards EnterpriseOne General Ledger. While the vulnerability is in JD Edwards EnterpriseOne
General Ledger, attacks may significantly impact additional products (scope change). =)
Successful attacks of this vulnerability can result in takeover of |D Edwards EnterpriseOne

General Ledger. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts).

CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Metadata Plugin). Supported versions that are affected are 13.5 and
24.1. Easily exploitable vulnerability allows low privileged attacker with network access via
HTTPS to compromise Oracle Enterprise Manager Base Platform. While the vulnerability is in
Oracle Enterprise Manager Base Platform, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the JD Edwards EnterpriseOne Order Promising product of Oracle JD Edwards
(component: Order Promising Integration). The supported version that is affected is 9.2. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise JD Edwards EnterpriseOne Order Promising. While the vulnerability is in JD
Edwards EnterpriseOne Order Promising, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of JD Edwards
EnterpriseOne Order Promising. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Target Management). Supported versions that are affected are 13.5
and 24.1. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle Enterprise Manager Base Platform. While the vulnerability is in
Oracle Enterprise Manager Base Platform, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Metadata Plugin). Supported versions that are affected are 13.5 and
24.1. Easily exploitable vulnerability allows low privileged attacker with network access via
HTTPS to compromise Oracle Enterprise Manager Base Platform. While the vulnerability is in
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Oracle Enterprise Manager Base Platform, attacks may significantly impact additional
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products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Command Center Framework. CVSS 3.1 Base Score 9.9 (Confidentiality,
Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise
WebLogic Server. While the vulnerability is in WebLogic Server, attacks may significantly
impact additional products (scope change). Successful attacks of this vulnerability can result
in takeover of WebLogic Server. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Accounts Payable product of Oracle JD Edwards
(component: Accounts Payable). The supported version that is affected is 9.2. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise JD Edwards EnterpriseOne Accounts Payable. While the vulnerability is in JD
Edwards EnterpriseOne Accounts Payable, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of D
Edwards EnterpriseOne Accounts Payable. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Improper access control in Microsoft Dynamics 365 allows an authorized attacker to elevate
privileges over a network.

Postiz is an Al social media scheduling tool. In versions prior to 2.21.8, the Skool integration
callback signed an attacker-controlled JSON blob into a session-shape JWT using the
application's JWT_SECRET, and the auth middleware trusted every claim in that JWT without
re-resolving the user from the database. Any authenticated Postiz user could forge a
SUPERADMIN session and impersonate arbitrary organizations. This allowed Full Access to the
following: all parts of Postiz, including users registered to the specific instance and the ability
to post in the name of the victim's social media channels added to that Postiz instance. This
issue has been fixed in version 2.21.8.

deepstream is a server that allows clients and backend services to sync data, send messages
and make rpcs at scale. Versions prior to 10.0.5 are vulnerable to Prototype Pollution.
Exploitation can lead to potential privilege escalation from any authenticated user with write
permission to any record. This issue has been fixed in version 10.0.5.

Contributor Remote Code Execution (RCE) in Blocksy Companion Pro <= 2.1.37 versions.

Subscriber Arbitrary File Upload in Charity Zone <= 1.1.1 versions.

Subscriber Arbitrary File Upload in Kids Gift Shop <= 0.5.4 versions.

Subscriber Arbitrary File Upload in Ecommerce Zone <= 0.9.7 versions.

Subscriber Arbitrary File Upload in Restaurant Zone <= 0.7.8 versions.

Subscriber Arbitrary File Upload in Webenvo <= 0.0.6 versions.
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https://nvd.nist.gov/vuln/detail/CVE-2026-40747
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Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable
vulnerability allows low privileged attacker with network access via T3, IIOP to compromise
Identity Manager. While the vulnerability is in Identity Manager, attacks may significantly
impact additional products (scope change). Successful attacks of this vulnerability can result
in takeover of Identity Manager. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Process Manufacturing Product Development product of Oracle E-
Business Suite (component: Internal Operations). Supported versions that are affected are
12.2.3-12.2.15. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Process Manufacturing Product Development. While
the vulnerability is in Oracle Process Manufacturing Product Development, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle Process Manufacturing Product Development.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Contributor Arbitrary File Upload in Unlimited Elements for Elementor (Premium) <= 2.0.6
versions.

Subscriber Arbitrary File Upload in WishList Member X <= 3.29.0 versions.

Subscriber Arbitrary File Upload in Restaurt <= 1.0.4 versions.

Subscriber Arbitrary File Upload in PT Luxa Addons <= 1.2.2 versions.

Subscriber Arbitrary File Upload in Grip <= 1.0.9 versions.

Vulnerability in the Oracle Universal Work Queue product of Oracle E-Business Suite
(component: Work Provider Site Level Administration). Supported versions that are affected
are 12.2.3-12.2.15. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Universal Work Queue. While the vulnerability is in
Oracle Universal Work Queue, attacks may significantly impact additional products (scope
change). Successful attacks of this vulnerability can result in takeover of Oracle Universal
Work Queue. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

In JetBrains Hub before 2026.1.13757, 2025.3.148033, 2025.2.148048, 2025.1.148120,
2024.3.148430, 2024.2.148429 privilege escalation by attaching authentication details to
accounts was possible

Vulnerability in the Oracle Applications Manager product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Applications Manager. While the vulnerability is in Oracle Applications
Manager, attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Oracle Applications Manager. CVSS 3.1
Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Universal Work Queue product of Oracle E-Business Suite
(component: Work Provider Site Level Administration). Supported versions that are affected
are 12.2.3-12.2.15. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Universal Work Queue. While the vulnerability is in
Oracle Universal Work Queue, attacks may significantly impact additional products (scope
change). Successful attacks of this vulnerability can result in takeover of Oracle Universal
Work Queue. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Execution with unnecessary privileges in Azure Synapse allows an authorized attacker to
elevate privileges over a network.
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Vulnerability in the Oracle Access Manager product of Oracle Fusion Middleware (component:
Authentication Engine). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Access Manager. While the vulnerability is in Oracle Access Manager,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in takeover of Oracle Access Manager. CVSS 3.1 Base Score 9.9
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle WebCenter Content. While the vulnerability is in Oracle
WebCenter Content, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Content.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Composer). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Portal. While the vulnerability is in Oracle WebCenter Portal,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in takeover of Oracle WebCenter Portal. CVSS 3.1 Base Score 9.9
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware
(component: Mainframe Connectors). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.1.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Identity Manager Connector. While the vulnerability is in Identity
Manager Connector, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Identity Manager Connector.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle WebCenter Content. While the vulnerability is in Oracle
WebCenter Content, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Content.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
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(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and

14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access

via HTTP to compromise Oracle WebCenter Content. While the vulnerability is in Oracle 9.9
WebCenter Content, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Content.

CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware

(component: Composer). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0.

Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Portal. While the vulnerability is in Oracle WebCenter Portal, 99
attacks may significantly impact additional products (scope change). Successful attacks of ' Details
this vulnerability can result in takeover of Oracle WebCenter Portal. CVSS 3.1 Base Score 9.9

(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.9.2,

an Insecure Direct Object Reference (IDOR) vulnerability in /api/vl/responses endpoint allows 99
an authenticated attacker to execute any flow belonging to another user by specifying the ' Details
victim's flow ID in the request. This vulnerability is fixed in 1.9.2.
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Flowise before 3.1.2 contains multiple OS command injection vulnerabilities in the Custom

MCP Server feature due to incomplete command-flag validation and a regex bypass in local

file access restrictions. An attacker with a Flowise account of any role, or APl access with
view/update permissions for chatflows, can configure a malicious MCP server to bypass the 9.9
validateCommandFlags blocklist (for example, 'docker build' is not blocked, and 'npx --yes' is

not blocked while only '-y' is) and the validateArgsForLocalFileAccess checks, resulting in

execution of arbitrary commands on the Flowise host.
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Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and

14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access

via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in 99
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products ' Details
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle

WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and

Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and

14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access

via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products 9.9 Details
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle

WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and

Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware
(component: Generic Unix Connector). Supported versions that are affected are 12.2.1.4.0
and 14.1.2.1.0. Easily exploitable vulnerability allows low privileged attacker with network

access via HTTP to compromise Identity Manager Connector. While the vulnerability is in 9.9 More
Identity Manager Connector, attacks may significantly impact additional products (scope ' Details

change). Successful attacks of this vulnerability can result in takeover of Identity Manager
Connector. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware
(component: Database User). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.1.0. Easily exploitable vulnerability allows low privileged attacker with network access

via HTTP to compromise Identity Manager Connector. While the vulnerability is in Identity 99 More
Manager Connector, attacks may significantly impact additional products (scope change). ' Details

Successful attacks of this vulnerability can result in takeover of Identity Manager Connector.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware
(component: Generic Unix Connector). Supported versions that are affected are 12.2.1.4.0
and 14.1.2.1.0. Easily exploitable vulnerability allows low privileged attacker with network
access via SSH to compromise ldentity Manager Connector. While the vulnerability is in
Identity Manager Connector, attacks may significantly impact additional products (scope
change). Successful attacks of this vulnerability can result in takeover of Identity Manager
Connector. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via T3, IIOP to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware
(component: Client Bundle). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via T3 to compromise Oracle WebCenter Enterprise Capture. While the vulnerability is in
Oracle WebCenter Enterprise Capture, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Enterprise Capture. CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows low privileged attacker with network access
via HTTP to compromise Oracle WebCenter Portal. While the vulnerability is in Oracle
WebCenter Portal, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Portal.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

9.9

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware

(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and

14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network

access via HTTP to compromise Oracle WebCenter Content. Successful attacks of this 9.8
vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:-H/A:H).

Unauthenticated PHP Object Injection in Al Lab < 5.4.2 versions. 9.8
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Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft
(component: Performance Monitor). Supported versions that are affected are 8.61 and 8.62.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP
to compromise PeopleSoft Enterprise PT PeopleTools. Successful attacks of this vulnerability
can result in takeover of PeopleSoft Enterprise PT PeopleTools. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP
to compromise Oracle Coherence. Successful attacks of this vulnerability can result in
takeover of Oracle Coherence. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated PHP Object Injection in WooCommerce Product Filters < 2.0.6 versions.

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). The supported version that is affected is 14.1.2.0.0. Easily exploitable
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
Oracle WebCenter Sites. Successful attacks of this vulnerability can result in takeover of
Oracle WebCenter Sites. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:-H/A:H).

Unauthenticated PHP Object Injection in Elementra <= 1.0.9 versions.

Crawl4Al is an open-source LLM friendly web crawler & scraper. Prior to 0.8.7, the
_safe_eval_expression() function in the computed fields feature uses an AST validator that
only blocks attributes starting with underscore. Python generator and frame object attributes
(gi_frame, f_back, f_builtins) do NOT start with underscore, enabling a complete sandbox
escape to achieve arbitrary code execution. The attack requires no authentication (JWT
disabled by default) and is triggered via POST /crawl with a crafted extraction schema. This
vulnerability is fixed in 0.8.7.

DataSource API Missing Authorization Check Leads to Arbitrary Data Source Metadata
Disclosure in Apache DolphinScheduler. This issue affects Apache DolphinScheduler: before
3.4.2. Users are recommended to upgrade to version 3.4.2, which fixes the issue.

Unauthenticated PHP Object Injection in Nifty <= 1.4.1 versions.

Unauthenticated Privilege Escalation in Support Board < 3.8.9 versions.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0.
Easily exploitable vulnerability allows unauthenticated attacker with network access via TCP
to compromise WebLogic Server. Successful attacks of this vulnerability can result in takeover
of WebLogic Server. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0.
Easily exploitable vulnerability allows unauthenticated attacker with network access via
HTTPS to compromise Oracle Coherence. Successful attacks of this vulnerability can result in
takeover of Oracle Coherence. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).
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Missing authentication for critical function in M365 Copilot allows an unauthorized attacker to
disclose information over a network.

Improper input validation in AVer PTC500S, PTC115, PTC500+, and PTC115+ cameras may
allow a remote, unauthenticated attacker to achieve arbitrary code execution via a specially
crafted web request.

Bitnami Cassandra container images are affected by a retained default superuser
vulnerability. When a custom administrator account is configured via the CASSANDRA USER
environment variable, the container initialization script creates the new superuser account but
fails to drop the built-in cassandra account in certain scenarios. This leaves the default
cassandra:cassandra superuser active as an unintended access path. Affected versions —
Container image: 4.0.x prior to 4.0.20-photon-5-r7; 4.1.x prior to 4.1.11-photon-5-r7; 5.0.x
prior to 5.0.8-photon-5-r4 / 5.0.8-debian-12-r3.

JTL Shop versions 5.2.0 through 5.7.1 contains a server-side template injection vulnerability
that allows unauthenticated attackers to inject malicious template syntax due to unsanitized
user-supplied input passed to the Smarty template engine. Attackers can exploit this flaw to
read sensitive server-side values such as database credentials and encryption keys, and on
versions 5.4.0 through 5.7.1, leverage registered Smarty modifiers including unserialize and
file_get_contents to write a webshell to the web root and execute arbitrary commands as the
web server user.

Unauthenticated Privilege Escalation in LoginPress Pro <= 6.2.2 versions.

Contributor PHP Object Injection in JetEngine <= 3.8.9.1 versions.

picklescan before 0.0.33 fails to block the ctypes module, allowing attackers to achieve
remote code execution by invoking direct syscalls and accessing raw memory. Attackers can
craft malicious pickle files using ctypes.WinDLL to load kernel32.dll and execute arbitrary
commands, bypassing sandbox protections and gadget chain detection.

Python StateMachine versions 3.0.0 before 3.2.0 contains a remote code execution
vulnerability that allows attackers to execute arbitrary code by supplying malicious SCXML
documents containing crafted “<data expr="...">" attributes evaluated unsafely. The
SCXMLProcessor passes attacker-controlled expression strings through a call chain ending in
Python's built-in eval() without sandboxing, enabling arbitrary code execution in the context
of the hosting process.

picklescan before 0.0.27 contains a parsing logic error in the _list_globals function when
handling STACK_GLOBAL opcodes, failing to track arguments in the correct range and
allowing malicious pickle files to bypass detection. Attackers can craft pickle files with
arguments at position zero to trigger unexpected exceptions and evade security scanning.

picklescan before 1.0.4 contains an incomplete blocklist for the profile module that fails to
block the module-level profile.run() function, allowing attackers to achieve arbitrary code
execution via exec(). Attackers can craft malicious pickle files calling profile.run(statement) to
execute arbitrary Python code while picklescan reports zero security issues.

picklescan before 1.0.1 contains an unsafe deserialization vulnerability allowing
unauthenticated users to execute arbitrary code by hiding eval calls nested under callable
objects via getattr. Attackers can embed malicious code in pickle files that evades detection
but executes when the pickle is loaded from untrusted sources.

NVIDIA Spatial Intelligence Lab's (SIL) GEN3C contains an unauthenticated remote code
execution vulnerability in the inference API server where the /request-inference and /seed-
model endpoints deserialize raw HTTP request bodies using Python's pickle.loads() without
authentication or input validation. Attackers can supply a crafted payload containing a
__reduce__ gadget to the inference API port to achieve remote code execution as the
inference process.

Unauthenticated PHP Object Injection in Moderno < 1.43 versions.
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Unauthenticated PHP Object Injection in Plumbing <= 1.6 versions.

Unauthenticated PHP Object Injection in Reisen <= 1.4.1 versions.

Deserialization of Untrusted Data vulnerability in EMV Creatify allows Object Injection. This
issue affects Creatify: from n/a through 1.5.

Deserialization of Untrusted Data vulnerability in EMV The Hospital nrghospital allows Object
Injection. This issue affects The Hospital: from n/a through 1.8.1.

Deserialization of Untrusted Data vulnerability in Themeton The Barber Shop allows Object
Injection. This issue affects The Barber Shop: from n/a through 1.9.

Deserialization of Untrusted Data vulnerability in Themeton Lagom allows Object Injection.
This issue affects Lagom: from n/a through 2.0.

Nur-Alam39 bus-ticket (no released versions; latest commit
459cabdbeb99c00225b26e46e3c2c30aelde7bad) contains an unauthenticated SQL injection
vulnerability in bus_info.php. The busid parameter received via HTTP POST is concatenated
directly into a MySQL query (select * from bus_info where id=$busid) without sanitization,
escaping, or parameterization, and in a numeric (unquoted) context. A remote,
unauthenticated attacker can inject arbitrary SQL — for example a UNION-based payload such
as busid=-1 UNION SELECT 1,2,3,4,5,6 — to read arbitrary data from the bus_service
database. The application connects to the database as the MySQL root account with an empty
password, increasing the potential impact. The query is executed via mysqli_query(), which
does not permit stacked (semicolon-separated) statements.

Unauthenticated Privilege Escalation in Registration Form for WooCommerce <= 1.0.9
versions.

Unauthenticated PHP Object Injection in WP Activity Log <= 5.6.3.1 versions.

Subscriber Privilege Escalation in SMS Alert Order Notifications <= 3.9.4 versions.

Contributor PHP Object Injection in Fusion Builder <= 3.15.4 versions.

claudiopizzillo PIAF-HMS (PBX-In-A-Flash Hotel Management System; no released versions,
latest commit 389d2633441b65ced1c104212cd62be2bfca2le5) contains multiple
unauthenticated SQL injection vulnerabilities. The application has no authentication
mechanism and passes user-supplied HTTP parameters directly into deprecated
mysql_query() calls via string concatenation, without sanitization, escaping, or
parameterization. Affected sinks include rooms.php (DELETE FROM Rooms WHERE ID =
$_GET['ID'], unquoted numeric context), checkuser.php (WHERE Ext = '$_GET["Ext"]'), ec.php
(date/extension parameters in a WHERE), checkin.php and wakeup.php ($_POST values into
INSERT statements), bills.php ($_POST fields built into a WHERE clause), and rates.php and
checkout.php. A remote, unauthenticated attacker can inject arbitrary SQL to read, modify, or
delete arbitrary records in the backing database (e.g. rooms.php?ID=1 OR 1=1 deletes all
room records). Note: queries run via the legacy mysql_* extension, which does not permit
stacked statements.

A remote, unauthenticated attacker may exploit a deserialization of untrusted data
vulnerability in ibaPDA or ibaDatCoordinator to gain full access to the affected systems.

Unauthenticated PHP Object Injection in JetEngine <= 3.8.10 versions.

InHand Networks IR912 V1.0.0.r20042 and IR915 V1.0.0.r20042 (including earlier versions)
were discovered to contain a command injection vulnerability in the Python configuration
function. This vulnerability allows remote attackers to execute arbitrary commands as root via
a crafted input.

InHand Networks IR912 V1.0.0.r20042 and IR915 V1.0.0.r20042 (including earlier versions)
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were discovered to contain a command injection vulnerability in the log viewing function. This
vulnerability allows remote attackers to execute arbitrary commands as root via a crafted
input.

Unauthenticated Broken Authentication in wpForo Forum <= 3.1.0 versions.

Unauthenticated PHP Object Injection in Thrive Apprentice < 10.8.10.2 versions.

InHand Networks IR912 V1.0.0.r20042 and IR915 V1.0.0.r20042 (including earlier versions)
were discovered to contain a command injection vulnerability in the Python application export
function. This vulnerability allows remote attackers to execute arbitrary commands as root via
a crafted input.

InHand Networks IR912 V1.0.0.r20042 and IR915 V1.0.0.r20042 (including earlier versions)
were discovered to contain a command injection vulnerability in the file upload function. The
vulnerability allows remote attackers to execute arbitrary commands as root via a crafted
input.

The U.S. Government Accountability Office (GAQO) Electronic Protest Docketing System (EPDS)
and Civilian Board of Contract Appeals (CBCA) Electronic Docketing System (EDS) does not
authenticate password change requests to the '/update-profile/N' APl endpoint. A remote,
unauthenticated attacker could change an arbitrary user's password.

The BetterDocs Pro plugin for WordPress is vulnerable to Local File Inclusion in versions up to,
and including, 3.8.0 via the "doc_style® parameter. This makes it possible for unauthenticated
attackers to include and execute arbitrary .php files on the server, allowing the execution of
any PHP code in those files. This can be used to bypass access controls, obtain sensitive data,
or achieve code execution in cases where .php file types can be uploaded and included.

FileRise before 3.16.0 is vulnerable to path traversal in the shared-folder upload endpoint
(/api/folder/uploadToSharedFolder.php), leading to arbitrary file write and administrator
account takeover. The upload filename is validated by FolderController with basename() and
REGEX_FILE_NAME, which permit URL-encoded sequences (the regex blocks / and \ but not
%). The raw filename is then passed to UploadModel::handleUpload, where it is reconstructed
as trim(urldecode(basename($fileName))), re-introducing path separators after validation
(e.g. ..%2fusers%2fusers.txt becomes ../users/users.txt).
UploadNamePolicy::isAllowedForWrite() applies basename() internally and therefore only
evaluates the final component (users.txt), allowing the traversal sequence to pass the
extension policy. The destination path is then used directly in move_uploaded_file() with no
realpath containment check, allowing a write outside the intended upload directory. An
attacker who possesses a valid, non-expired, upload-enabled shared-folder link/token (which
are designed to be shared publicly) can overwrite users/users.txt to create an administrator
account, resulting in unauthenticated admin takeover and, depending on configuration,
remote code execution. Exploitation requires possession of a valid, non-expired, upload-
enabled shared-folder link/token. This issue is fixed in 3.16.0, which URL-decodes before
validation and rejects any path separators in the upload filename.

picklescan before 0.0.33 contains an arbitrary file writing vulnerability that allows attackers to
bypass the dangerous blocklist by using distutils.file_util.write_file. Attackers can construct
malicious pickle objects to overwrite critical system files and achieve denial of service or
remote code execution.

A Path Traversal vulnerability affecting SOLIDWORKS Visualize from SOLIDWORKS Desktop
Release 2024 through SOLIDWORKS Desktop Release 2026 could allow an attacker to write
arbitrary files on the server.

WooCommerce 7.1.0 contains a remote code execution vulnerability that allows attackers to
execute arbitrary PHP code by injecting shell commands through the product-type parameter.
Attackers can send requests to the class-wc-meta-box-product-images.php endpoint with
unsanitized product-type values to write malicious PHP files to the web root.

Vulnerability in the Siebel Apps - Marketing product of Oracle Siebel CRM (component:
Marketing). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
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allows unauthenticated attacker with network access via HTTP to compromise Siebel Apps -
Marketing. Successful attacks of this vulnerability can result in takeover of Siebel Apps -
Marketing. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel Apps - Marketing product of Oracle Siebel CRM (component:
Marketing). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
allows unauthenticated attacker with network access via HTTP to compromise Siebel Apps -
Marketing. Successful attacks of this vulnerability can result in takeover of Siebel Apps -
Marketing. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel Apps - Marketing product of Oracle Siebel CRM (component:
Marketing). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
allows unauthenticated attacker with network access via HTTP to compromise Siebel Apps -
Marketing. Successful attacks of this vulnerability can result in takeover of Siebel Apps -
Marketing. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel Apps - Marketing product of Oracle Siebel CRM (component:
Marketing). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
allows unauthenticated attacker with network access via HTTP to compromise Siebel Apps -
Marketing. Successful attacks of this vulnerability can result in takeover of Siebel Apps -
Marketing. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of JD Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of |D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of |D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of JD Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).
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Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

WordPress Ultimate Addons for Beaver Builder 1.2.4.1 contains an authentication bypass
vulnerability that allows attackers to gain unauthorized access by exploiting the social media
login form functionality. Attackers can submit a POST request to the admin-ajax.php endpoint
with the uabb-If-google-submit action, a valid administrator email address, and a valid nonce
to obtain session cookies and authenticate as that user.

Flowise before 2.1.4 allows configuration to be injected into the Chainflow during execution
via the overrideConfig option, supported in both the frontend web integration and the
backend Prediction API. Because this feature is enabled by default with no allow-list of
permitted variables and relies on vm?2 for sandboxing, an attacker can abuse it to achieve
remote code execution and sandbox escape, denial of service by crashing the server, server-
side request forgery, prompt injection, and server variable and data exfiltration. These issues
are self-targeted and do not persist to other users.

Vulnerability in the WebCenter Content: Imaging product of Oracle Fusion Middleware
(component: Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise WebCenter Content: Imaging. Successful attacks of this vulnerability can result in
takeover of WebCenter Content: Imaging. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the MySQL Router product of Oracle MySQL (component: Router: General).
Supported versions that are affected are 9.0.0-9.7.0. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise MySQL Router.
Successful attacks of this vulnerability can result in takeover of MySQL Router. CVSS 3.1 Base
Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Agile PLM product of Oracle Supply Chain (component: Security).
The supported version that is affected is 9.3.6. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle Agile PLM.
Successful attacks of this vulnerability can result in takeover of Oracle Agile PLM. CVSS 3.1
Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Crawl4Al before 0.8.7 contains an authentication bypass vulnerability due to a hardcoded
default JWT signing key in the Docker API server. Attackers who know the default key can
forge valid authentication tokens for any user, bypassing authentication and gaining full
access to protected functionality.

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Oracle Management Service). Supported versions that are affected are
13.5 and 24.1. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle Enterprise Manager Base Platform. Successful attacks
of this vulnerability can result in takeover of Oracle Enterprise Manager Base Platform. CVSS
3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

All versions of the package expr-eval are vulnerable to Code Execution via the toJSFunction()
API. An attacker can execute arbitrary JavaScript by supplying crafted expressions that are
compiled into native code using new Function(). Because user-controlled expressions are
transformed directly into executable JavaScript, attackers can escape the intended expression
sandbox and run arbitrary code within the application's context.

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Security Framework). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
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access via HTTPS to compromise Oracle WebCenter Portal. Successful attacks of this
vulnerability can result in takeover of Oracle WebCenter Portal. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

IBM Langflow OSS 1.0.0 through 1.8.4 could allow unauthenticated attackers to access
protected MCP project resources and execute MCP operations due to improper authorization
enforcement in the Streamable MCP transport endpoint.

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Content. Successful attacks of this
vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

picklescan before 1.0.4 fails to block at least seven Python standard library modules
(including uuid, _osx_support, _aix_support, _pyrepl.pager, and imaplib) exposing eight
functions that provide direct arbitrary command execution. Attackers can craft malicious
pickle files importing these unblocked modules to achieve remote code execution while
bypassing picklescan's safety validation entirely.

The Branda plugin for WordPress is vulnerable to privilege escalation via account takeover in
all versions up to, and including, 3.4.29. This is due to the plugin not properly validating a
user's identity prior to updating their password. This makes it possible for unauthenticated
attackers to change arbitrary user's passwords, including administrators, and leverage that to
gain access to their account.

picklescan before 0.0.33 contains an incomplete deny-list that fails to block pydoc.locate and
operator.methodcaller functions, allowing attackers to bypass security checks. Remote
attackers can craft malicious pickle files using these unblocked functions to achieve arbitrary
code execution when the pickle is deserialized.

Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component: OIM
Legacy Ul). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via T3, IIOP to
compromise ldentity Manager. Successful attacks of this vulnerability can result in takeover of
Identity Manager. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated PHP Object Injection in ThemeREX Addons <= 2.36.1.1 versions.
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Vulnerability in the Oracle Virtual Directory product of Oracle Fusion Middleware (component:
Virtual Directory Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0.
Easily exploitable vulnerability allows unauthenticated attacker with network access via LDAP
to compromise Oracle Virtual Directory. Successful attacks of this vulnerability can result in
takeover of Oracle Virtual Directory. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Content. Successful attacks of this
vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

In JetBrains Hub before 2026.1.13757, 2025.3.148033, 2025.2.148048, 2025.1.148120,
2024.3.148430, 2024.2.148429 account takeover via predictable restore codes was possible

Tenda AC7 v15.03.06.44 contains a stack buffer overflow vulnerability in the
/goform/AdvSetMacMtuWan interface via the wanMTU parameter.

Unauthenticated PHP Object Injection in SeaFood Company <= 1.4 versions.

Tenda AC7 v15.03.06.44 contains a stack buffer overflow vulnerability in the
/goform/AdvSetMacMtuWan interface via the cloneType parameter.

Vulnerability in the Siebel CRM Cloud Applications product of Oracle Siebel CRM (component:
Siebel Cloud Manager). Supported versions that are affected are 17.0-26.5. Easily exploitable
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
Siebel CRM Cloud Applications. Successful attacks of this vulnerability can result in takeover
of Siebel CRM Cloud Applications. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Tenda AC7 v15.03.06.44 contains a stack buffer overflow vulnerability in the
/goform/AdvSetMacMtuWan interface via the mac parameter.

In Tenda AC7 v15.03.06.44, the wanSpeed parameter of the route /goform/AdvSetMacMtuWan
has a stack buffer overflow vulnerability that can lead to remote arbitrary code execution.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Content. Successful attacks of this
vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

ProxySQL is a proxy for MySQL and its forks, as well as PostgreSQL. Versions 2.0.18 through
3.0.8 have a pre-authentication heap memory corruption vulnerability in the MySQL and
PostgreSQL protocol first-read paths. A remote unauthenticated client can declare an
oversized first packet length, and ProxySQL passes that attacker-controlled length directly to
“recv()" while writing into a fixed 32 KB input queue. Version 3.0.9 patches the issue.

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in takeover of |D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Unified Directory product of Oracle Fusion Middleware (component:
OUD Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via LDAP to
compromise Oracle Unified Directory. Successful attacks of this vulnerability can result in
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takeover of Oracle Unified Directory. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Unified Directory product of Oracle Fusion Middleware (component:
OUD Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via RMI to
compromise Oracle Unified Directory. Successful attacks of this vulnerability can result in
takeover of Oracle Unified Directory. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

9.8

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards

(component: Web Runtime Security). Supported versions that are affected are 9.2.0.0-

9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network access

via HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this 9.8
vulnerability can result in takeover of |D Edwards EnterpriseOne Tools. CVSS 3.1 Base Score

9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards

(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via JDENET to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this 9.8
vulnerability can result in takeover of JD Edwards EnterpriseOne Tools. CVSS 3.1 Base Score

9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-

Business Suite (component: Core). Supported versions that are affected are V15 and V16.

Easily exploitable vulnerability allows unauthenticated attacker with network access via

HTTPS to compromise Oracle Enterprise Command Center Framework. Successful attacks of 9.8
this vulnerability can result in takeover of Oracle Enterprise Command Center Framework.

CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component:

Centralized Third Party Jars). Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0,
14.1.2.0.0 and 15.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker

with network access via HTTP to compromise Oracle Coherence. Successful attacks of this 9.8
vulnerability can result in takeover of Oracle Coherence. CVSS 3.1 Base Score 9.8

(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated Privilege Escalation in Support Ticket Management System <= 1.9 versions. 9.8

Unauthenticated PHP Object Injection in Hot Coffee <= 1.7 versions. 9.8

A missing authorization vulnerability was found in the Event-Driven Ansible (EDA) websocket

API. The /api/eda/ws/ansible-rulebook endpoint does not verify user permissions when

processing Worker messages. Any authenticated user can send a forged message with an 9.6
arbitrary activation_id to receive plaintext credentials associated with that activation,

including OAuth tokens, vault passwords, and SSH keys.

immich is a high performance self-hosted photo and video management solution. From
commit 4ffa26c9 until 4eb1003, a reflected cross-site scripting (XSS) vulnerability on the
/auth/login page allows an attacker to fully compromise any authenticated user's account with
a single link click. The continue query parameter is read from the URL and passed to
SvelteKit's redirect() without any scheme or origin validation, allowing attacker-controlled
JavaScript to execute inside Immich's origin. The payload then uses the victim's existing
session to mint an all-permission API key on their account, leading to persistent account
takeover. This vulnerability is fixed in commit 4eb1003.

9.6

Cotonti 1.0.0 (master branch, commit f43f1fc3) is vulnerable to Cross-Site Request Forgery in
the administration rights handler. In system/admin/admin.rights.php, the rights update action
(‘a=update') modifies group access rights (including via cot_auth_add_group) without calling
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cot_check xg() to validate the anti-CSRF token. A remote attacker who lures an authenticated 9.6
administrator into visiting a malicious page can force the browser to submit a forged request

that grants elevated permissions to an attacker-controlled group, escalating privileges to
administrator. Because Cotonti administrators can modify templates and configuration, this

can be further leveraged toward remote code execution.

A maliciously crafted webpage, when visited by a user with Autodesk Fusion Desktop running
and the MCP extension enabled, can trigger a vulnerability in the MCP extension that could
allow arbitrary code execution. A successful exploit may allow code to execute with the
privileges of the current user.

9.6

SiYuan before v3.6.1 fails to sanitize package metadata and README content in the Bazaar
marketplace, allowing malicious package authors to inject arbitrary HTML and JavaScript.

Attackers can achieve remote code execution on any user browsing the Bazaar by embedding 9.6
XSS payloads in package displayName, description, or README fields, exploiting Electron's
nodelntegration setting to execute OS commands.

SiYuan before v3.6.1 fails to sanitize package metadata and README content in the Bazaar
marketplace, allowing malicious package authors to inject arbitrary HTML and JavaScript.

Attackers can achieve remote code execution on any user browsing the Bazaar by embedding 9.6
XSS payloads in package displayName, description, or README fields, exploiting Electron's
nodelntegration setting to execute OS commands.

Missing authorization in Microsoft Exchange Online allows an authorized attacker to elevate

- 9.6
privileges over a network.
Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.9.2,
the "Shareable Playground" (or "Public Flows" in code) contains a critical RCE vulnerability.
Shareable Playground feature works by enabling the execution of workflows by
unauthenticated users, by accessing a link. Specifically, it enables the route 96

/api/v1/build_public_tmp to execute any public flow, given a public flow ID. When the route
executes the flow, it allows for providing arbitrary custom Python code as the nodes code,
inside the JSON payload. The vulnerable field is data.nodes[X].data.node.template.code.value.
This vulnerability is fixed in 1.9.2.

Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.9.2,

by controlling a files that are digested into the RAG, an attacker can direct the node to read

any file on the file-system by absolute path. All components based on BaseFileComponent are
vulnerable to the vulnerability. This includes Docling (DoclinglnlineComponent), Docling 9.6
Serve, DoclingRemoteComponent), Read File (FileComponent), NVIDIA Retriever Extraction
(NvidialngestComponent), Video File (VideoFileComponent), and Unstructured API
(UnstructuredComponent). This vulnerability is fixed in 1.9.2.

The Snowflake datasource allows for GET/PUT commands, which can allow any user with
access to run queries against the data source to read/write files between the local grafana 9.6
server and the connected Snowflake host.

Poweradmin is a web-based DNS administration tool for PowerDNS server. Versions prior to

4.2.4 and 4.3.3 use the attacker-controlled "HTTP_HOST" request header as the authoritative
source for building callback URLs in its OIDC, SAML, and logout authentication flows without

any validation. An unauthenticated attacker can poison the “redirect_uri® sent to the Identity 9.6
Provider, causing the IdP to redirect the victim's authorization code to an attacker-controlled

server - resulting in full account takeover with no credentials required. Versions 4.2.4 and

4.3.3 patch the issue.

The shell tool command allowlist in the SecurityPolicy of OpenHuman desktop agent through

0.54.0 (default Supervised security policy) can be bypassed to execute arbitrary OS

commands with the privileges of the desktop user. Two flaws in

src/openhuman/security/policy.rs combine: (1) is_args_safe() blocks the find flags -exec and -

ok but not the functionally identical -execdir and -okdir, which also execute an arbitrary

command for each matched file; and (2) skip_env_assignments() strips leading inline

KEY=value environment-variable assignments before allowlist validation, so a command such

as GIT_EXTERNAL _DIFF=<cmd> git diff is validated as the allowed git diff but, when executed

via the shell, runs <cmd> through git's environment-driven hooks (for example 9.6
GIT_EXTERNAL_DIFF or GIT_SSH_COMMAND). Because the sandbox is the primary trust

=<
o
=
o)

Details

=<
)
2
0]

Details

<
©)
=
0]

Details

Details

=<
)
2
o)

Details

=<
o
=
0]

Details

<
o
4
]

Details

=<
o
=
)

Details

=<
o
2
0]

Details


https://nvd.nist.gov/vuln/detail/CVE-2026-55742
https://nvd.nist.gov/vuln/detail/CVE-2026-10789
https://nvd.nist.gov/vuln/detail/CVE-2026-56397
https://nvd.nist.gov/vuln/detail/CVE-2026-56395
https://nvd.nist.gov/vuln/detail/CVE-2026-48582
https://nvd.nist.gov/vuln/detail/CVE-2026-48519
https://nvd.nist.gov/vuln/detail/CVE-2026-55447
https://nvd.nist.gov/vuln/detail/CVE-2026-28381
https://nvd.nist.gov/vuln/detail/CVE-2026-54588
https://nvd.nist.gov/vuln/detail/CVE-2026-55743

CVE-2026-
46911

CVE-2026-
46853

CVE-2026-
46861

CVE-2026-
12440

CVE-2026-
46789

CVE-2026-
46786

boundary between untrusted LLM-processed content and the host operating system, an
attacker can achieve remote code execution via indirect prompt injection: a malicious
document, email, calendar event, or web page ingested by the agent instructs it to run a
benign-looking allowlisted command, resulting in arbitrary command execution, data
exfiltration, arbitrary file read/write, and lateral movement on the user's machine. The issue
was fixed in commit 60050a2a09a870f53ed7e4cd40ed41fd2860329e7 (first released in
0.54.22-staging; first stable release 0.56.0), which blocks -execdir/-okdir for find.

Vulnerability in the JD Edwards EnterpriseOne Project Costing product of Oracle |D Edwards
(component: Job Costing). The supported version that is affected is 9.2. Easily exploitable
vulnerability allows low privileged attacker with network access via JDENET to compromise JD
Edwards EnterpriseOne Project Costing. While the vulnerability is in JD Edwards EnterpriseOne
Project Costing, attacks may significantly impact additional products (scope change). 96
Successful attacks of this vulnerability can result in unauthorized creation, deletion or ’ Details
modification access to critical data or all JD Edwards EnterpriseOne Project Costing accessible

data as well as unauthorized access to critical data or complete access to all JD Edwards

EnterpriseOne Project Costing accessible data. CVSS 3.1 Base Score 9.6 (Confidentiality and

Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N).
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Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise

Manager (component: Metadata Plugin). Supported versions that are affected are 13.5 and

24.1. Easily exploitable vulnerability allows unauthenticated attacker with network access via

HTTP to compromise Oracle Enterprise Manager Base Platform. Successful attacks require

human interaction from a person other than the attacker and while the vulnerability is in 9.6
Oracle Enterprise Manager Base Platform, attacks may significantly impact additional

products (scope change). Successful attacks of this vulnerability can result in takeover of

Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.6 (Confidentiality, Integrity

and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H).
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Details

Vulnerability in the MySQL NDB Cluster product of Oracle MySQL (component: Cluster: NDB
Operator). Supported versions that are affected are 8.0.11-8.0.46, 8.4.0-8.4.9 and 9.0.0-9.7.0.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise MySQL NDB Cluster. While the vulnerability is in MySQL NDB Cluster, attacks may
significantly impact additional products (scope change). Successful attacks of this

vulnerability can result in unauthorized creation, deletion or modification access to critical 9.6
data or all MySQL NDB Cluster accessible data as well as unauthorized access to critical data

or complete access to all MySQL NDB Cluster accessible data. CVSS 3.1 Base Score 9.6
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N).

<
o
=
0]

Details

Use after free in DigitalCredentials in Google Chrome on Windows prior to 149.0.7827.155
allowed a remote attacker to potentially perform a sandbox escape via a crafted HTML page. 9.6
(Chromium security severity: Critical)
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Details

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware

(component: Content Server). The supported version that is affected is 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content, 9.6
attacks may significantly impact additional products (scope change). Successful attacks of

this vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score

9.6 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:H/I:H/A:H).
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Details

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware

(component: Content Server). The supported version that is affected is 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content, 9.6
attacks may significantly impact additional products (scope change). Successful attacks of

this vulnerability can result in takeover of Oracle WebCenter Content. CVSS 3.1 Base Score

9.6 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H).
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Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise

Manager (component: Metadata Plugin). Supported versions that are affected are 13.5 and

24.1. Easily exploitable vulnerability allows unauthenticated attacker with network access via

HTTP to compromise Oracle Enterprise Manager Base Platform. Successful attacks require 9.6
human interaction from a person other than the attacker and while the vulnerability is in

Oracle Enterprise Manager Base Platform, attacks may significantly impact additional

products (scope change). Successful attacks of this vulnerability can result in takeover of

Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.6 (Confidentiality, Integrity

and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H).
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Details

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in unauthorized 9.6
creation, deletion or modification access to critical data or all Oracle Enterprise Command
Center Framework accessible data as well as unauthorized access to critical data or complete
access to all Oracle Enterprise Command Center Framework accessible data. CVSS 3.1 Base
Score 9.6 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N).
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Details

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise |JD Edwards EnterpriseOne Tools. While the vulnerability is in
JD Edwards EnterpriseOne Tools, attacks may significantly impact additional products (scope
change). Successful attacks of this vulnerability can result in unauthorized creation, deletion ’ Details
or modification access to critical data or all JD Edwards EnterpriseOne Tools accessible data as

well as unauthorized access to critical data or complete access to all JD Edwards

EnterpriseOne Tools accessible data. CVSS 3.1 Base Score 9.6 (Confidentiality and Integrity

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:-H/A:N).
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Cap-go before 12.128.2 contains an authentication bypass vulnerability in OTP verification

that allows attackers to bypass email verification by modifying server responses. Attackers 94
can intercept OTP verification requests and manipulate HTTP responses to falsely mark ' Details
verification successful, enabling unauthorized 2FA enablement and account takeover.
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Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component:

Centralized Third Party Jars). The supported version that is affected is 15.1.1.0.0. Easily

exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle Coherence. While the vulnerability is in Oracle Coherence, attacks may
significantly impact additional products (scope change). Successful attacks of this 9.3
vulnerability can result in unauthorized access to critical data or complete access to all Oracle
Coherence accessible data as well as unauthorized update, insert or delete access to some of
Oracle Coherence accessible data. CVSS 3.1 Base Score 9.3 (Confidentiality and Integrity

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N).
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Details

Stored cross-site scripting in pgAdmin 4's error-rendering and plan-node-rendering paths. Text
returned by a PostgreSQL server (ErrorResponse messages, including object names quoted
back inside relation-does-not-exist errors and inside EXPLAIN Recheck Cond / Exact Heap
Blocks fields) was passed verbatim through html-react-parser at every user-facing sink — the
notifier toasts, FormFooterMessage / FormInput help and error areas, FormNote,
ModalProvider AlertContent and confirmDelete, ToolErrorView, the Explain visualiser's
NodeText panel, the SQL editor confirm dialogs, ConfirmSaveContent, PreferencesHelper
modal alerts, and SelectThemes helper text. A PostgreSQL server an attacker controls — or
any server returning attacker-influenced text such as a table or column name a low-privilege
database user can create — could inject arbitrary HTML (including <iframe>) into the
pgAdmin DOM the moment the victim's pgAdmin connected to that server or viewed an
Explain plan that referenced the crafted object. The injected iframe's srcdoc could fetch
attacker-served JavaScript and, by writing to parent.location, redirect the victim's top-level
pgAdmin browser tab to an attacker-controlled URL. Because the injection originates from
inside pgAdmin's own interface, standard anti-clickjacking controls (X-Frame-Options, 9.3
Content-Security-Policy: frame-ancestors) do not mitigate it. A phishing page rendered inside
the legitimate pgAdmin window is indistinguishable from a genuine pgAdmin dialog. Fix
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combines three complementary layers. (1) DOMPurify sanitisation is wrapped around every
html-react-parser call site reachable from notifier, alert, form-error, Explain, and SQL-editor
flows. (2) A new plain-text rendering contract — SafeMessage / SafeHtmIMessage components
plus Notifier.errorText / alertText / warningText / infoText / successText helpers — is
introduced; around fifty callers across browser, tools, dashboard, debugger, misc, lim,
preferences, schema diff, and the SQL editor that previously interpolated backend-derived
strings are migrated to the plain-text variants. (3) Backend HTML-escape is applied at the
post-connection-SQL handler (execute_post_connection_sql) via a new sanitize_external_text
helper, so third-party JSON consumers (audit logs, API clients) never receive raw markup
either; the Explain plan-info renderer is also patched to _.escape Recheck Cond and Exact
Heap Blocks at construction (matching every sibling field), giving defence in depth even
before DOMPurify runs. This issue affects pgAdmin 4: from 6.0 before 9.16.

Unauthenticated SQL Injection in Blocksy Companion Pro < 2.1.29 versions.

Unauthenticated SQL Injection in ListingPro <= 2.9.10 versions.

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Installation Security). Supported versions that are affected are 9.2.0.0-9.2.26.2.
Easily exploitable vulnerability allows unauthenticated attacker with logon to the
infrastructure where JD Edwards EnterpriseOne Tools executes to compromise |D Edwards
EnterpriseOne Tools. While the vulnerability is in JD Edwards EnterpriseOne Tools, attacks
may significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of JD Edwards EnterpriseOne Tools. CVSS 3.1 Base Score
9.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H).

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in Cargo RD Cargo Shipping Location for WooCommerce allows Blind SQL
Injection. This issue affects Cargo Shipping Location for WooCommerce: from n/a through 5.6.

Unauthenticated SQL Injection in Tutor LMS Pro <= 3.9.6 versions.

Unauthenticated SQL Injection in WPJobster <= 6.3.5 versions.

Unauthenticated SQL Injection in JetSmartFilters <= 3.8.1 versions.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). The supported version that is affected is 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in unauthorized creation, deletion or modification access to critical
data or all Oracle WebCenter Content accessible data as well as unauthorized access to
critical data or complete access to all Oracle WebCenter Content accessible data. CVSS 3.1
Base Score 9.3 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:N).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). The supported version that is affected is 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in unauthorized creation, deletion or modification access to critical
data or all Oracle WebCenter Content accessible data as well as unauthorized access to
critical data or complete access to all Oracle WebCenter Content accessible data. CVSS 3.1
Base Score 9.3 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:H/I:H/A:N).
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Cross-Site Request Forgery (CSRF) vulnerability in the cas-auth plugin under default
configurations. This defect allows a remote attacker that manages to send a victim to a
webpage controlled by them can cause the victim's browser to become authenticated as a
different identity. Actions the victim takes upstream are then attributed to attackers identity.
This issue affects Apache APISIX: from 3.0.0 through 3.16.0. Users are recommended to
upgrade to version 3.17.0, which fixes the issue.

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in Webilia Inc. Listdom allows Blind SQL Injection. This issue affects Listdom:
from n/a through 5.4.0.

Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.9.1,
unauthenticated users can upload any amount of data to the server without any limitations.
No need for any prior knowledge, only network access to Langflow. This can lead to space
exhaustion on the server. In addition, in the response, the absolute path of the uploaded file is
reported to the attacker, which is an information leak that can assist in chaining other
primitives. This vulnerability is fixed in 1.9.1.

Traccar Client is a GPS tracking mobile app for sending location updates to private servers
using the open-source Traccar platform. In versions 9.7.19 and below, a single crafted deep
link can silently hijack all GPS tracking parameters and redirect telemetry to an attacker-
controlled server. The app registers a custom org.traccar.client://config deep-link scheme that
silently writes attacker-supplied parameters (server URL, device ID, accuracy, distance, and
interval) into the app's persistent configuration with no confirmation, notification, or visual
indication. A single crafted link delivered via SMS, email, a webpage, or any installed app can
therefore reconfigure the app the moment the victim taps it, with no special permissions
required. As a result, an attacker can covertly redirect all of the victim's GPS telemetry to
their own server at maximum precision and frequency, and the change persists across
restarts. This gives the attacker continuous, real-time tracking of the victim's location. This
issue has been fixed in version 9.7.20.

Unauthenticated SQL Injection in JetEngine <= 3.8.9.1 versions.

Unauthenticated SQL Injection in JetEngine <= 3.8.10.1 versions.

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component:
Centralized Third Party Jars). The supported version that is affected is 15.1.1.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle Coherence. While the vulnerability is in Oracle Coherence, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to all Oracle
Coherence accessible data as well as unauthorized update, insert or delete access to some of
Oracle Coherence accessible data. CVSS 3.1 Base Score 9.3 (Confidentiality and Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N).

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in WP Travel WP Travel Gutenberg Blocks allows Blind SQL Injection. This issue
affects WP Travel Gutenberg Blocks: from n/a through 3.9.4.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). The supported version that is affected is 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content,
attacks may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in unauthorized creation, deletion or modification access to critical
data or all Oracle WebCenter Content accessible data as well as unauthorized access to
critical data or complete access to all Oracle WebCenter Content accessible data. CVSS 3.1
Base Score 9.3 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:H/I:H/A:N).

TypeBot is a chatbot builder tool. In versions 3.16.1 and earlier, POST /api/blocks/file-
input/v3/generate-upload-url is unauthenticated and uses unsanitized fileName input to
construct public/ S3 object keys, while issuing presigned PUT URLs that do not bind Content-
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Type. As a result, any anonymous visitor to a published bot with a file input can upload 9.3 More

attacker-controlled HTML, SVG, or JS to attacker-chosen subpaths, including other tenants’ Details

publicly served result paths, enabling arbitrary content hosting and potential stored XSS on

the storage origin. ../ traversal is blocked by S3/MinlO canonicalization (signature mismatch),

but forward-slash path injection is exploitable. This issue has been fixed in version 3.17.0.

Unauthenticated SQL Injection in Advanced Ads - Tracking < 3.0.7 versions. 9.3 Details

Unauthenticated SQL Injection in JetSearch <= 3.5.17 versions. 9.3 Details

Unauthenticated SQL Injection in WP eMember < v10.9.4 versions. 9.3 Details

. s . More

Unauthenticated SQL Injection in JobSearch <= 3.2.9 versions. 9.3 .
Details

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards

(component: Web Runtime Security). Supported versions that are affected are 9.2.0.0-

9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network access

via HTTP to compromise |JD Edwards EnterpriseOne Tools. While the vulnerability is in JD

Edwards EnterpriseOne Tools, attacks may significantly impact additional products (scope 93 More

change). Successful attacks of this vulnerability can result in unauthorized access to critical ' Details

data or complete access to all JD Edwards EnterpriseOne Tools accessible data as well as

unauthorized update, insert or delete access to some of JD Edwards EnterpriseOne Tools

accessible data. CVSS 3.1 Base Score 9.3 (Confidentiality and Integrity impacts). CVSS Vector:

(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:.L/A:N).

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')

vulnerability in VillaTheme GIFT4U allows Blind SQL Injection. This issue affects GIFT4U: from 9.3 MOLQ
Details

n/a through 1.0.10.

Unauthenticated SQL Injection in JetEngine < 3.8.9.1 versions. 9.3 More
Details

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') More

vulnerability in StylemixThemes Motors allows Blind SQL Injection. This issue affects Motors: 9.3 )
Details

from n/a through 1.4.109.

. T . More

Unauthenticated SQL Injection in wpDataTables <= 7.3.6 versions. 9.3 )
Details

Crypt::OpenSSL::PKCS12 versions before 1.96 for Perl permits a heap OOB read in

print_attribute UTF8STRING path. print_attribute() copies a UTF8STRING ASN.1 attribute value More

into a heap buffer sized exactly to its declared length via strncpy, leaving no NUL terminator. 9.1 )

Downstream callers run strlen() on the result and pass the inflated length to newSVpvn(), Delals

copying attacker-influenced adjacent heap bytes into a Perl scalar.

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise

Manager (component: Deployment Library). Supported versions that are affected are 13.5 and

24.1. Easily exploitable vulnerability allows high privileged attacker with network access via

HTTPS to compromise Oracle Enterprise Manager Base Platform. While the vulnerability is in 91 More

Oracle Enterprise Manager Base Platform, attacks may significantly impact additional ' Details

products (scope change). Successful attacks of this vulnerability can result in takeover of

Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity

and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Human Resources Management product of

Oracle D Edwards (component: Human Resources). The supported version that is affected is

9.2. Easily exploitable vulnerability allows unauthenticated attacker with network access via

HTTP to compromise JD Edwards EnterpriseOne Human Resources Management. Successful

attacks of this vulnerability can result in unauthorized creation, deletion or modification 9.1 More

access to critical data or all JD Edwards EnterpriseOne Human Resources Management ’ Details

accessible data as well as unauthorized access to critical data or complete access to all JD
Edwards EnterpriseOne Human Resources Management accessible data. CVSS 3.1 Base Score
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9.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

VvLLM is an inference and serving engine for large language models (LLMs). From 0.3.0 until
0.22.0, a vulnerability in ASGI web servers and starlette's trust on those web servers enables
an authentication bypass of the OpenAl APl AuthenticationMiddleware. It allows to use the API
without providing the configured VLLM_API_KEY or --api-key. This vulnerability is fixed in
0.22.0.

Vulnerability in the APM - Application Performance Management product of Oracle Enterprise
Manager (component: JADM, JVM Diagnostics). Supported versions that are affected are 13.5
and 24.1. Easily exploitable vulnerability allows unauthenticated attacker with network access
via HTTP to compromise APM - Application Performance Management. Successful attacks of
this vulnerability can result in unauthorized creation, deletion or modification access to critical
data or all APM - Application Performance Management accessible data and unauthorized
ability to cause a hang or frequently repeatable crash (complete DOS) of APM - Application
Performance Management. CVSS 3.1 Base Score 9.1 (Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H).

Net::Statsite::Client versions through 1.1.0 for Perl allow metric injections. Net::Statsite::Client
is a client for the statsite protocol, which is a variant of statsd. Newlines are not removed from
metric names, allowing metric injections. Values are not sanitised for newlines or other
protocol control characters such as colons or pipes, allowing metric injections.

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all Oracle WebCenter
Sites accessible data as well as unauthorized access to critical data or complete access to all
Oracle WebCenter Sites accessible data. CVSS 3.1 Base Score 9.1 (Confidentiality and
Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

IBM Storage Protect Client 8.1.0.0 through 8.2.1.0 and IBM Storage Protect Snapshot For
Windows 8.1.0.0 through 8.2.1.0 could allow a remote attacker to bypass authentication due
to the use of a hardcoded credential in the FlashCopy Manager (FCM) authentication
mechanism. The application contains a static credential embedded in multiple authentication
code paths, and does not properly validate authentication responses, which may allow an
unauthenticated attacker to establish a trusted session and access protected services. This
vulnerability affects client components across multiple versions and may allow an attacker to
impersonate legitimate clients, potentially leading to unauthorized access to system
resources.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7, the
parameterless MessagePackinputFormatter() constructor uses default serializer options, which
resolve to MessagePackSerializerOptions.Standard with MessagePackSecurity.TrustedData.
The formatter is designed for ASP.NET Core MVC request bodies, which commonly cross an
HTTP trust boundary. This insecure default can expose applications to denial-of-service
attacks that MessagePackSecurity.UntrustedData is intended to mitigate, such as hash-
collision attacks against dictionary-like model properties. This vulnerability is fixed in 2.5.301
and 3.1.7.

n8n before 2.20.0 contains a credential exfiltration vulnerability in the POST /rest/dynamic-
node-parameters/options endpoint that allows authenticated users to bypass Allowed HTTP
Request Domains restrictions. Attackers with credential access can cause the n8n server to
issue HTTP requests with credentials to unauthorized hosts, exfiltrating sensitive
authentication data.

Mojolicious::Plugin::Web::Auth::OAuth2 versions through 0.17 for Perl have an insecure
default state parameter. When no state generator is specified in the constructor, the module
defaults to using a SHA-1 hash of predictable and low-entropy sources, including the epoch
time (which is leaked via the HTTP Date header) and a call to Perl's built-in rand function. A
predictable state allows an attacker to hijack another user's session through cross site
request forgery (CSRF).
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Vulnerability in the WebCenter Content: Imaging product of Oracle Fusion Middleware
(component: Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise WebCenter Content: Imaging. Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all WebCenter
Content: Imaging accessible data as well as unauthorized access to critical data or complete
access to all WebCenter Content: Imaging accessible data. CVSS 3.1 Base Score 9.1
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle WebCenter Content. Successful attacks of this
vulnerability can result in unauthorized creation, deletion or modification access to critical
data or all Oracle WebCenter Content accessible data as well as unauthorized access to
critical data or complete access to all Oracle WebCenter Content accessible data. CVSS 3.1
Base Score 9.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0.
Easily exploitable vulnerability allows high privileged attacker with network access via HTTP to
compromise WebLogic Server. While the vulnerability is in WebLogic Server, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of WebLogic Server. CVSS 3.1 Base Score 9.1
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware
(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and
14.1.2.0.0. Easily exploitable vulnerability allows high privileged attacker with network access
via HTTP to compromise Oracle WebCenter Content. While the vulnerability is in Oracle
WebCenter Content, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Content.
CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Cap-go before 12.128.2 contains an authentication logic flaw that lets an attacker register and
control an account bound to a victim's email address before that email is verified. By enabling
two-factor authentication on the pre-registered account, the attacker gains control over the
account claimed under the victim's identity, allowing them to read and modify its state and
enforce organization-level policies, while the legitimate user is denied access to the account
tied to their own email.

Improper Validation of Integrity Check Value vulnerability in Apache APISIX. The jwe-decrypt
plugin under default configuration is vulnerable to authentication bypass. This issue affects
Apache APISIX: from 3.8.0 through 3.16.0. Users are recommended to upgrade to version
3.17.0, which fixes the issue.

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-
Business Suite (component: Core). Supported versions that are affected are V15 and V16.
Easily exploitable vulnerability allows high privileged attacker with network access via HTTP to
compromise Oracle Enterprise Command Center Framework. While the vulnerability is in
Oracle Enterprise Command Center Framework, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of
Oracle Enterprise Command Center Framework. CVSS 3.1 Base Score 9.1 (Confidentiality,
Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards
(component: Enterprise Infrastructure Security). Supported versions that are affected are
9.2.0.0-9.2.26.2. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to all JD
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Edwards EnterpriseOne Tools accessible data and unauthorized ability to cause a hang or
frequently repeatable crash (complete DOS) of |D Edwards EnterpriseOne Tools. CVSS 3.1
Base Score 9.1 (Confidentiality and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H).

A vulnerability in Cisco ISE and ISE-PIC could allow an authenticated, remote attacker to
execute arbitrary commands on the underlying operating system of an affected device. To
exploit this vulnerability, the attacker must have valid administrative credentials. This
vulnerability is due to insufficient validation of user-supplied input. An attacker could exploit
this vulnerability by sending a crafted HTTP request to an affected device. A successful exploit
could allow the attacker to obtain user-level access to the underlying operating system and
then elevate privileges to root. In single-node deployments, successful exploitation of this
vulnerability could cause the affected ISE node to become unavailable, resulting in a denial of
service (DoS) condition. In that condition, endpoints that have not already authenticated
would be unable to access the network until the node is restored.

JimuReport versions 2.3.4 and below are vulnerable to remote code execution due to
improper handling of Aviator expressions. The /jmreport/executeSelectApi endpoint passes
user-supplied input directly to the Aviator expression engine without adequate validation
allowing attackers to execute arbitrary code.

In Splunk Al Toolkit versions below 5.7.4, a user who holds the "admin" Splunk role could
execute arbitrary OS commands on the host running the Splunk Enterprise instance. The
vulnerability is possible because of an unsafe shell execution pattern in the btool
configuration helper, which constructs OS command strings from dynamic parameters without
disabling shell interpretation.

A remote attacker can inject LDAP special characters into the Distinguished Name (DN)
construction in DefaultLdapRealm class. User-supplied username input is directly
concatenated into the LDAP DN template without any escaping of RFC 2253 special
characters. This allows an attacker to manipulate the DN structure used for LDAP bind
authentication, potentially bypassing authentication or impersonating other users. This issue
affects all Apache Shiro versions through 2.2.0, and 3.0.0-alpha-1 when

using DefaultLdapRealm Upgrade to Apache Shiro 2.2.1 or 3.0.0-alpha-2 or later, which fixes
the issue.

Hermes WebUI before 0.51.409 contains an authentication bypass vulnerability in passkey
registration endpoints that allows unauthenticated remote attackers to register arbitrary
passkeys. When HERMES_WEBUI_PASSKEY=1 is enabled with no existing credentials, POST
/api/auth/passkey/register/options and POST /api/auth/passkey/register endpoints are
accessible without authentication, allowing attackers to claim the first passkey and gain
permanent administrative control.

Network-Al is a TypeScript/Node.js multi-agent orchestrator. In versions 5.7.1 and earlier, the
MCP SSE server allows unauthenticated cross-origin MCP tool invocation due to an empty
default secret. This issue was partially addressed by CVE-2026-46701 in version 5.4.5 by
closing the CORS flaw (with Access-Control-Allow-Origin now set only for localhost origins), but
the empty-default-secret flaw described in the title remained: the SSE MCP server still
defaulted to an empty secret, _isAuthorized() still returned true when the secret was empty,
and a non-loopback bind only produced a warning. As a result, the server still ran fully
unauthenticated by default. Any non-browser caller (for example, curl, SSRF, or a 0.0.0.0 bind)
could invoke all 22 MCP tools (config_set, agent_spawn, blackboard_write, token_*) with no
credentials. This issue was fixed in version 5.7.2.

Tinyproxy through 1.11.3, fixed in commit ff45d3b, fails to reconcile conflicting Content-
Length and Transfer-Encoding: chunked headers, forwarding both verbatim to the backend
while using Content-Length to determine how many request body bytes to consume. Remote
attackers can desynchronize the proxy and backend parser state, allowing injection of
arbitrary HTTP requests to the backend to enable cache poisoning, access control bypass, and
request hijacking.

Tinyproxy through 1.11.3, fixed in commit 364cdb6, fails to reject requests containing
multiple Content-Length headers with differing values, forwarding all duplicate headers to the
backend while using the first value to determine how many request body bytes to consume.
Remote attackers can desynchronize the proxy and backend parser state, allowing injection of
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arbitrary HTTP requests to the backend to enable cache poisoning, access control bypass, and
request hijacking.

A path traversal in the SFTP provider (" SFTPHook.retrieve_directory™ /
"SFTPOperator(operation=get)") let a malicious or compromised remote SFTP server write
files outside the configured local destination directory via crafted directory-entry names. No
Airflow account is required — the attack surface is any deployment downloading directories
from an untrusted SFTP server. Upgrade “apache-airflow-providers-sftp® to 5.8.1 or later.

Relyra is a strict-by-default SAML 2.0 Service Provider library for Elixir and Phoenix. Versions
1.0.0 and 1.1.0 accept forged SAML signatures because SignatureValue was not
cryptographically verified before the library returned a successful authentication result. The
XMLDSig trust boundary was incomplete as :public_key.verify over the exclusive-C14N
canonicalized SignedInfo was not performed against the configured IdP certificate's public
key, DigestValue was not recomputed over the canonicalized referenced element, and
canonicalize/2 remained an unused passthrough in the signature-verification path. The result
was a structure-only acceptance path where document shape and trust-source rejection could
succeed without proving the signature bytes. A forged SignatureValue carrying an attacker-
controlled NamelD could be accepted as {:0k}. This issue has been fixed in version 1.2.0.

Unauthenticated Broken Access Control in MetForm Pro <= 3.9.1 versions.

Incorrect Authorization vulnerability of “/v2" experimental interface in Apache
DolphinScheduler. This issue affects Apache DolphinScheduler: before 3.4.2. Users are
recommended to upgrade to version 3.4.2, which fixes the issue.

Authentication Bypass by Spoofing vulnerability in Apache APISIX. The attacker can
completely bypass authentication capitalising on certain configurations of jwt-auth plugin.
This issue affects Apache APISIX: from v2.2 through v3.16.0. Users are recommended to
upgrade to version v3.17.0, which fixes the issue.

There is an insecure default credentials vulnerability in NI grpc-device when TLS configuration
is not present and the server is bound beyond loopback. This may allow an unauthenticated
user access to the server on the local network. This affects NI grpc-device 2.17.0 and prior
versions.

The Avada (Fusion) Builder plugin for WordPress is vulnerable to arbitrary file deletion due to
insufficient file path validation in the maybe_delete_files function in all versions up to, and
including, 3.15.3. This makes it possible for unauthenticated attackers to delete arbitrary files
on the server, which can easily lead to remote code execution when the right file is deleted
(such as wp-config.php). The attack requires a published Avada form configured to save
entries to the database; an unauthenticated attacker submits a path-traversal payload via the
wp_ajax_nopriv_fusion_form_submit_ajax handler while also controlling the
fusion_privacy_expiration_interval and privacy_expiration_action fields to force an immediate
'delete' cleanup, causing the planted entry to be automatically processed by the
Fusion_Form_DB_Privacy shutdown-hook routine without any administrator interaction.

Vulnerability in the Oracle Advanced Outbound Telephony product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP
to compromise Oracle Advanced Outbound Telephony. Successful attacks of this vulnerability
can result in unauthorized creation, deletion or modification access to critical data or all
Oracle Advanced Outbound Telephony accessible data as well as unauthorized access to
critical data or complete access to all Oracle Advanced Outbound Telephony accessible data.
CVSS 3.1 Base Score 9.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

Vulnerability in the Oracle iSupport product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise
Oracle iSupport. While the vulnerability is in Oracle iSupport, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
takeover of Oracle iSupport. CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).
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Vulnerability in the Oracle iSupport product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise
Oracle iSupport. While the vulnerability is in Oracle iSupport, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
takeover of Oracle iSupport. CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle In-Memory Cost Management for Discrete Industries product of
Oracle E-Business Suite (component: Internal Operations). Supported versions that are
affected are 12.2.12-12.2.15. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTPS to compromise Oracle In-Memory Cost Management for
Discrete Industries. Successful attacks of this vulnerability can result in unauthorized creation,
deletion or modification access to critical data or all Oracle In-Memory Cost Management for
Discrete Industries accessible data as well as unauthorized access to critical data or complete
access to all Oracle In-Memory Cost Management for Discrete Industries accessible data.
CVSS 3.1 Base Score 9.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N).

Vulnerability in the Oracle iSupport product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise
Oracle iSupport. While the vulnerability is in Oracle iSupport, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
takeover of Oracle iSupport. CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Microsoft HEIF Image Extensions 1.2.22.0 has an out-of-bounds read because
CHEIFItemInfoEntry_GetDataSize can return success while leaving the reported data size as 0.
This causes a caller to make a 1-byte allocation. Later, CopyPixels computes copy_size =
stride * abs(roi_height) but does not check the source buffer length before a memmove call.

Insufficient Verification of Data Authenticity vulnerability in Apache APISIX. The openid-
connect plugin under default configuration has an attack surface that allows the attacker to
spoof identity headers allowing the attacker to get unauthorized access the protected
resources. This issue affects Apache APISIX: from 2.3 through 3.16.0. Users are recommended
to upgrade to version 3.17.0, which fixes the issue.

There is an untrusted pointer dereference vulnerability in the NI grpc-device sideband
streaming API that may allow an attacker to cause an arbitrary memory dereference,
potentially resulting in remote code execution. Successful exploitation requires an attacker
to supply a specially crafted Moniker protobuf message. This affects NI grpc-device 2.17.0
and prior versions.

LobeHub is a work-and-lifestyle space to find, build, and collaborate with agent teammates
that grow with you. Prior to 2.1.57, the /webapi/proxy endpoint on app.lobehub.com accepts a
URL in the POST body and fetches it server-side without any authentication. An attacker can
use this to make arbitrary outbound requests from LobeHub's infrastructure, leak Vercel
deployment details, and inject cookies on the lobehub.com domain through reflected Set-
Cookie headers. This vulnerability is fixed in 2.1.57.

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Install). Supported versions that are affected are 13.5 and 24.1. Easily
exploitable vulnerability allows high privileged attacker with network access via HTTPS to
compromise Oracle Enterprise Manager Base Platform. While the vulnerability is in Oracle
Enterprise Manager Base Platform, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in unauthorized creation,
deletion or modification access to critical data or all Oracle Enterprise Manager Base Platform
accessible data as well as unauthorized read access to a subset of Oracle Enterprise Manager
Base Platform accessible data and unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of Oracle Enterprise Manager Base Platform. CVSS 3.1 Base
Score 9.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:H/A:H).

Two state-mutating endpoints in pgAdmin 4's SQL Editor blueprint -- DELETE
/sqleditor/close/<trans_id> and POST
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/sqgleditor/initialize/sqgleditor/update_connection/<sgid>/<sid>/<did> -- were the only routes
in the module missing the @pga_login_required decorator. Both reach a pickle.loads sink on
session['gridData'][<trans_id>]['command_obj']: the close endpoint via
close_sqleditor_session(), and update_sqgleditor_connection via check_transaction_status(). In
server mode these endpoints were reachable without any authenticated pgAdmin session.
The defect is a missing-authentication-on-critical-function (CWE-306) wrapper around a
deserialization-of-untrusted-data sink (CWE-502). Exploiting it for remote code execution
requires the attacker to also forge a server-side session file whose gridData entry contains a
malicious pickle payload, which in turn requires both (a) knowledge of pgAdmin's Flask
SECRET_KEY (no chain to leak it is described here -- the attacker must already possess it) and
(b) write access to pgAdmin's sessions/ directory on the host. Neither precondition is granted
by this defect on its own. When those preconditions are met from another channel 9.0
(misconfigured deployment, prior compromise, leaked configuration), the missing auth gate is
the final hop that turns an existing partial compromise into unauthenticated code execution in
the pgAdmin process -- and, by extension, on the host under whatever account runs pgAdmin.
Fix is a one-line @pga_login_required decorator on each of the two endpoints, matching the
convention used by every other route in the module. The is_authenticated / MFA chain now
runs before the trans_id is dereferenced, so an unauthenticated request is rejected before
reaching the deserialization path. The defect is server-mode only. In DESKTOP mode
pgAdmin's before_request hook re-authenticates DESKTOP_USER on every request, so no
endpoint can be exercised in an unauthenticated state and no auth decorator (or its absence)
is meaningful. The accompanying regression test mirrors the attacker's path -- harvests an X-
pgA-CSRFToken from GET /login and replays it against both endpoints -- and self-skips outside
server mode for that reason; it is wired into the existing server-mode Cl workflow alongside
the data-isolation tests. This issue affects pgAdmin 4: from 6.9 before 9.16.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware

(component: Content Server). Supported versions that are affected are 12.2.1.4.0 and

14.1.2.0.0. Difficult to exploit vulnerability allows unauthenticated attacker with network

access via HTTP to compromise Oracle WebCenter Content. While the vulnerability is in Oracle 90
WebCenter Content, attacks may significantly impact additional products (scope change). '
Successful attacks of this vulnerability can result in takeover of Oracle WebCenter Content.

CVSS 3.1 Base Score 9.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H).

An issue was discovered in Canonical ADSys upstream versions through v0.16.2. During
Active Directory Certificate Services (AD CS) certificate auto-enroliment via the vendored
Samba client script
(internal/policies/certificate/python/vendor_samba/gp/gp_cert_auto_enroll_ext.py), ADSys
utilizes a plaintext HTTP connection (http://) instead of a secure HTTPS connection (https://) to
request the CA certificate from the Active Directory Certificate Services server (GetCACert).
An unauthenticated network attacker positioned between the managed Ubuntu host and the
configured AD CS CA hostname can conduct a Man-in-the-Middle (MITM) attack. By 9.0
intercepting the plaintext HTTP request, the attacker can supply an arbitrary, attacker-
controlled Root CA certificate. Because the system automatically accepts this certificate and
registers it into the local system trust store via update-ca-certificates, this results in system-
wide trust store poisoning. Consequently, TLS clients utilizing the operating system trust store
on the affected machine will accept rogue certificates for arbitrary domains, enabling
persistent decryption and interception of subsequent TLS connections. This issue is resolved
in version v0.16.3.

In ManageEngine ADSelfService Plus, RecoveryManager Plus, M365 Manager Plus, and
ADAudit Plus, the SSO tickets generated to authenticate that session could be predicted by an 9.0
unauthenticated user, leading to account takeover.

Unauthenticated Arbitrary File Upload in SigmaForms Pro - Al Generated Forms <= 1.4.5

. 9.0
versions.

Read-only transaction bypass in the pgAdmin 4 Al Assistant allows an attacker who can
influence database content that the assistant reads to execute arbitrary SQL with the
privileges of the pgAdmin user's database role. The Al Assistant's execute_sql_query tool runs
LLM-generated SQL inside a BEGIN TRANSACTION READ ONLY wrapper to prevent data
modification. The LLM-supplied query was forwarded to the database driver without restriction
to a single statement or to read-only verbs, so a multi-statement payload beginning with
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COMMIT, END, ROLLBACK, or ABORT terminated the read-only transaction and ran subsequent
statements in autocommit mode. The trailing ROLLBACK then had no effect. Delivery is via
prompt injection: an attacker who can write content into any object the Al Assistant may

CVE-2026- inspect (a row, a column value, a comment) can cause the LLM to emit the multi-statement More
12045 payload as a tool call. With ordinary write privileges on the pgAdmin user's role the attacker 2.0 Details

can perform unauthorised data modification. When the pgAdmin user's role is a PostgreSQL
superuser or holds pg_execute_server_program, the chain extends to remote code execution
on the database server host via COPY ... TO PROGRAM. Fix validates the LLM-supplied query
up front: it must parse to exactly one non-empty / non-comment statement whose leading
real token (after stripping whitespace, comments, and punctuation) is one of SELECT, WITH,
EXPLAIN, SHOW, VALUES, or TABLE. Transaction-control verbs, DML, DDL, CALL, COPY, DO,
SET/RESET, and everything else are rejected before any database work happens.
PostgreSQL's READ ONLY mode continues to backstop data-modifying CTEs, EXPLAIN
ANALYZE on writes, and volatile side effects. This issue affects pgAdmin 4: from 9.13 before

9.16.
OTHER VULNERABILITIES
CVE L Base
Number Description Score Reference
A stack-based buffer overflow exists in the raw_to_header() function in src/microtar.c in rxi
microtar 0.1.0. The function copies the 100-byte name and linkname fields of a TAR header with
strcpy() without guaranteeing null termination of the source. The POSIX ustar format permits
these fixed-width fields to be fully populated with non-null bytes, so a crafted archive whose
CVE- linkname field (followed by the trailing padding of the 512-byte raw header) contains no null More
2026- terminator causes strcpy() to read past the end of the 512-byte raw header stack buffer and to 8.8 Details
55738 write past the destination header buffer. A remote attacker who supplies a crafted TAR archive -
that the victim opens or parses (via mtar_open(), mtar_read_header(), or mtar_find()) can cause
an out-of-bounds read and a stack buffer overflow, resulting in denial of service (crash) and
potentially arbitrary code execution. Confirmed with AddressSanitizer: stack-buffer-overflow
READ of size 356 in raw_to_header at src/microtar.c:112.
Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Agent Next Gen). Supported versions that are affected are 13.5 and 24.1.
CVE- Easily exploitable vulnerability allows low privileged attacker with network access via SSH to More
2026- compromise Oracle Enterprise Manager Base Platform. Successful attacks of this vulnerability 8.8 Details
46864 can result in takeover of Oracle Enterprise Manager Base Platform. CVSS 3.1 Base Score 8.8 -
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Advanced Outbound Telephony product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
CVE- Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to More
2026- compromise Oracle Advanced Outbound Telephony. Successful attacks of this vulnerability can 8.8 Details
46947 result in takeover of Oracle Advanced Outbound Telephony. CVSS 3.1 Base Score 8.8 -
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Process Manufacturing Process Planning product of Oracle E-Business
Suite (component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
CVE- Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to More
2026- compromise Oracle Process Manufacturing Process Planning. Successful attacks of this 8.8 Kwils
46942 vulnerability can result in takeover of Oracle Process Manufacturing Process Planning. CVSS 3.1 -
Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Cost Management product of Oracle E-Business Suite (component:
CVE- Cost Planning). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
2026- vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle 88 More
46940 Cost Management. Successful attacks of this vulnerability can result in takeover of Oracle Cost Details

Management. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
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A vulnerability has been found in Edimax BR-6478AC V2 1.23. The impacted element is the
function formWISiteSurvey of the file /goform/formWISiteSurvey of the component POST Request
Handler. The manipulation of the argument selSSID leads to buffer overflow. It is possible to
initiate the attack remotely. The exploit has been disclosed to the public and may be used. The
vendor was contacted early about this disclosure but did not respond in any way.

Vulnerability in the Oracle iSetup product of Oracle E-Business Suite (component: General
Ledger Update Transform, Reports). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle iSetup. Successful attacks of this vulnerability can result in takeover of
Oracle iSetup. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

The Vitepos WordPress plugin before 3.4.2 does not properly restrict the roles that can be
assigned when creating new users via one of its REST APl endpoints, allowing authenticated
users with a custom Vitepos WordPress plugin before 3.4.2 role to escalate privileges to
administrator.

The Contest Gallery - Upload & Vote Photos, Media, Sell with PayPal & Stripe plugin for
WordPress is vulnerable to Privilege Escalation in all versions up to, and including, 30.0.2 via the
"RegistryUserRole” parameter. This is due to the plugin's admin menu being registered at the
“edit_posts® capability level — granting Contributor-level users access to the plugin's admin
pages and a valid *cg_admin® nonce — while the option-saving handler in “change-options-and-
sizes.php” performs no “current_user_can()" capability check beyond
“check_admin_referer(‘cg_admin')", and the “RegistryUserRole" value is processed only through
“sanitize_text field()" and “htmlentities()" without restriction to an allowlist of permitted role
names. This makes it possible for authenticated attackers, with author-level access and above,
to overwrite the plugin's stored *"RegistryUserRole" option with “administrator’, which the
“cg_create_wp_user_from_google_user® function then reads back from the

“contest_gallery registry_and_login_options™ database table without any allowlist validation and
passes directly to “wp_update_user()", effectively promoting a newly registered Google sign-in
account to Administrator.

Contributor PHP Object Injection in Avada <= 3.15.3 versions.

Vulnerability in the Oracle Enterprise Asset Management product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.6-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Enterprise Asset Management. Successful attacks of this vulnerability can
result in takeover of Oracle Enterprise Asset Management. CVSS 3.1 Base Score 8.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:-H/A:H).

Vulnerability in the Oracle Cost Management product of Oracle E-Business Suite (component:
Cost Planning). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
Cost Management. Successful attacks of this vulnerability can result in takeover of Oracle Cost
Management. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Spares Management product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTPS to compromise Oracle
Spares Management. Successful attacks of this vulnerability can result in takeover of Oracle
Spares Management. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel CRM Cloud Applications product of Oracle Siebel CRM (component:
Siebel Cloud Manager). Supported versions that are affected are 17.0-26.5. Easily exploitable
vulnerability allows low privileged attacker with logon to the infrastructure where Siebel CRM
Cloud Applications executes to compromise Siebel CRM Cloud Applications. While the
vulnerability is in Siebel CRM Cloud Applications, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in takeover of Siebel
CRM Cloud Applications. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability
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impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Siebel CRM Cloud Applications product of Oracle Siebel CRM (component:
Siebel Cloud Manager). Supported versions that are affected are 17.0-26.5. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Siebel
CRM Cloud Applications. Successful attacks of this vulnerability can result in takeover of Siebel
CRM Cloud Applications. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Use after free in Digital Credentials in Google Chrome prior to 149.0.7827.155 allowed a remote
attacker to potentially exploit heap corruption via a crafted HTML page. (Chromium security
severity: Critical)

Vulnerability in the Oracle Process Manufacturing Product Development product of Oracle E-
Business Suite (component: Quality Management Specs). Supported versions that are affected
are 12.2.3-12.2.15. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Process Manufacturing Product Development. Successful
attacks of this vulnerability can result in takeover of Oracle Process Manufacturing Product
Development. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Use after free in File Input in Google Chrome on Linux prior to 149.0.7827.155 allowed a remote
attacker to potentially exploit heap corruption via a crafted HTML page. (Chromium security
severity: Critical)

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards (component:
Business Logic Infrastructure Security). Supported versions that are affected are 9.2.0.0-
9.2.26.2. Easily exploitable vulnerability allows low privileged attacker with network access via
HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks of this vulnerability can
result in takeover of JD Edwards EnterpriseOne Tools. CVSS 3.1 Base Score 8.8 (Confidentiality,
Integrity and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Subscriber Privilege Escalation in Sonaar <= 4.27.4 versions.

Use after free in Web Authentication in Google Chrome prior to 149.0.7827.155 allowed a
remote attacker to execute arbitrary code via a crafted HTML page. (Chromium security
severity: Critical)

Heap buffer overflow in WebRTC in Google Chrome prior to 149.0.7827.155 allowed a remote
attacker to execute arbitrary code inside a sandbox via a crafted HTML page. (Chromium
security severity: High)

Inappropriate implementation in WebView in Google Chrome on Android prior to 149.0.7827.155
allowed a remote attacker to perform privilege escalation via a crafted HTML page. (Chromium
security severity: High)

Vulnerability in the Siebel Apps - Marketing product of Oracle Siebel CRM (component:
Marketing). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
allows low privileged attacker with network access via HTTP to compromise Siebel Apps -
Marketing. Successful attacks of this vulnerability can result in takeover of Siebel Apps -
Marketing. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel CRM Integration product of Oracle Siebel CRM (component: EAI).
Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability allows low
privileged attacker with network access via HTTP to compromise Siebel CRM Integration.
Successful attacks of this vulnerability can result in takeover of Siebel CRM Integration. CVSS 3.1
Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Use after free in Downloads in Google Chrome on Android prior to 149.0.7827.155 allowed a
remote attacker to potentially exploit heap corruption via a crafted HTML page. (Chromium
security severity: High)

A flaw was found in the Windows Machine Config Operator (WMCO) for Red Hat OpenShift
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Container Platform. The WICD CSR auto-approver validates that a Certificate Signing Request
contains the organization system:wicd-nodes but does not reject additional organization values
such as system:masters. A compromised Windows worker node that holds WICD credentials can
submit a CSR that is auto-approved and signed by the cluster, yielding a client certificate that
grants cluster-administrator privileges and enabling full cluster takeover.

Vulnerability in the Oracle Advanced Outbound Telephony product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Advanced Outbound Telephony. Successful attacks of this vulnerability can
result in takeover of Oracle Advanced Outbound Telephony. CVSS 3.1 Base Score 8.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Quality product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
Quality. Successful attacks of this vulnerability can result in takeover of Oracle Quality. CVSS 3.1
Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Quality product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
Quality. Successful attacks of this vulnerability can result in takeover of Oracle Quality. CVSS 3.1
Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Url redirection to untrusted site (‘open redirect') in Microsoft 365 Copilot's Business Chat allows
an unauthorized attacker to elevate privileges over a network.

Joomla! Component vBizz 1.0.7 contains an unrestricted file upload vulnerability that allows
authenticated attackers to upload arbitrary PHP files by submitting malicious files through the
profile_pic parameter. Attackers can upload PHP files via POST requests to the employee view
endpoint and execute them from the uploads directory to achieve remote code execution.

Cotonti 1.0.0 (master branch, commit f43f1fc3) is vulnerable to Cross-Site Request Forgery in
the administration configuration handler. In system/admin/admin.config.php, the configuration
update action (‘a=update') processes POST data via cot_config_update_options() without calling
cot_check_xg() to validate the anti-CSRF token (the 'x' parameter), unlike other admin handlers
(e.g. admin.structure.php, admin.cache.php). A remote attacker who lures an authenticated
administrator into visiting a malicious page can force the browser to submit a forged request
that modifies arbitrary core, module, or plugin configuration options, which can be leveraged to
weaken security or enable further compromise.

The Infility Global WordPress plugin before 2.15.19 does not properly sanitize and escape some
parameters before using them in SQL statements, leading to a SQL Injection vulnerability
exploitable by authenticated users with Subscriber-level access and above.

Subscriber Privilege Escalation in Genemy <= 1.6.6 versions.

Missing authentication for critical function vulnerability in AKIN Software Computer Import
Export Industry and Trade Ltd. CafePlus allows Accessing Functionality Not Properly Constrained
by ACLs. This issue affects CafePlus: from 12.05.03 before 12.05.04.

Subscriber PHP Object Injection in Entrepreneur - Booking for Small Businesses WordPress
Theme <= 3.1.3 versions.

Dell PowerFlex Manager, version(s) [Versions], contain(s) a Missing Authentication for Critical
Function vulnerability. An unauthenticated attacker with adjacent network access could
potentially exploit this vulnerability, leading to Code execution, Denial of service, Information
disclosure, Information tampering, Remote execution, Script injection, and Unauthorized access.
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VLLM is an inference and serving engine for large language models (LLMs). Prior to 0.22.1, the
vLLM Dockerfile is vulnerable to a dependency confusion attack through the flashinfer-jit-cache
package. The package is installed from a custom index (flashinfer.ai/whl/) using --extra-index-
url, but the package name was not registered on PyPl, and UV_INDEX STRATEGY="unsafe-best-
match" is set globally. An attacker who registers flashinfer-jit-cache on PyPI with version
0.6.11.post2 can execute arbitrary code as root during the Docker build and backdoor every
resulting container image, enabling exfiltration of all user prompts, APl credentials, and model
data from production vLLM deployments This vulnerability is fixed in 0.22.1.

8.8

NetComm NF20MESH routers running firmware R6B031 and earlier contain an authenticated

remote code execution vulnerability that allows authenticated attackers to execute arbitrary
commands as root by injecting shell metacharacters into the username JSON parameter

processed by the dalStorage_addUserAccount function. Attackers can exploit the unsafe 8.8
concatenation of user-supplied input into a shell command string passed to rut_doSystemAction
without sanitization to achieve full root-level command execution on the underlying operating

system.

In Citrix Cloud through 2025-11-10, an account with read-only access can trigger the beginning
of a workflow for write operations, e.g., the system will send a one-time password to an attacker- 8.8
controlled email address when the attacker attempts to reset the password of a user account.

Improper neutralization of input during web page generation ('cross-site scripting') in Microsoft

8.8
Edge (Chromium-based) allows an authorized attacker to perform spoofing over a network.
Subscriber Privilege Escalation in Falang multilanguage <= 1.4.2 versions. 8.8
phpMyFAQ before 4.1.4 contains missing authorization vulnerabilities in editUser() and
updateUserRights() endpoints that allow authenticated administrators to escalate privileges. 88
Non-SuperAdmin users with edit_user permission can set is_superadmin flag or grant arbitrary '
rights to escalate to SuperAdmin access.
Capgo before 12.128.2 contains a scope escalation vulnerability in the POST
/functions/v1/apikey endpoint that allows app-limited APl keys to mint unrestricted keys by 8.8

setting empty limits. Attackers with a compromised app-limited key can create an unrestricted
key with org-wide access to resources like app listings and other protected endpoints.

VLLM versions >= 0.10.2 and < 0.13.0 are missing sparse tensor validation in multimodal
embeddings processing. Because PyTorch disables sparse tensor invariant checks by default, an
attacker can submit crafted embedding requests with malformed (negative or out-of-bounds)

tensor indices, when the prompt-embeds feature is enabled, to trigger crashes or resource 8.8
exhaustion (denial of service), with potential for out-of-bounds/write-what-where memory

corruption. This continues CVE-2025-62164, whose prior fix only disabled the feature by default
rather than addressing the root cause.

Vulnerability in the Oracle Outsourced Mfg for Discrete Industries product of Oracle E-Business

Suite (component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Outsourced Mfg for Discrete Industries. Successful attacks of this 8.8
vulnerability can result in takeover of Oracle Outsourced Mfg for Discrete Industries. CVSS 3.1

Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:-H/A:H).

Vulnerability in the Oracle Outsourced Mfg for Discrete Industries product of Oracle E-Business

Suite (component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Outsourced Mfg for Discrete Industries. Successful attacks of this 8.8
vulnerability can result in takeover of Oracle Outsourced Mfg for Discrete Industries. CVSS 3.1

Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

PickleScan before 0.0.33 fails to include the pty.spawn function in its unsafe globals list, allowing
attackers to bypass security checks. Malicious actors can craft pickle payloads using pty.spawn 8.8
to achieve arbitrary code execution when files are processed by PickleScan.
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Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.9.0,
Langflow's /api/vl/monitor router exposes 7 endpoints that perform read, write, and delete
operations on user-owned resources — messages, sessions, build artifacts, and LLM transaction
logs — without verifying that the authenticated requester owns the targeted resource. Any

authenticated user can read, modify, rename, or permanently delete another user's data by 8.8 More.
supplying the target's resource ID or flow_id. This is a classic IDOR/BOLA vulnerability. Notably, Details
the same source file (monitor.py) contains one correctly-implemented endpoint that uses an
ownership check, demonstrating the correct pattern was known but inconsistently applied. This
vulnerability is fixed in 1.9.0.
Vulnerability in the Oracle Public Sector Financials (International) product of Oracle E-Business
Suite (component: Authorization). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Public Sector Financials (International). Successful attacks of this 8.8 %eotrfils
vulnerability can result in takeover of Oracle Public Sector Financials (International). CVSS 3.1 —
Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Universal Work Queue product of Oracle E-Business Suite
(component: Work Provider Site Level Administration). Supported versions that are affected are
12.2.3-12.2.15. Easily exploitable vulnerability allows low privileged attacker with network More
access via HTTP to compromise Oracle Universal Work Queue. Successful attacks of this 8.8 )
vulnerability can result in takeover of Oracle Universal Work Queue. CVSS 3.1 Base Score 8.8 Details
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Project Portfolio Analysis product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to 88 More
compromise Oracle Project Portfolio Analysis. Successful attacks of this vulnerability can result in ' Details
takeover of Oracle Project Portfolio Analysis. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle Project Portfolio Analysis product of Oracle E-Business Suite
(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows low privileged attacker with network access via HTTP to 8.8 More
compromise Oracle Project Portfolio Analysis. Successful attacks of this vulnerability can result in ' Details
takeover of Oracle Project Portfolio Analysis. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

. e . More
Unauthenticated Broken Authentication in PowerPack Pro for Elementor < v2.13.0 versions. 8.8 )

Details

MISP Core contained broken access-control checks in the bulk deletion flows for Event
Reports and Sharing Groups. The affected deleteSelection handlers authorized deletion using
broad role-level permissions instead of validating authorization for each selected object. For
Event Reports, EventReportsController::deleteSelection relied on the global perm_add capability
rather than a per-report ownership/authorization check. As a result, a contributor-level user
could submit report IDs or UUIDs for reports belonging to other organisations and hard-delete
them instance-wide. The fix changed the callback to call EventReport::fetchIfAuthorized($user,
$itemld, 'delete’) for each selected report before deletion. For Sharing Groups, 8.8 More
SharingGroupsController::deleteSelection relied on the global perm_sharing_group capability ' Details

rather than verifying ownership of each selected sharing group. This allowed a sharing-group-
capable user to hard-delete sharing groups owned by other organisations, bypassing the per-
object ownership gate used by the single-object delete action. The fix changed the callback to
call SharingGroup::checklfOwner($user, $itemld) for each selected sharing group. An
authenticated attacker with the relevant broad role permission could abuse the affected bulk
deletion endpoints to delete objects outside their organisation’s authorization scope, causing
loss of event-report content or sharing-group configuration across the instance.

Use after free in Passwords in Google Chrome on Android prior to 149.0.7827.155 allowed a
remote attacker to execute arbitrary code via a crafted HTML page. (Chromium security 8.8 MQLQ
severity: Critical) : Details
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Dell Wyse Management Suite (WMS), versions prior to WMS 2605, contain an Improper
Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability. A low
privileged attacker with remote access could potentially exploit this vulnerability, leading to
Unauthorized access.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the WebCenter Content: Imaging product of Oracle Fusion Middleware
(component: Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise WebCenter Content: Imaging. Successful attacks of this vulnerability can result in
takeover of WebCenter Content: Imaging. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

The E2Pdf - Export Pdf Tool for WordPress plugin for WordPress is vulnerable to Missing
Authorization in versions up to, and including, 1.32.26. This is due to the screen_action()
function lacking a dedicated capability check and nonce verification — when invoked via the ?
action=screen routing path the controller's index_action() nonce gate is bypassed entirely —
while reading an attacker-controlled option name and value from $_POST['wp_screen_options']
and passing them directly to update_option() with no allowlist, relying solely on the page-level
e2pdf_templates capability which the plugin's own Permissions Ul allows administrators to grant
to any role including Subscriber, Contributor, Author, or Editor. This makes it possible for
authenticated attackers, with a custom role that has been granted the e2pdf _templates
capability, to overwrite arbitrary WordPress options such as default_role and thereby escalate
their privileges to administrator.

Unauthenticated Cross Site Request Forgery (CSRF) in WordPress Dating Theme <= 11.2.0
versions.

AutoGPT is a workflow automation platform for creating, deploying, and managing continuous
artificial intelligence agents. Versions prior to 0.6.62 have a DOM-based Cross-Site Scripting
(XSS) vulnerability in AutoGPT's signup page. The application improperly trusts a URL parameter
(*next"), which is passed to “router.push’. An attacker can craft a malicious link that, when
opened by an authenticated user, performs a client-side redirect and executes arbitrary
JavaScript in the context of their browser. This could lead to credential theft, internal network
pivoting, and unauthorized actions performed on behalf of the victim. Version 0.6.62 patches the
issue.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).
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Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Sites. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:

Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

PraisonAl before 4.5.128 contains an arbitrary shell command execution vulnerability where the
Ul modules hardcode approval_mode to auto, overriding administrator configuration from
PRAISON_APPROVAL_MODE environment variable. Authenticated attackers can instruct the LLM
agent to execute arbitrary shell commands via subprocess.run with shell=True, bypassing the
manual approval gate and insufficient command sanitization blocklists.

Spring Statemachine's Kryo-based persistence backends (JPA, MongoDB, Redis and ZooKeeper)
deserialise persisted state-machine contexts without enforcing a class allowlist (CWE-502,
deserialisation of untrusted data), which can lead to remote code execution inside the
application JVM. Affected versions: Spring Statemachine 4.0.0 through 4.0.1 Spring
Statemachine 3.2.0 through 3.2.4

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Core).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise
WebLogic Server. Successful attacks of this vulnerability can result in takeover of WebLogic
Server. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:-H/A:H).

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).

Supported versions that are affected are 12.2.1.4.0 and 14.1.1.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise
WebLogic Server. Successful attacks of this vulnerability can result in takeover of WebLogic
Server. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

An out-of-bounds write vulnerability in FFmpeg's libavcodec library, specifically in the MagicYUV
decoder, allows denial-of-service and, in some cases, can be exploited for remote code
execution. This vulnerability is associated with the file libavcodec/magicyuv.C. This issue affects
FFmpeg before version 8.1.2.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).

Supported versions that are affected are 12.2.1.4.0 and 14.1.1.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise
WebLogic Server. Successful attacks of this vulnerability can result in takeover of WebLogic
Server. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:-H/A:H).

The U.S. Government Accountability Office (GAQ) Electronic Protest Docketing System (EPDS)
and Civilian Board of Contract Appeals (CBCA) Electronic Docketing System (EDS) trusts client-
provided values for the 'epds_role_id' parameter without verification, allowing a remote,
authenticated attacker to escalate their own privileges.

In Eclipse Theia versions prior to 1.71.0, files matching the pattern .prompts/*.prompttemplate
in a workspace were automatically loaded and could override or extend the Al agent's system
prompts. An attacker could craft a malicious repository containing prompt template files that,
when the workspace was opened in Theia, replaced the Al's system instructions with attacker-
controlled content (indirect prompt injection). Combined with other Al chat features available in
untrusted workspaces, this enabled attack chains leading to data exfiltration via Markdown
image rendering or arbitrary command execution via task definitions.
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In Eclipse Theia versions prior to 1.71.0, the Al chat agent processed workspace file and
directory names as part of its prompt context without distinguishing them from system
instructions. An attacker could craft a malicious repository with adversarial directory or file
names that, when analyzed by the Al agent, would cause the agent to follow attacker-controlled
instructions (indirect prompt injection). Combined with other Al chat features available in
untrusted workspaces, this enabled attack chains leading to data exfiltration via Markdown
image rendering or arbitrary command execution via task definitions.

MISP core contained multiple broken access-control flaws where authorization checks were
performed against the wrong entity, or where ownership/editability checks were missing on
write paths. In affected subsystems, a lower-privileged authenticated user with the relevant
feature permission could cause the application to authorize one object but mutate another, or
could modify objects that were merely visible rather than editable by the user’s organization.
The affected paths included: * Event Reports tag removal: the route-authorized report could
differ from the report ID used for tag detachment, enabling cross-organization tag removal from
another event report * Collection Elements bulk deletion: bulk deletion authorized against a
collection whose ID matched the collection-element row ID, rather than the element’s actual
parent collection, enabling deletion of elements from collections the user did not own. * Analyst
Data capture/update: nested analyst data updates could overwrite an existing record without
applying the normal canEditAnalystData ownership check, enabling cross-organization overwrite
of analyst data records. * Template Elements editing: editing authorized against a template
whose ID matched the template-element ID, rather than the element’s actual parent template,
enabling unauthorized edits to another organization’s template elements. * Decaying Model
editing and mappings: write paths loaded models using view-scope access but did not verify edit
ownership, enabling users to edit or remap visible models owned by another organization.
Successful exploitation could allow an authenticated user with subsystem-specific permissions to
perform unauthorized cross-organization modifications or deletions of MISP data, resulting in
integrity loss, unauthorized tampering with shared intelligence, and disruption of analyst
workflows.

In Eclipse Theia versions prior to 1.69.0, custom task definitions in workspace files (e.g.
.theia/tasks.json, .vscode/tasks.json) could be executed without requiring workspace trust. An
attacker could craft a malicious repository that, when cloned and opened in Theia, leads to
execution of arbitrary commands with the user's privileges. In combination with Al chat features
and a workspace .theia/settings.json that disabled tool confirmation, this could be triggered
automatically by sending a message in the Al chat.

Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component:
Security). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Identity
Manager. Successful attacks of this vulnerability can result in takeover of Identity Manager.
CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

The Offload, Al & Optimize with Cloudflare Images plugin for WordPress is vulnerable to Remote
Code Execution in all versions up to, and including, 1.10.2 via the 'account-id' parameter
parameter. This is due to insufficient privilege enforcement on the cf_images_do_setup AJAX
handler, which requires only the upload_files capability (Author+) rather than manage_options
before writing to wp-config.php, combined with the absence of single-quote escaping —
sanitize_text field() does not strip single quotes, and filter_input(INPUT_POST) bypasses
wp_magic_quotes() slashing — allowing a single quote in the account-id or api-key parameter to
break out of the single-quoted PHP string literal in the write_config() define() statement. This
makes it possible for authenticated attackers, with author-level access and above, to execute
code on the server. This is possible because the 'cf-images-nonce' nonce required by the AJAX
handler is exposed to all Author-level and above users on wp-admin/upload.php via the
CFIlmages JavaScript object, meaning any upload-capable user can satisfy the nonce check and
reach the vulnerable wp-config.php write path.

Improper Input Validation vulnerability in Apache APISIX. The attacker can take advantage of
certain configuration in forward-auth plugin to spoof identity headers. This issue affects Apache
APISIX: from 2.12.0 through 3.16.0. Users are recommended to upgrade to version 3.17.0, which
fixes the issue.

Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component: REST
WebServices). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily
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exploitable vulnerability allows low privileged attacker with network access via HTTP to 8.8
compromise Identity Manager. Successful attacks of this vulnerability can result in takeover of
Identity Manager. CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts).

CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Heap buffer overflow in WebRTC in Google Chrome on Windows prior to 149.0.7827.155 allowed
a remote attacker to execute arbitrary code via a crafted HTML page. (Chromium security 8.8
severity: High)

PraisonAl before 1.5.115 contains a path traversal vulnerability in MultiAgentMonitor that fails to
sanitize agent IDs when building file paths. Attackers can include traversal sequences like ../ in
agent IDs to read, write, or overwrite arbitrary files, enabling sensitive disclosure, denial of
service, or code execution.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).
Supported versions that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable

vulnerability allows unauthenticated attacker with network access via HTTPS to compromise
WebLogic Server. Successful attacks require human interaction from a person other than the 8.8
attacker. Successful attacks of this vulnerability can result in takeover of WebLogic Server. CVSS

3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H).

SQL injection in pgAdmin 4 across every dialog template that renders **COMMENT ON ... IS
'<description>'"" for a user-supplied description field. The Jinja templates for Domains (and their
constraints), Foreign Tables, Languages, and Event Triggers, plus the Views OID-lookup query,
interpolated the description directly inside a single-quoted SQL literal -- **'{{ data.description
}}" " --instead of passing it through the " qtLiteral’ " escape filter. An authenticated pgAdmin
user with permission to create or alter the affected object types could submit a description
containing an apostrophe, break out of the literal and chain arbitrary SQL. The injected SQL runs
under the PostgreSQL role the user is already authenticated as; for a connected role with **COPY
... TO/FROM PROGRAM" " (typically PostgreSQL superuser), this chains to OS command execution
on the PostgreSQL host. The defect does not cross a privilege boundary -- the user already has
direct SQL access to that role through pgAdmin's Query Tool -- so the attacker gains no
capability beyond what their database role already grants. The marginal impact captures bypass
of any application-layer Query Tool gating an operator may have configured. The defect was
originally reported against the Domain Dialog * “description™" field; a code-wide audit identified
sixteen sites of the same pattern across the templates listed above. The same review also
surfaced ten related sinks in the pgstattuple/pgstatindex stats templates --

" pgstattuple('{{schema}}.{{table}}')" " and the matching pgstatindex shape -- where
“Tqtldent’™ " escapes embedded double quotes inside the identifier but not apostrophes, so a user
with CREATE privilege on a schema could plant a table or index named " “foo'bar’ ™ and a later
stats viewer would render an unbalanced literal. Fix is layered: 1. Sites: replace every " '{{ 8.8
x.description }}" " with ** {{ x.description|gtLiteral(conn) }} " (no surrounding quotes -- the
filter wraps the value in escaped quotes itself). Plumb " conn=self.conn™" through every
““render_template™ " call that loads one of these templates. Also corrects a *~*{ % elif" " Jinja typo
in the foreign-table schema diff (dead branch). Rewrite the ten pgstattuple/pgstatindex stats
sites to address the relation via OID + " ::o0id::regclass™ " cast (e.g. " pgstattuple({{ tid
}}::oid::regclass)’ ), eliminating the embedded literal-call form entirely so that bug-class can no
longer recur there. 2. Driver hardening: " “qtLiteral™ " (in " utils/driver/psycopg3/__init__.py ")
used to silently return the raw unescaped value when its ““conn’" argument was falsy. It now
raises " “ValueError'" -- surfacing the entire bug class going forward. The change immediately
uncovered eight latent plumbing bugs (in " “schemas/__init__.py" ",
““schemas/functions/__init__.py ", ~“schemas/tables/utils.py ", " foreign_servers/__init__.py ",
and seven sites in " “roles/__init__.py ") -- all fixed as part of this patch. The inner ~“except™"
block that swallowed adapter-level failures and returned the raw value is also removed, so
unadaptable inputs raise instead of leaking unescaped values. 3. Regression tests: a per-
template behavioural test renders each previously-vulnerable template with an apostrophe-
injection payload and asserts the escaped fragment is present and the vulnerable fragment
absent; a lint test walks every ““*.sql”* template flagging any ~"'{{ ... }}' " single-quote-
wrapped interpolation against an explicit allowlist; unit tests cover the new qtLiteral fail-fast and
inner-except raise paths. This issue affects pgAdmin 4: from 1.0 before 9.16.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Easily exploitable
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vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
WebCenter Content. Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in Oracle WebCenter Content, attacks may significantly 8.7
impact additional products (scope change). Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all Oracle WebCenter
Content accessible data as well as unauthorized access to critical data or complete access to all
Oracle WebCenter Content accessible data. CVSS 3.1 Base Score 8.7 (Confidentiality and

Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N).

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft
(component: Weblogic). Supported versions that are affected are 8.61 and 8.62. Difficult to
exploit vulnerability allows unauthenticated attacker with network access via HTTP to
compromise PeopleSoft Enterprise PT PeopleTools. While the vulnerability is in PeopleSoft
Enterprise PT PeopleTools, attacks may significantly impact additional products (scope change).
Successful attacks of this vulnerability can result in unauthorized creation, deletion or
modification access to critical data or all PeopleSoft Enterprise PT PeopleTools accessible data as
well as unauthorized access to critical data or complete access to all PeopleSoft Enterprise PT
PeopleTools accessible data. CVSS 3.1 Base Score 8.7 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:N).

8.7

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).
Supported versions that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTPS to compromise
WebLogic Server. Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in WebLogic Server, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all WebLogic Server
accessible data as well as unauthorized access to critical data or complete access to all
WebLogic Server accessible data. CVSS 3.1 Base Score 8.7 (Confidentiality and Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N).

8.7

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.

Prior to 0.9.6,0pen WebUI renders Mermaid blocks from Markdown files in the file preview panel

and inserts the generated SVG into the DOM using innerHTML. Because Mermaid is configured

with securitylLevel: 'loose’, attacker-controlled Mermaid content can be rendered unsafely in this 8.7
flow. A working payload was validated through the Markdown preview path, resulting in

JavaScript execution in the victim’'s browser under the application origin. This vulnerability is

fixed in 0.9.6.

nanobot is a personal Al assistant. In versions 0.1.5.post3 and prior, the WhatsApp bridge in
bridge/src/whatsapp.ts constructs a filesystem path using the fileName field from an incoming
WhatsApp document message without sanitization. The WhatsApp bridge downloads media
attachments and writes them to disk using a filename derived from the sender's message via
documentMessage.fileName, which is concatenated with a prefix and its raw value is passed
directly to path.join(mediaDir, outFilename). Node.js path.join resolves .. components, allowing
an attacker to escape the intended media/ directory by sending a document with a crafted
fileName such as ../../../.ssh/authorized_keys. Because the attacker also controls the file content
(the downloaded buffer), this is a write-anywhere primitive — both path and content are
attacker-controlled. A fix for this issue is planned for version 0.1.5.post4.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
WebCenter Content. Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in Oracle WebCenter Content, attacks may significantly
impact additional products (scope change). Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all Oracle WebCenter
Content accessible data as well as unauthorized access to critical data or complete access to all
Oracle WebCenter Content accessible data. CVSS 3.1 Base Score 8.7 (Confidentiality and
Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N).

8.7

DoS Vulnerability in 10G iSCSI Interface of Hitachi Virtual Storage Platform. This issue affects
Hitachi Virtual Storage Platform E990, E1090, E1090H: before DKCMAIN Ver.93-07-21-80/00-05,
CHB(iSCSI) Ver.88-01-02-04, before DKCMAIN Ver.93-07-01-80/00-07, CHB(iSCSI) Ver.88-01-02-
04, before DKCMAIN Ver.93-06-82-80/00-06, CHB(iSCSI) Ver.88-01-02-04, before DKCMAIN
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Ver.93-06-63-80/00-04, CHB(iSCSI) Ver.88-01-02-04; Hitachi Virtual Storage Platform E390,
E590, E790, E390H, E590H, E790H: before DKCMAIN Ver.93-07-21-x0/00-05, CHB(iSCSI) Ver.88-
01-02-04, before DKCMAIN Ver.93-07-01-x0/00-07, CHB(iSCSI) Ver.88-01-02-04, before DKCMAIN
Ver.93-06-82-x0/00-06, CHB(iSCSI) Ver.88-01-02-04, before DKCMAIN Ver.93-06-63-x0/00-04,
CHB(iSCSI) Ver.88-01-02-04, before DKCMAIN Ver.93-07-24-x0/00-02, CHB(iSCSI) Ver.88-01-02- 8.6
04, before DKCMAIN Ver.93-07-02-x0/00-02, CHB(iSCSI) Ver.88-01-02-04; Hitachi Virtual Storage
Platform G130, G150, G350, G370, G700, G900, F350, F370, F700, F900: before DKCMAIN
Ver.88-08-10-x0/00-05, CHB(iSCSI) Ver.88-01-02-04; Hitachi Virtual Storage Platform G100,
G200, G400, G600, G800, F400, F600, F800: before DKCMAIN Ver.83-06-20-x0/00-05, CHB(iSCSI)
Ver.83-01-01-29; Hitachi Virtual Storage Platform VX8, 5100, 5500, 5100H, 5500H, 5200, 5600,
5200H, 5600H: before DKCMAIN Ver.90-09-01-00/01-01, CHB(iSCSI) Ver.90-01-01-07, before
DKCMAIN Ver.90-08-83-00/01-01, CHB(iSCSI) Ver.90-01-01-07, before DKCMAIN Ver.90-08-63-
00/01-01, CHB(iSCSI) Ver.90-01-01-07; Hitachi Virtual Storage Platform VX7, G1000, G1500,
F1500: before DKCMAIN Ver.80-06-93-00/00-04, ISFC Ver.80-01-17.

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability in
EMV JobCareer allows Path Traversal. This issue affects JobCareer: from n/a through 7.3.

Unauthenticated Arbitrary File Deletion in Car Zone <= 3.7 versions. 8.6

Crawl4Al is an open-source LLM friendly web crawler & scraper. Prior to 0.8.9, the Docker API
server applied its SSRF destination check to the crawl target URL only, not to the proxy address.
An unauthenticated request could supply a proxy pointing at an internal IP and route the
browser through it, reaching internal services and cloud-metadata endpoints, while using a
perfectly valid crawl URL. The Docker APl is unauthenticated by default. /crawl, /crawl/stream,
and /crawl/job accept a browser_config (and crawler_config). The following all feed Chromium's
egress and were unchecked: browser_config.proxy_config.server, browser_config.proxy
(deprecated field), crawler_config.proxy_config.server, and --proxy-server / --proxy-pac-url / --
proxy-bypass-list / --host-resolver-rules flags in browser_config.extra_args. This vulnerability is
fixed in 0.8.9.

8.6

Crawl4Al before 0.8.7 contains a server-side request forgery vulnerability in the /crawl,
/crawl/stream, /md, and /llm endpoints that fetch arbitrary user-supplied URLs without
validation. Unauthenticated attackers can bypass the internal-address blocklist using IPv6-
mapped IPv4 addresses to reach internal services and cloud metadata endpoints.

8.6

Unauthenticated Arbitrary File Deletion in BookPro <= 1.1.0 versions. 8.6

Unauthenticated Broken Access Control in WordPress Dating Theme <= 11.2.0 versions. 8.6

Vulnerability in the Oracle Unified Directory product of Oracle Fusion Middleware (component:

OUD Core). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable
vulnerability allows unauthenticated attacker with network access via LDAP to compromise

Oracle Unified Directory. Successful attacks of this vulnerability can result in unauthorized

creation, deletion or modification access to critical data or all Oracle Unified Directory accessible 8.6
data as well as unauthorized read access to a subset of Oracle Unified Directory accessible data

and unauthorized ability to cause a partial denial of service (partial DOS) of Oracle Unified

Directory. CVSS 3.1 Base Score 8.6 (Confidentiality, Integrity and Availability impacts). CVSS

Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L).

Vulnerability in the Oracle Complex Maintenance, Repair and Overhaul product of Oracle E-

Business Suite (component: Production). Supported versions that are affected are 12.2.3-

12.2.15. Difficult to exploit vulnerability allows low privileged attacker with network access via

HTTP to compromise Oracle Complex Maintenance, Repair and Overhaul. While the vulnerability

is in Oracle Complex Maintenance, Repair and Overhaul, attacks may significantly impact 8.5
additional products (scope change). Successful attacks of this vulnerability can result in

takeover of Oracle Complex Maintenance, Repair and Overhaul. CVSS 3.1 Base Score 8.5
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H).
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Subscriber SQL Injection in WooCommerce Frontend Manager - Ultimate < 6.7.7 versions.

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in Brainstorm Force SureDash allows Blind SQL Injection. This issue affects
SureDash: from n/a through 1.8.0.

Vulnerability in the MySQL Shell product of Oracle MySQL (component: Shell for VS Code). The
supported version that is affected is 2026.2.0+9.6.1. Difficult to exploit vulnerability allows low
privileged attacker with network access via multiple protocols to compromise MySQL Shell.
While the vulnerability is in MySQL Shell, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in takeover of MySQL Shell.
CVSS 3.1 Base Score 8.5 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H).

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in VeronalLabs Slimstat Analytics allows Blind SQL Injection. This issue affects
Slimstat Analytics: from n/a through 5.4.11.

Subscriber Arbitrary Code Execution in Cornerstone < 7.8.8 versions.

Subscriber SQL Injection in Events Schedule - WordPress Events Calendar Plugin <= 2.7.2
versions.

Subscriber SQL Injection in Cornerstone < 7.8.8 versions.

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.
Prior to 0.9.6, backend/open_webui/utils/oauth.py:: process_picture_url calls
validate_url(picture_url) on the initial URL only, then invokes
aiohttp.ClientSession.get(picture_url, ...) without allow_redirects=False. aiohttp's default is
allow_redirects=True, max_redirects=10; the function does not pass the project's
AIOHTTP_CLIENT_ALLOW_REDIRECTS env constant either. An attacker with a valid OAuth IdP
identity can therefore submit a public URL that 302-redirects to an internal address and read the
internal response body via the attacker's own profile_image_url field. This vulnerability is fixed in
0.9.6.

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in David Lingren Media Llbrary Assistant allows Blind SQL Injection. This issue
affects Media Llbrary Assistant: from n/a through 3.35.

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
vulnerability in wpWax Directorist Booking allows Blind SQL Injection. This issue affects
Directorist Booking: from n/a through 3.0.3.

Subscriber SQL Injection in Geo Mashup <= 1.13.19 versions.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
WebCenter Content. Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in Oracle WebCenter Content, attacks may significantly
impact additional products (scope change). Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 8.4 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:H).

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft
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(component: Deployment Package). Supported versions that are affected are 8.61 and 8.62.
Easily exploitable vulnerability allows unauthenticated attacker with logon to the infrastructure
where PeopleSoft Enterprise PT PeopleTools executes to compromise PeopleSoft Enterprise PT
PeopleTools. Successful attacks of this vulnerability can result in takeover of PeopleSoft
Enterprise PT PeopleTools. CVSS 3.1 Base Score 8.4 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Daytona is a secure and elastic infrastructure runtime for Al-generated code execution and
agent workflows. Prior to 0.184.0, organization invitations could be accepted (and declined) by a
user whose email matched the invitation but had not been verified. Daytona authenticates users
via OIDC and matches an invitation's target email against the email in the caller's token, but the
invitation accept and decline paths did not require that email to be verified, unlike organization
creation, which already enforced verification. On identity providers that allow self-service signup
and issue a session before the email is verified, an actor could register an address matching a
pending invitation, leave it unverified, and accept the invitation, joining the target organization
with the role the invitation carried (up to Owner). This vulnerability is fixed in 0.184.0.

In JazzCore python-pdfkit 1.0.0, the from_string method enables the execution of JavaScript code
within the context of the server application and the exfiltration of local files.

Missing Authorization vulnerability in Prince Integrate Google Drive allows Exploiting Incorrectly
Configured Access Control Security Levels. This issue affects Integrate Google Drive: from n/a
through 1.3.8.

Vulnerability in the Oracle Data Integrator product of Oracle Fusion Middleware (component:
Market Place). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Data Integrator. Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all Oracle Data
Integrator accessible data as well as unauthorized access to critical data or complete access to
all Oracle Data Integrator accessible data and unauthorized ability to cause a partial denial of
service (partial DOS) of Oracle Data Integrator. CVSS 3.1 Base Score 8.3 (Confidentiality,
Integrity and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L).

Capgo before 12.128.2 contains an authorization bypass vulnerability in its public APl key
management handlers (get/put/delete/post). APl keys created with mode=all but restricted to a
single app via limited_to_apps are only checked for limited_to_orgs and not for limited_to_apps,
so an app-scoped key can enumerate, update, and delete sibling APl keys belonging to the same
account that are outside its declared app scope, enabling tampering with account-level
credentials.

yt-dlp is a command-line audio/video downloader. Prior to 2026.06.09, if aria2c is used as an
external downloader for a fragmented manifest format (such as an HLS/DASH stream), yt-dlp
passes insufficiently sanitized input to aria2c that allows an attacker to perform an arbitrary file
write. On Windows platforms, this can lead to immediate arbitrary code execution. On non-
Windows platforms, this can lead to arbitrary code execution upon the next invocation of yt-dlp.
This vulnerability is fixed in 2026.06.09.

Capgo before 12.128.12 allows authenticated users to modify their mutable public.users.email
to arbitrary addresses, which the SSO provisioning endpoint trusts as an account-merge key.
Attackers can pre-position their account with a victim's corporate SSO email, causing the
provision-user endpoint to merge the victim's SSO identity into the attacker-controlled account.

Race in Updater in Google Chrome on Mac prior to 149.0.7827.155 allowed a remote attacker
who had compromised the renderer process to potentially perform a sandbox escape via a
crafted HTML page. (Chromium security severity: High)

Use after free in Browser in Google Chrome prior to 149.0.7827.155 allowed a remote attacker
who had compromised the renderer process to potentially perform a sandbox escape via a
crafted HTML page. (Chromium security severity: High)

Race in Safe Browsing in Google Chrome on Mac prior to 149.0.7827.155 allowed a remote
attacker who had compromised the renderer process to potentially perform a sandbox escape
via a crafted HTML page. (Chromium security severity: High)
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Object lifecycle issue in Metrics in Google Chrome prior to 149.0.7827.155 allowed a remote
attacker who had compromised the renderer process to potentially perform a sandbox escape
via a crafted HTML page. (Chromium security severity: High)

Use after free in DigitalCredentials in Google Chrome prior to 149.0.7827.155 allowed a remote
attacker who had compromised the renderer process to potentially perform a sandbox escape
via a crafted HTML page. (Chromium security severity: High)

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.
Prior to 0.9.6, Open WebUI lets an authenticated user attach arbitrary file_id values to their own
chat message without checking whether they own or can read those files. If the attacker then
shares that chat and grants themselves read access, has_access_to_file() treats the victim file as
accessible through the shared chat, and the file endpoints read or delete the victim file. This
vulnerability is fixed in 0.9.6.

Use after free in Extensions in Google Chrome prior to 149.0.7827.155 allowed a remote
attacker who had compromised the renderer process to potentially perform a sandbox escape
via a crafted HTML page. (Chromium security severity: High)

Vulnerability in the Siebel CRM Cloud Applications product of Oracle Siebel CRM (component:
Siebel Cloud Manager). Supported versions that are affected are 17.0-26.5. Difficult to exploit
vulnerability allows unauthenticated attacker with access to the physical communication
segment attached to the hardware where the Siebel CRM Cloud Applications executes to
compromise Siebel CRM Cloud Applications. While the vulnerability is in Siebel CRM Cloud
Applications, attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Siebel CRM Cloud Applications. CVSS 3.1
Base Score 8.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H).

Inappropriate implementation in WebView in Google Chrome on Android prior to 149.0.7827.155
allowed a remote attacker who had compromised the renderer process to potentially perform a
sandbox escape via a crafted HTML page. (Chromium security severity: Critical)

Use after free in WebShare in Google Chrome on Windows prior to 149.0.7827.155 allowed a
remote attacker who had compromised the renderer process to potentially perform a sandbox
escape via a crafted HTML page. (Chromium security severity: Critical)

A flaw was found in the Windows Machine Config Operator (WMCO) for Red Hat OpenShift
Container Platform. WMCO establishes SSH connections to Windows worker nodes without
verifying the remote server host key. An adjacent-network attacker who can intercept or redirect
WMCQO's SSH session can capture WICD and kubelet bootstrap credentials transferred during
node configuration, enabling compromise of Windows node identities in the cluster.

yt-dlp is a command-line audio/video downloader. Prior to 2026.06.09, a vulnerability exists in
yt-dip that allows a remote attacker to write arbitrary OS-shortcut files (such as .desktop, .url,
.webloc) to the user's filesystem, bypassing the remediation for CVE-2024-38519. The allowlist
explicitly included the unsafe extensions .desktop, .url, and .webloc so that the functionality of
the --write-link option (and its variants) could be preserved. These allowlist inclusions can be
exploited by an attacker to write malicious OS-shortcut files in the context of a media or
subtitles download. This vulnerability is fixed in 2026.06.09.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).
Supported versions that are affected are 12.2.1.4.0 and 14.1.1.0.0. Difficult to exploit
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
WebLogic Server. Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in WebLogic Server, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can result in
takeover of WebLogic Server. CVSS 3.1 Base Score 8.3 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H).

Flowise before 3.0.10 (affected versions 3.0.7 and earlier) contains an unverified email change
vulnerability. An authenticated user can change the account email address, used as a login
identifier and password-recovery channel, via the account profile endpoint without confirming
the change to the original email address or re-entering the current password. By changing the
recovery email, an attacker can take over the account and abuse password reset mechanisms.
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Unauthenticated Insecure Direct Object References (IDOR) in Clean Login <= 1.15 versions.

Capgo before 12.128.2 contains a rate limit bypass vulnerability in the channel_self endpoint
that allows attackers to circumvent rate limiting by rotating the user-controlled device_id
parameter. Attackers can send multiple requests per second by changing device_id values to
flood the channel_devices table and cause database exhaustion.

Unauthenticated Broken Access Control in User Registration Stripe <= 1.3.14 versions.

protobufjs-cli is the command line add-on for protobuf.js. Prior to 1.3.2 and 2.5.0, a previous fix
for unsafe name handling in pbjs static / static-module code generation was incomplete.
Affected versions of protobufjs-cli could still emit unsafe JavaScript references when generating
static output from crafted JSON descriptor input. The common case of parsing schemas from
.proto files is not affected. This is a bypass of CVE-2026-44295. An attacker who can provide or
influence pre-parsed JSON descriptors passed to pbjs static code generation may be able to
cause generated JavaScript output to contain attacker-controlled code. The injected code may
execute if the generated file is later executed or imported and an affected generated API path is
invoked. This vulnerability is fixed in 1.3.2 and 2.5.0.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7, A
vulnerability exists in the optional LZ4 decompression path used by MessagePack compression
modes Lz4Block and Lz4BlockArray. The decoder implementation is based on a deprecated fast-
decompression algorithm that does not take a source-length bound. A remote attacker can send
a crafted MessagePack payload with manipulated LZ4 token/length fields to force out-of-bounds
reads from the compressed input buffer. In affected environments, this can trigger an
AccessViolationException during decompression, causing process termination (denial of service).
Under some conditions, limited unintended memory disclosure from over-read data may also be
possible before failure. This vulnerability is fixed in 2.5.301 and 3.1.7.

Unauthenticated Broken Access Control in User Registration Stripe <= 1.3.12 versions.

Joomla! Component vAccount 2.0.2 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the vid parameter. Attackers can send GET requests to the vaccount-dashboard/expense
endpoint with crafted SQL payloads in the vid parameter to extract sensitive database
information including version and database names.

Joomla Component vReview 1.9.11 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the cmld parameter. Attackers can send POST requests to the editReview task endpoint with
URL-encoded SQL UNION statements in the cmld parameter to extract database information
including usernames, passwords, and database versions.

FlatPress versions prior to commit 10be83c, contains a stored cross-site scripting vulnerability in
comment and contact forms where name, URL, and email fields are rendered without proper
output encoding in Smarty templates. Attackers can inject arbitrary HTML and JavaScript
through these fields to execute malicious scripts in browsers of viewers including administrators,
or bypass URL scheme validation to inject javascript: or data: URIs.

Chainlit before 2.10.1 contains a session hijacking vulnerability that allows unauthenticated
attackers to restore and inherit authenticated user sessions by presenting a valid sessionld
during WebSocket session restoration without ownership verification. Attackers can exploit the
restore_existing_session path to assume a victim's permissions and roles, enabling unauthorized
invocation of tools and access to data restricted to the authenticated victim.

Joomla NextGen Editor 2.1.0 contains an SQL injection vulnerability that allows unauthenticated
attackers to execute arbitrary SQL commands through the plname parameter. Attackers can
send GET requests to index.php with option=com_nge&view=config and inject malicious SQL
code in the plname parameter to extract sensitive database information.
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Joomla! Component jCart for OpenCart 2.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the
product_id parameter. Attackers can send GET requests to index.php with the 8.2
option=com_jcart&route=product/product parameters and malicious product_id values to

extract sensitive database information.

Joomla! Component RPC Responsive Portfolio 1.6.1 contains an SQL injection vulnerability that
allows unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code
through the id parameter. Attackers can send GET requests to index.php with
option=com_pofos&view=pofo&id=[SQL] to extract sensitive database information.

8.2

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise

Manager (component: Extensibility Framework). Supported versions that are affected are 13.5

and 24.1. Easily exploitable vulnerability allows high privileged attacker with logon to the
infrastructure where Oracle Enterprise Manager Base Platform executes to compromise Oracle
Enterprise Manager Base Platform. While the vulnerability is in Oracle Enterprise Manager Base 8.2
Platform, attacks may significantly impact additional products (scope change). Successful

attacks of this vulnerability can result in takeover of Oracle Enterprise Manager Base Platform.

CVSS 3.1 Base Score 8.2 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise

Manager (component: Agent Next Gen). Supported versions that are affected are 13.5 and 24.1.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTPS

to compromise Oracle Enterprise Manager Base Platform. Successful attacks of this vulnerability

can result in unauthorized ability to cause a hang or frequently repeatable crash (complete DOS) 8.2
of Oracle Enterprise Manager Base Platform as well as unauthorized update, insert or delete

access to some of Oracle Enterprise Manager Base Platform accessible data. CVSS 3.1 Base

Score 8.2 (Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H).

Joomla! Component Extra Search 2.2.8 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the
establename parameter. Attackers can send GET requests to index.php with the 8.2
option=com_extrasearch parameter and malicious SQL in the establename field to extract

sensitive database information.

Joomla Component Myportfolio 3.0.2 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the pid
parameter. Attackers can send GET requests to index.php with malicious pid values in the
task=project&view=grid endpoint to extract sensitive database information.

Joomla Payage 2.05 contains an SQL injection vulnerability that allows unauthenticated attackers
to manipulate database queries by injecting SQL code through the aid parameter. Attackers can
send GET requests to index.php with malicious aid values in the make_payment task to extract
sensitive database information using boolean-based blind or time-based blind techniques.

8.2

Joomla Component JoomRecipe 1.0.3 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the
category parameter. Attackers can send GET requests to the all-recipes endpoint with malicious
SQL payloads in the category path segment to extract sensitive database information.

8.2

Joomla JoomRecipe 1.0.4 component contains a blind SQL injection vulnerability in the
search_author parameter on the search results page. Attackers can inject SQL code through
POST requests to the search endpoint to extract database information using boolean-based blind
SQL injection techniques.

8.2

Joomla! Component SIMGenealogy 2.1.5 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the

type parameter. Attackers can send GET requests to index.php with the 8.2
option=com_simgenealogy, view=latest parameters and inject malicious SQL in the type

parameter to extract sensitive database information.

Joomla! Component PHP-Bridge 1.2.3 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
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the id parameter. Attackers can send GET requests to index.php with
option=com_phpbridge&view=phpview parameters and inject SQL code in the id parameter to
extract database information including table and column names.

Joomla LMS King Professional 3.2.4.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to manipulate database queries by injecting SQL code through the
cp_id parameter. Attackers can send GET requests to index.php with the option=com_Imsking,
view=Imsking, layout=Ilearningpath, and task=IlearningPath parameters to extract sensitive
database information.

Joomla Event Registration Pro Calendar 4.1.3 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the id parameter. Attackers can send GET requests to index.php with
option=com_registrationpro&view=category&id parameter containing SQL injection payloads to
extract sensitive database information.

Joomla Ultimate Property Listing 1.0.2 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the sf_selectuser_id parameter. Attackers can send GET requests to index.php with the
option=com_upl and view=propertylisting parameters to extract sensitive database information
including table names and column structures.

Joomla StreetGuessr Game 1.1.8 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the catid parameter. Attackers can send GET requests to index.php with the
option=com_streetguess&view=maps parameters and inject SQL code in the catid parameter to
extract sensitive database information including version and database names.

Steeltoe is an open source project that provides a collection of libraries that helps users build
cloud-native applications. When Steeltoe management endpoints versions 3.2.2 through 3.3.0
and 4.1.0 are configured to listen on an alternate port (Management:Endpoints:Port" is
configured), the middleware responsible for restricting access to the endpoints uses the "Host"
HTTP header rather than the actual network socket port. Versions 3.4.0 and 4.2.0 patch the
issue. If an immediate upgrade to a patched version is not possible, add explicit ASP.NET Core
authorization (" RequireAuthorization™) to all sensitive actuator endpoints as a defense-in-depth
measure independent of port isolation and/or configure the reverse proxy or load balancer to
enforce the "Host™ header value and prevent clients from setting an arbitrary port.

Joomla! Component Twitch Tv 1.1 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the username and id parameters. Attackers can send GET requests to index.php with
option=com_twitchtv and view parameters containing SQL injection payloads to extract
sensitive database information including credentials and configuration data.

Joomla! Component KissGallery 1.0.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to inject SQL commands through the component URL path. Attackers
can supply malicious SQL code in the kissgallery endpoint to execute arbitrary database queries
and extract sensitive information.

Joomla! Component Zap Calendar Lite 4.3.4 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the 'eid' parameter. Attackers can send GET requests to the RSVP plugin endpoint with crafted
SQL payloads to extract sensitive database information including database names and table
structures.

Joomla! Component Calendar Planner 1.0.1 contains an SQL injection vulnerability that allows
unauthenticated attackers to inject SQL commands through the category_id parameter.
Attackers can send GET requests to the events view with malicious SQL code in the category id
parameter to extract sensitive database information.

Joomla! Component My Projects 2.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the VerAyari parameter. Attackers can craft requests to the component endpoint with SQL
injection payloads to extract sensitive database information including credentials and system
data.
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Joomla! Component User Bench 1.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the userid parameter. Attackers can send GET requests to index.php with the
option=com_userbench&view=detail&userid parameter containing SQL injection payloads to
extract sensitive database information including credentials and configuration data.

Joomla! Component JB Visa 1.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the visatype parameter. Attackers can send GET requests to index.php with the
option=com_bookpro and view=popup parameters, injecting SQL commands in the visatype
parameter to extract sensitive database information including credentials and table contents.

Joomla Survey Force Deluxe 3.2.4 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the invite parameter. Attackers can send GET requests to the component with crafted SQL
payloads in the invite parameter to extract sensitive database information.

Joomla SP Movie Database 1.3 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the searchword parameter. Attackers can send GET requests to the searchresults view with
crafted SQL payloads in the searchword parameter to extract sensitive database information.

Joomla! Component FocalPoint Pro/Free 1.2.3 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the id parameter. Attackers can send GET requests to index.php with option=com_focalpoint,
view=l|ocation, and a crafted id parameter containing SQL commands to extract sensitive
database information.

Joomla! Component Quiz Deluxe 3.7.4 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL commands through the
ajaxaction.flag_question task. Attackers can inject malicious SQL code via the stu_quiz_id or
flag_quest parameters to manipulate database queries and extract sensitive information.

Joomla! Component Ajax Quiz 1.8 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the cid parameter. Attackers can send GET requests to index.php with the option=com_ajaxquiz
and view=ajaxquiz parameters to extract sensitive database information including table names
and column structures.

Joomla! Component Bargain Product VM3 1.0 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the product_id parameter. Attackers can supply crafted SQL statements in GET requests to the

brainy and alice views to extract sensitive database information.

Joomla! Component Price Alert 3.0.2 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the product_id parameter. Attackers can send requests to the subscribeajax view with crafted
SQL payloads in the product_id parameter to extract sensitive database information including
credentials and configuration data.

Joomla JHotelReservation 6.0.7 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the rooms parameter. Attackers can send POST requests to the search-hotels endpoint with
crafted SQL payloads in the rooms parameter to extract sensitive database information including
version details.

Tinyproxy through 1.11.3, fixed in commit 09312a1, fails to properly validate the Host header
during stathost detection, allowing unauthenticated attackers to access the stats page by
injecting a matching Host header or bypass detection via port manipulation. Remote attackers
can trigger unauthorized access to internal proxy statistics or misroute requests as transparent
proxy connections to circumvent access controls.

Joomla OSDownloads 1.7.4 contains an SQL injection vulnerability that allows unauthenticated
attackers to execute arbitrary SQL queries by injecting malicious code through the id parameter.
Attackers can send GET requests to index.php with option=com_osdownloads&view=item&id=
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[SQL] to extract sensitive database information including credentials and configuration data.

Joomla Component vRestaurant 1.9.4 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through

the keysearch parameter. Attackers can send POST requests to the menu-listing-layout endpoint 8.2
with crafted SQL payloads in the keysearch parameter to extract database table names and

sensitive information from the database.

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft

(component: Deployment Package). Supported versions that are affected are 8.61 and 8.62.

Easily exploitable vulnerability allows high privileged attacker with logon to the infrastructure

where PeopleSoft Enterprise PT PeopleTools executes to compromise PeopleSoft Enterprise PT
PeopleTools. While the vulnerability is in PeopleSoft Enterprise PT PeopleTools, attacks may 8.2
significantly impact additional products (scope change). Successful attacks of this vulnerability

can result in takeover of PeopleSoft Enterprise PT PeopleTools. CVSS 3.1 Base Score 8.2
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft
(component: Deployment Package). Supported versions that are affected are 8.61 and 8.62.
Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise PeopleSoft Enterprise PT PeopleTools. Successful attacks of this vulnerability can
result in unauthorized access to critical data or complete access to all PeopleSoft Enterprise PT
PeopleTools accessible data as well as unauthorized update, insert or delete access to some of
PeopleSoft Enterprise PT PeopleTools accessible data. CVSS 3.1 Base Score 8.2 (Confidentiality
and Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N).

8.2

Joomla! Component J-BusinessDirectory 4.9.7 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through
the type parameter. Attackers can send GET requests to index.php with the
option=com_jbusinessdirectory&task=categories.getCategories parameters and inject UNION-
based SQL statements in the type parameter to extract database information including schema
names and sensitive data.

8.2

Joomla! Component VMap 1.9.6 contains an SQL injection vulnerability that allows

unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code into the
latingbound parameter. Attackers can send GET requests to index.php with the 8.2
option=com_vmap&task=Iloadmarker parameters containing SQL injection payloads to

manipulate database queries and extract sensitive information.

Joomla Component J-ClassifiedsManager 3.0.5 contains an SQL injection vulnerability that allows
unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code through

POST parameters. Attackers can submit crafted SQL payloads in the categorySearch, adType, 8.2
and citySearch parameters to the displayads component to extract sensitive database

information including usernames, databases, and version details.

Joomla Component J-MultipleHotelReservation 6.0.7 contains an SQL injection vulnerability that

allows unauthenticated attackers to execute arbitrary SQL queries by injecting malicious code
through the hotel_id parameter. Attackers can send POST requests to the search-hotels endpoint 8.2
with crafted SQL UNION SELECT statements to extract sensitive database information including

table names and column data.

TypeBot is a chatbot builder tool. In versions prior to 3.17.2, SSRF validation is implemented by
resolving a hostname once and checking whether the resolved IP belongs to a forbidden range
allowing for DNS rebinding bypass. The root cause is a time-of-check to time-of-use gap in the
SSRF guard. The validator resolves the hostname and approves it, but the later request path
performs a fresh resolution and connects to whatever IP the hostname maps to at that moment.
The actual outbound request is then performed later using the original hostname, without
pinning the validated IP to the network connection. An attacker who can supply a URL to a public
bot that performs a server-side HTTP Request block or server-side script fetch can use DNS
rebinding to pass the initial validation and still force the server to connect to a private or
metadata address during the real request. This enables server-side access to private network
services, cloud metadata endpoints, and other internal HTTP targets that the validator was
intended to block. The exact downstream impact depends on the reachable internal services.
Concrete consequences include metadata disclosure, access to internal admin panels, credential
theft from metadata services, and further compromise through internal-only HTTP interfaces.
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This issue has been fixed in version 3.17.2.

PhpWeasyPrint is a PHP library allowing PDF generation from a URL or an HTML page. Prior to
version 2.5.1, “pontedilana/php-weasyprint™ builds the shell command for WeasyPrint by passing
the binary path through “escapeshellarg()" first and then checking the *quoted* result with
“is_executable()”. On POSIX "“escapeshellarg('/usr/local/bin/weasyprint')” returns
“'Jusr/local/bin/weasyprint'> with the single-quote characters as part of the string, so
“is_executable()" looks for a file whose actual name includes those quotes. That file never exists,
the "safe" branch is dead code, and the raw "“$binary" string (set via the constructor or 8.2
“setBinary()") flows directly into
“Symfony\Component\Process\Process::fromShellCommandline() . Any deployment whose
binary path is sourced from configuration, an environment variable, or a per-tenant setting
reaches a shell-command-injection sink. The library is documented as a one-to-one substitute for
KnpLabs/snappy and inherited the exact pre-fix codepath KnpLabs patched in GHSA-vpr4-p6fqg-
85jc. PhpWeasyPrint version 2.5.1 contains a patch for the issue.
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Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Easily exploitable

vulnerability allows unauthenticated attacker with network access via HTTPS to compromise

Oracle WebCenter Content. Successful attacks require human interaction from a person other

than the attacker and while the vulnerability is in Oracle WebCenter Content, attacks may 8.2
significantly impact additional products (scope change). Successful attacks of this vulnerability ' Details
can result in unauthorized access to critical data or complete access to all Oracle WebCenter

Content accessible data as well as unauthorized update, insert or delete access to some of

Oracle WebCenter Content accessible data. CVSS 3.1 Base Score 8.2 (Confidentiality and

Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:L/A:N).
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Unauthenticated PHP Object Injection in LuxeDrive <= 1.4 versions. 8.1 thraeils
A time-to-check-time-of-use in polkit authentication of gSnapper before version 1.3.3 allowed a 81 More
local attacker to bypass qSnappers authentication mechanism and operate e.g. as root user. ' Details
. . _ . More
Unauthenticated Local File Inclusion in Softlab Core < 1.2.11 versions. 8.1 Details
. . s . . More
Unauthenticated PHP Object Injection in Laurits <= 1.5.1 versions. 8.1 Details
. . s . . More
Unauthenticated PHP Object Injection in Reina <= 2.1 versions. 8.1 Details
. . s . More
Unauthenticated PHP Object Injection in EmallShop <= 2.4.21 versions. 8.1 Details
. . S . More
Unauthenticated PHP Object Injection in Kapee < 1.7.0 versions. 8.1 Details
: . PR : More
Unauthenticated Local File Inclusion in ChapterOne <= 1.7 versions. 8.1 Details
More
Unauthenticated Local File Inclusion in Integrio Core < 1.2.8 versions. 8.1 Details
More

Unauthenticated Local File Inclusion in Thegov Core < 2.0.23 versions. 8.1
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The Webmin HTTP server (miniserv.pl) allows unauthenticated attackers to impersonate any

user with a configured SSL client certificate by sending a forged HTTP header. A remote attacker

can spoof certificate DNs and authenticate as any user. Fixed in 2.641.

Unauthenticated Local File Inclusion in Solene <= 3.4 versions.

Unauthenticated Local File Inclusion in Mikado Core <= 1.6 versions.

Some shadow paging errors paths will switch the page-tables without updating the currently
running vCPU reference. This causes a mismatch between the loaded page-tables and the
mapcache metadata which can lead to corruption of the mapcache.

Improper Authentication vulnerability in Apache APISIX. When the cas-auth plugin is used in a
route, an attacker can possibly authenticate itself with credentials from a different source. This
issue affects Apache APISIX: from 3.0.0 through 3.16.0. Users are recommended to upgrade to
version 3.17.0, which fixes the issue.

Unauthenticated PHP Object Injection in Alloggio - Hotel Booking <= 2.1.2 versions.

libssh2 through 1.11.1, fixed in commit 7acf3df contains an out-of-bounds write vulnerability in
ssh2_transport_read() that fails to enforce upper bounds on packet_length field. Remote
attackers can send crafted SSH packets with excessively large packet_length values to corrupt
heap memory and achieve remote code execution.

Unauthenticated PHP Object Injection in Mildhill <= 1.5 versions.

Incorrect Authorization vulnerability in Apache APISIX. An attacker can capitalise on authz-
casdoor plugin under default configuration to authenticate themselves with credentials from a
different source. This issue affects Apache APISIX: from 2.14.1 through 3.16.0. Users are
recommended to upgrade to version 3.17.0, which fixes the issue.

PraisonAl before 1.5.128 contains a cross-origin agent execution vulnerability in the AGUI
endpoint that allows remote attackers to trigger arbitrary agent execution. The POST /agui
endpoint lacks authentication and hardcodes Access-Control-Allow-Origin: * headers, combined
with Starlette's Content-Type-agnostic JSON parsing, enabling attackers to bypass CORS
preflight checks via simple requests and exfiltrate sensitive agent responses including tool
execution results and environment data.

Unauthenticated PHP Object Injection in Santé <= 1.5.1 versions.

Unauthenticated PHP Object Injection in Micdrop <= 1.3.1 versions.

Unauthenticated Local File Inclusion in Malmo6 <= 2.2 versions.

Unauthenticated Local File Inclusion in Hitek < 1.8.3 versions.

Unauthenticated PHP Object Injection in NeoBeat <= 1.7 versions.
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Hermes WebUI before 0.51.368 contains an authorization bypass vulnerability in the

get profile_cookie() function that accepts unauthenticated profile names from the
hermes_profile cookie. An authenticated attacker can forge the hermes_profile cookie value to
bypass profile-scoped authorization checks and access sessions, files, and resources across
different profiles.

Unauthenticated PHP Object Injection in Fidalgo <= 1.2.2 versions.

Unauthenticated Local File Inclusion in Aperitif <= 1.5 versions.

Coturn is a free open source implementation of TURN and STUN Server. Versions prior to 4.10.0
contain a stack buffer overflow in decode_oauth_token_gcm(). A uintl6_t nonce_len field read
from an attacker-supplied OAuth access token (0-65535) is passed directly to memcpy() as the
copy length into a 256-byte stack buffer (oauth_encrypted_block.nonce[256]) without bounds
checking. The overflow occurs before AES-GCM authentication is verified, the attacker does not
need to know the OAuth key or produce a valid AES-GCM token. Up to 735 bytes of attacker-
controlled data are written past the buffer, may corrupt adjacent stack data, including control-
flow data depending on compiler, ABI, and mitigations. Requires --oauth mode (non-default).
This may provide a plausible RCE primitive depending on exploit mitigations; because coturn is
widely deployed for WebRTC TURN/STUN and --oauth is commonly recommended, impact can be
broad. This issue has been fixed in version 4.10.0.

A stored cross-site scripting vulnerability in the Runtime component of Pilz PASvisu before 1.14.1
and PMI v8xx up to and including 2.0.33992 allows a low-privileged remote unauthenticated
attacker to manipulate process data with potential impact on integrity and/or availability.

Unauthenticated Local File Inclusion in Getaway < 1.8 versions.

Unauthenticated PHP Object Injection in Zermatt <= 1.6.1 versions.

Unauthenticated Local File Inclusion in Mr. SEO <= 2.0 versions.

When NGINX Plus or NGINX Open Source is configured as the data plane for NGINX Gateway
Fabric, an injection vulnerability exists in the NGINX configuration generator component of
NGINX Gateway Fabric. User-supplied string values from the NginxProxy Custom Resource
Definition (CRD) access log format setting are rendered directly into NGINX configuration
templates without sanitization or escaping. An authenticated attacker with permission to create
or modify these CRDs may craft values that inject arbitrary NGINX configuration directives. This
is a control plane issue; there is no data plane exposure from the vulnerability trigger itself.
Note: Software versions which have reached End of Technical Support (EoTS) are not evaluated.

Unauthenticated PHP Object Injection in Zoya <= 1.4 versions.

Unauthenticated PHP Object Injection in Ashtanga <= 1.2 versions.

Dell PowerFlex Manager, version(s) [Versions], contain(s) an Improper Authentication
vulnerability. An unauthenticated attacker with adjacent network access could potentially exploit
this vulnerability, leading to Unauthorized access.

When NGINX Plus is configured as the data plane for NGINX Gateway Fabric, an injection
vulnerability exists in the NGINX configuration generator component of NGINX Gateway Fabric.
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User-supplied string values from the NginxProxy Custom Resource Definition serverTokens field

and the AuthenticationFilter Custom Resource Definition extraAuthArgs field are rendered

directly into NGINX configuration templates without sanitization or escaping. An authenticated

attacker with permission to create or modify these Custom Resource Definitions may craft

values that inject arbitrary NGINX configuration directives. This is a control plane issue; there is

no data plane exposure from the vulnerability trigger itself. Note: Software versions which have

reached End of Technical Support (EoTS) are not evaluated.

Unauthenticated Local File Inclusion in Gamic <= 1.15 versions.

Unauthenticated Local File Inclusion in Granola <= 1.13 versions.

Unauthenticated Local File Inclusion in Skyward <= 1.10 versions.

Unauthenticated Local File Inclusion in Gunslinger <= 1.7 versions.

Unauthenticated Local File Inclusion in Eventicity <= 1.5 versions.

Unauthenticated Local File Inclusion in Etude <= 1.6 versions.

Unauthenticated Local File Inclusion in Line Agency <= 1.3.1 versions.

Improper Control of Filename for Include/Require Statement in PHP Program ('‘PHP Remote File

Inclusion') vulnerability in StylemixThemes Motors allows PHP Local File Inclusion. This issue

affects Motors: from n/a through 1.4.109.

Unauthenticated PHP Object Injection in PressMart <= 1.2.26 versions.

Unauthenticated PHP Object Injection in Alukas < 3.0.0 versions.

Unauthenticated Local File Inclusion in Solene Core <= 2.3.2 versions.

Unauthenticated PHP Object Injection in Konsept <= 1.9 versions.

Unauthenticated Local File Inclusion in Uppercase < 1.2.2 versions.

Unauthenticated PHP Object Injection in Hiroshi <= 1.5.1 versions.

Unauthenticated PHP Object Injection in SingleMalt <= 1.5 versions.
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Unauthenticated Local File Inclusion in Atomlab <= 2.4.5 versions.

Unauthenticated PHP Object Injection in ShiftUp <= 1.3 versions.

Unauthenticated PHP Object Injection in Eldon <= 1.4.1 versions.

Unauthenticated PHP Object Injection in Manufaktur Solutions <= 1.1.1 versions.

Unauthenticated Local File Inclusion in Kastell <= 2.0 versions.

Unauthenticated Local File Inclusion in Preservation <= 1.10 versions.

Unauthenticated Local File Inclusion in Fortius <= 2.3.0 versions.

Unauthenticated PHP Object Injection in EasyMeals <= 1.5.1 versions.

Unauthenticated Local File Inclusion in Snow Club <= 1.1 versions.

Unauthenticated PHP Object Injection in Roisin <= 1.4 versions.

Unauthenticated PHP Object Injection in TechLink <= 1.3 versions.

Unauthenticated PHP Object Injection in Léonie <= 1.2.1 versions.

Unauthenticated PHP Object Injection in Esmée <= 1.4 versions.

Unauthenticated PHP Object Injection in Behold <= 1.5 versions.

Unauthenticated PHP Object Injection in Valeska <= 1.2.2 versions.

Unauthenticated PHP Object Injection in Chateau <= 1.2.1 versions.

picklescan before 0.0.30 fails to detect cProfile.runctx function calls in pickle file reduce
methods, allowing attackers to execute arbitrary code. Malicious pickle files bypass picklescan
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detection and execute remote code when loaded via pickle.load().

picklescan before 0.0.30 fails to detect malicious pickle files using
idlelib.pyshell.ModifiedInterpreter.runcommand in reduce methods. Attackers can embed
undetected code in pickle files that executes remote commands when loaded by victims.

picklescan before 0.0.28 fails to detect malicious pickle files that invoke
torch.utils._config_module.load_config function within reduce methods. Attackers can craft pickle
files embedding arbitrary code that evades detection but executes during pickle.load, enabling
remote code execution in supply chain attacks.

AVideo through 29.0 contains an authorization bypass vulnerability in the Meet plugin's
uploadRecordedVideo.json.php endpoint that derives the target users_id from the uploaded
filename without verification. An attacker with knowledge of the Meet shared secret can craft a
malicious file upload with a filename containing an arbitrary users_id to invoke passwordless
User->login() and establish an authenticated session as any user including admin. Attackers can
obtain the Meet shared secret through path-traversal vulnerabilities or timing attacks against
checkToken.json.php, then POST a crafted file to uploadRecordedVideo.json.php with a filename
like '1-anything.mp4' to hijack admin sessions and gain full account takeover.

Missing Authorization in the server management routes (routes/admin.php) in Azuriom Azuriom
CMS before 1.2.11 on all platforms allows an authenticated attacker with the admin.access
permission to create AzLink server tokens and take over non-admin user accounts by changing
their passwords and email addresses via crafted HTTP requests to /admin/servers/create and the
AzLink API endpoints (/api/azlink/password, /api/azlink/email, /api/azlink/user/{id}).

The Database for Contact Form 7, WPforms, Elementor forms plugin for WordPress is vulnerable
to arbitrary file deletion due to insufficient file path validation in the view_page function in all
versions up to, and including, 1.5.1. This makes it possible for unauthenticated attackers to
delete arbitrary files on the server, which can easily lead to remote code execution when the
right file is deleted (such as wp-config.php). Successful exploitation requires an administrator to
view or edit the poisoned form entry, at which point PHP's bracket parser reshapes the attacker-
crafted JSON key to bypass the stored-path isset check and trigger deletion of the traversal-
specified file.

NGINX Open Source has a vulnerability in the ngx_http_v3_module module. When NGINX Open
Source is configured to use the HTTP/3 QUIC module, a remote unauthenticated attacker along
with conditions beyond their control can use a specially crafted HTTP/3 session to reopen a
QPACK encoder stream. This may cause a Use-after-Free in the NGINX worker process leading to
a restart. Additionally, attackers can execute code on systems with Address Space Layout
Randomization (ASLR) disabled or when the attacker can bypass ASLR. Note: Software versions
which have reached End of Technical Support (EoTS) are not evaluated.

NGINX Plus and NGINX Open Source have a vulnerability in the ngx_http_proxy_v2_module and
ngx_http_grpc_module modules. This vulnerability exists when the proxy_http_version to 2 or
grpc_pass directives are used to proxy HTTP/2 traffic, the ignore_invalid_headers directive is set
to off, and the large_client_header_buffers directive size is larger than 2 megabytes. A remote,
unauthenticated attacker, along with conditions beyond their control, could send large headers
while creating an upstream request. This may cause a heap-based buffer overflow in the NGINX
worker process leading to a restart. Additionally, attackers can execute code on systems with
Address Space Layout Randomization (ASLR) disabled or when the attacker can bypass ASLR.
Note: Software versions which have reached End of Technical Support (EoTS) are not evaluated.

gonic is a music streaming server / free-software subsonic server APl implementation. Prior to
version 0.21.0, a logic error in “ServeCreateOrUpdatePlaylist™ allows any authenticated Subsonic
user (including non-admin) to write playlist M3U content to an attacker-controlled absolute
filesystem path on the gonic host, and to create intermediate directories with *00777"
permissions. The bug is independent of CVE-2026-49338 and CVE-2026-49339. It is an
unreachable guard clause combined with no path containment in *“Store.Write". Version 0.21.0
patches the issue.

mcp-memory-service is a semantic memory layer for Al applications. Prior to version 10.65.3,
the HTTP MCP JSON-RPC endpoint at */mcp” requires only OAuth “read” scope for all requests,
then dispatches “tools/call” directly to handlers that include mutating tools. A read-only OAuth
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client can call “store_memory™ and “delete_memory" through MCP even though the
corresponding REST endpoints require “write® scope. Version 10.65.3 patches the issue.

PhpWeasyPrint is a PHP library allowing PDF generation from a URL or an HTML page. Prior to
version 2.6.0, “pontedilana/php-weasyprint™ guarded the output filename against the “phar://®
stream wrapper with a case-sensitive blacklist. PHP stream wrappers are case-insensitive, so
"PHAR://", "Phar://", etc. bypass the check and reach “fileExists()" (" file_exists()") in
“prepareOutput()”. On PHP 7 (which the library still supports — PHP 7.4+), this triggers
deserialization of a crafted PHAR archive's metadata, leading to remote code execution. This is
the patch-bypass of CVE-2023-28115. The same issue and fix were handled upstream in
KnpLabs/snappy (GHSA-92rv-4j2h-8mijj). PhpWeasyPrint version 2.6.0 contains a patch for the
issue.

Unauthenticated Local File Inclusion in Imba <= 1.5.0 versions.

Unauthenticated Local File Inclusion in LuxMed | Medicine & Healthcare Doctor WordPress
Theme <= 1.2.2 versions.

Unauthenticated Local File Inclusion in Dazzle <= 1.0.0 versions.

Apache Doris MCP Server contains a SQL injection vulnerability in a metadata query path. A
user-controlled database name is directly interpolated into a SQL query, and the query is
executed without passing the caller's authorization context. This may allow an authenticated
attacker, or an anonymous attacker if authentication is disabled, to bypass SQL security
validation and access metadata outside the intended database scope. Affected users are
recommended to upgrade to Doris version 0.6.1 or later, which fixes the issue.

Cotonti 1.0.0 (master branch, commit f43f1fc3) is vulnerable to Cross-Site Request Forgery in

the Personal File Storage (PFS) module. In modules/pfs/inc/pfs.main.php, the file upload action

(‘a=upload') processes uploaded files without calling cot_check_xg() to validate the anti-CSRF

token, even though sibling actions such as 'delete’ (line 272) do. A remote attacker who lures an

authenticated user into visiting a malicious page can force the browser to submit a forged

multipart request that uploads arbitrary files into the victim's PFS storage.

Unauthenticated Local File Inclusion in Grecko <= 5.17 versions.

Unauthenticated Local File Inclusion in Truemag <= 4.3.14.2 versions.

Unauthenticated Local File Inclusion in Deliciosa <= 1.10.0 versions.

Unauthenticated Local File Inclusion in Especio <= 1.0 versions.

Unauthenticated Local File Inclusion in Food Drop <= 1.3 versions.

Unauthenticated Local File Inclusion in Wanium <= 1.9.8 versions.

Unauthenticated Local File Inclusion in Kelly Young <= 1.1.0 versions.
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Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

in Abelle <= 1.22 versions.

in Mission <= 1.22 versions.

in Gat <= 1.16 versions.

in Dom <= 1.24 versions.

in Putter <= 1.17 versions.

in Quirky <= 1.23 versions.

in Top Dog <= 1.0.5 versions.

in Medeus <= 1.14 versions.

in Printo <= 1.11 versions.

in Gita <= 1.11 versions.

in Snowy <= 1.13 versions.

Vulnerability in the PeopleSoft Enterprise CS Campus Community product of Oracle PeopleSoft
(component: Security). The supported version that is affected is 9.2.38. Difficult to exploit
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
PeopleSoft Enterprise CS Campus Community. Successful attacks of this vulnerability can result
in takeover of PeopleSoft Enterprise CS Campus Community. CVSS 3.1 Base Score 8.1
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Siebel CRM Cloud Applications product of Oracle Siebel CRM (component:
Siebel Cloud Manager). Supported versions that are affected are 17.0-26.5. Difficult to exploit
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
Siebel CRM Cloud Applications. Successful attacks of this vulnerability can result in takeover of
Siebel CRM Cloud Applications. CVSS 3.1 Base Score 8.1 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated Local File Inclusion

Unauthenticated Local File Inclusion

in WineShop <= 3.17 versions.

in Choreo <= 1.6 versions.
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Unauthenticated Local File Inclusion in Eros <= 1.3 versions. 8.1
Unauthenticated Local File Inclusion in Spike <= 1.2 versions. 8.1
Unauthenticated Local File Inclusion in Orpheus <= 1.3 versions. 8.1
Unauthenticated Local File Inclusion in Resurs <= 1.3 versions. 8.1
Unauthenticated Local File Inclusion in Tipsy <= 1.1 versions. 8.1

Vulnerability in the PeopleSoft Enterprise CS Student Financials product of Oracle PeopleSoft
(component: Other). The supported version that is affected is 9.2.38. Easily exploitable

vulnerability allows low privileged attacker with network access via HTTP to compromise

PeopleSoft Enterprise CS Student Financials. Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all PeopleSoft Enterprise 8.1
CS Student Financials accessible data as well as unauthorized access to critical data or complete
access to all PeopleSoft Enterprise CS Student Financials accessible data. CVSS 3.1 Base Score

8.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N).

Unauthenticated Local File Inclusion in ITactics <= 1.0 versions. 8.1
Unauthenticated Local File Inclusion in Corbesier <= 1.15.0 versions. 8.1
Unauthenticated Local File Inclusion in CopyPress <= 1.4.5 versions. 8.1
Unauthenticated Local File Inclusion in Ingenioso <= 1.14.0 versions. 8.1

picklescan before 0.0.33 fails to detect malicious pickle files that invoke
numpy.f2py.crackfortran.myeval function through the reduce method. Attackers can craft
malicious pickle files embedding arbitrary code that evades picklescan detection and executes
remote code when loaded.

Vulnerability in the Oracle Enterprise Command Center Framework product of Oracle E-Business

Suite (component: Core). Supported versions that are affected are V15 and V16. Easily

exploitable vulnerability allows unauthenticated attacker with network access via HTTPS to
compromise Oracle Enterprise Command Center Framework. Successful attacks require human
interaction from a person other than the attacker. Successful attacks of this vulnerability can

result in unauthorized creation, deletion or modification access to critical data or all Oracle 8.1
Enterprise Command Center Framework accessible data as well as unauthorized access to

critical data or complete access to all Oracle Enterprise Command Center Framework accessible

data. CVSS 3.1 Base Score 8.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:N).

Vulnerability in the Oracle Configure to Order product of Oracle E-Business Suite (component:
Supply to Order Workbench). Supported versions that are affected are 12.2.3-12.2.15. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle Configure to Order. Successful attacks of this vulnerability can result in
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unauthorized creation, deletion or modification access to critical data or all Oracle Configure to
Order accessible data as well as unauthorized access to critical data or complete access to all
Oracle Configure to Order accessible data. CVSS 3.1 Base Score 8.1 (Confidentiality and Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N).

Vulnerability in the JD Edwards EnterpriseOne Accounts Payable product of Oracle JD Edwards
(component: Accounts Payable). The supported version that is affected is 9.2. Easily exploitable
vulnerability allows low privileged attacker with network access via HTTP to compromise D
Edwards EnterpriseOne Accounts Payable. Successful attacks of this vulnerability can result in
unauthorized creation, deletion or modification access to critical data or all JD Edwards
EnterpriseOne Accounts Payable accessible data as well as unauthorized access to critical data
or complete access to all JD Edwards EnterpriseOne Accounts Payable accessible data. CVSS 3.1
Base Score 8.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N).

Caddy is an extensible server platform that uses TLS by default. From 2.7.0 until 2.11.3, the
FastCGl transport's splitPos() in modules/caddyhttp/reverseproxy/fastcgi/fastcgi.go misuses
golang.org/x/text/search with search.lgnoreCase when the request path contains a non-ASCII
byte. Two distinct flaws in that fallback let an attacker mislead Caddy's FastCGl splitting into
treating a non-.php (or other configured split_path extension) file as a script. In any deployment
where the attacker can place content into a file served via FastCGl (uploads, file storage, etc.),
this can be escalated to remote code execution by crafting a URL whose path triggers either
flaw. This vulnerability is fixed in 2.11.3.

Deno is a JavaScript, TypeScript, and WebAssembly runtime. Prior to 2.7.10, Deno's
node:child_process implementation provided an escapeShellArg() helper used when callers
passed shell: true to spawn / spawnSync / exec and friends. On Windows, the helper failed to
quote arguments that contained cmd.exe metacharacters and did not neutralize % (which
cmd.exe expands even inside double-quoted strings). An attacker who controlled any portion of
an argument passed to such a call could inject arbitrary additional commands into the spawned
cmd.exe invocation. This vulnerability is fixed in 2.7.10.

NetComm NF20MESH routers running firmware R6B031 and earlier contain an authentication
bypass vulnerability that allows unauthenticated attackers to gain administrative access by
exploiting a hardcoded AES-256 key used to encrypt session cookies for the web management
interface. Attackers can forge a valid encrypted session cookie using the shared hardcoded key
and bypass authentication checks to obtain full administrative control of the management
interface while any legitimate administrator session is active.

OpenRemote before 1.25.0 contains an insecure direct object reference (IDOR) vulnerability in
the bulk alarm deletion endpoint that allows authenticated users to permanently delete alarms
belonging to other tenants by supplying arbitrary alarm IDs. The removeAlarms() method in
AlarmResourcelmpl.java omits realm-scoping validation in its JPA query, enabling any user with
alarm-write permissions to enumerate sequential auto-increment alarm IDs and delete cross-
tenant alarm records without authorization.

Crawl4Al before 0.8.8 contains an arbitrary file write vulnerability in the screenshot and PDF
endpoints that allows unauthenticated attackers to write files outside the intended directory via
symlink and time-of-check-time-of-use (TOCTOU) attacks on the output_path parameter. Remote
attackers can exploit insufficient path validation and symlink following to achieve arbitrary file
write and potential code execution on systems where the runtime user has write access to
executable or cron locations.

Caddy is an extensible server platform that uses TLS by default. Prior to 2.11.4, forward_auth
copy_headers deletes the exact client-supplied identity header before copying the trusted value
from the auth gateway. But when the request later goes through php_fastcgi, Caddy normalizes
HTTP headers into CGl variables by replacing - with _. This lets a client send an underscore alias
that survives the forward_auth delete step but becomes the same PHP/FastCGI variable. Result:
a remote client can inject or sometimes override identity/group headers trusted by PHP/FastCGlI
applications behind Caddy. This vulnerability is fixed in 2.11.4.

Capgo before 12.128.2 contains a security control bypass vulnerability where the PostgREST/RLS
plane accepts plaintext APl keys through the capgkey header despite enforce_hashed_api_keys
being enabled. Attackers can bypass org-level hashed-key enforcement by sending plaintext API
keys directly to the PostgREST/RLS plane to access protected resources.

8.1

8.1

8.1

8.1

8.1

8.1

8.1

o]

1

Details

More

Details

Details

More

Details

=<
o
S
o)

:

More


https://nvd.nist.gov/vuln/detail/CVE-2026-46939
https://nvd.nist.gov/vuln/detail/CVE-2026-46891
https://nvd.nist.gov/vuln/detail/CVE-2026-45135
https://nvd.nist.gov/vuln/detail/CVE-2026-49402
https://nvd.nist.gov/vuln/detail/CVE-2026-35019
https://nvd.nist.gov/vuln/detail/CVE-2026-56784
https://nvd.nist.gov/vuln/detail/CVE-2026-56258
https://nvd.nist.gov/vuln/detail/CVE-2026-52845
https://nvd.nist.gov/vuln/detail/CVE-2026-56243

CVE-
2025-
71376

CVE-
2025-
71370

CVE-
2025-
58924

CVE-
2025-
69116

CVE-
2025-
58952

CVE-
2025-
58953

CVE-
2025-
58954

CVE-
2025-
71341

CVE-
2025-
60085

CVE-
2025-
69105

CVE-
2025-
69107

CVE-
2025-
69109

CVE-
2025-
69110

CVE-
2025-
69112

CVE-
2025-
69113

CVE-
2025-
69114

CVE-

picklescan before 0.0.29 fails to detect malicious pickle files using
idlelib.autocomplete.AutoComplete.fetch_completions in reduce methods. Attackers can embed
undetected code in pickle files that executes arbitrary commands when loaded by victims.

picklescan before 0.0.28 fails to detect malicious torch.jit.unsupported_tensor_ops.execWrapper

function calls embedded in pickle files. Attackers can craft malicious pickle files that bypass

picklescan detection and execute arbitrary code when loaded via pickle.load().

Unauthenticated Local File Inclusion in Geya <= 1.15 versions.

Unauthenticated Local File Inclusion in lona <= 1.0.8 versions.

Unauthenticated Local File Inclusion in Neuronet < 1.14.0 versions.

Unauthenticated Local File Inclusion in Joly <= 1.22.0 versions.

Unauthenticated Local File Inclusion in HomeRoofer <= 2.11.0 versions.

picklescan before 0.0.29 fails to detect the profile.Profile.runctx function when analyzing pickle

files, allowing attackers to embed undetected malicious code. Remote attackers can craft

malicious pickle files using profile.Profile.runctx in the reduce method to achieve remote code

execution when the pickle file is loaded.

Unauthenticated Local File Inclusion in Learnify <= 1.15.0 versions.

Unauthenticated Local File Inclusion in Modernee <= 1.6.0 versions.

Unauthenticated Local File Inclusion in Rosaleen <= 2.8 versions.

Unauthenticated Local File Inclusion in Raider Spirit <= 1.1.2 versions.

Unauthenticated Local File Inclusion in AirSupply <= 2.0.0 versions.

Unauthenticated Local File Inclusion in Planty <= 1.14.0 versions.

Unauthenticated Local File Inclusion in Nexio <= 1.10.0 versions.

Unauthenticated Local File Inclusion in MaxiNet <= 1.2.10 versions.
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Unauthenticated Local File Inclusion in Roneous <= 2.1.5 versions. 8.1

Vulnerability in the Oracle Receivables product of Oracle E-Business Suite (component: Internal
Operations). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit
vulnerability allows unauthenticated attacker with network access via SOAP to compromise
Oracle Receivables. Successful attacks of this vulnerability can result in takeover of Oracle
Receivables. CVSS 3.1 Base Score 8.1 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

8.1

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft

(component: Performance Monitor). Supported versions that are affected are 8.61 and 8.62.

Difficult to exploit vulnerability allows unauthenticated attacker with network access via HTTP to
compromise PeopleSoft Enterprise PT PeopleTools. Successful attacks of this vulnerability can 8.1
result in takeover of PeopleSoft Enterprise PT PeopleTools. CVSS 3.1 Base Score 8.1

(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated Broken Authentication in Booknetic <= 4.8.5 versions. 8.1

Unauthenticated Local File Inclusion in EcoBlue <= 1.15 versions. 8.1

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft

(component: Deployment Package). Supported versions that are affected are 8.61 and 8.62.

Difficult to exploit vulnerability allows unauthenticated attacker with network access via HTTPS

to compromise PeopleSoft Enterprise PT PeopleTools. Successful attacks of this vulnerability can 8.1
result in takeover of PeopleSoft Enterprise PT PeopleTools. CVSS 3.1 Base Score 8.1

(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

Unauthenticated Local File Inclusion in AutoParts <= 1.5.8 versions. 8.1

Unauthenticated Local File Inclusion in Right Way <= 4.0 versions. 8.1

piscina is a node.js worker pool implementation. Prior to 6.0.0-rc.2, 5.2.0, and 4.9.3, piscina's
constructor and run() paths read the filename option via plain member access. Both reads fall
through the prototype chain when the caller's options object doesn't have filename as an own
property. When Object.prototype.filename is polluted upstream the inherited value flows to
worker_threads.Worker import and the attacker's .mjs runs in the worker. This vulnerability is
fixed in 6.0.0-rc.2, 5.2.0, and 4.9.3.

jackson-databind contains the general-purpose data-binding functionality and tree-model for
Jackson Data Processor. From 2.10.0 until 2.18.8, 2.21.4, and 3.1.4, jackson-databind's
PolymorphicTypeValidator (PTV) is the primary safety mechanism guarding polymorphic
deserialization. When polymorphic typing is enabled and a type identifier contains generic
parameters (i.e. the type ID string contains <), DatabindContext._resolveAndValidateGeneric()
validates only the raw container class name (the substring before <) against the configured PTV.
If the container type is approved, the method parses the full canonical type string via
TypeFactory.constructFromCanonical() and returns the fully parameterized type without ever
validating the nested type arguments against the PTV. The nested type arguments are then
resolved, instantiated, and populated as beans during deserialization. An attacker who controls
the type ID can therefore place a denied class as a generic type parameter of an allowed
container — for example java.util.ArrayList<com.evil.Gadget> when only java.util.ArrayList is
allow-listed. The container passes the PTV check; com.evil.Gadget is loaded via
Class.forName(name, true, loader), instantiated, and its properties are set from attacker-
controlled JSON. This completely bypasses an explicitly configured PTV allow-list. This
vulnerability is fixed in 2.18.8, 2.21.4, and 3.1.4.
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Unauthenticated Local File Inclusion in Reprizo <= 1.0.8 versions.

Unauthenticated Local File Inclusion in Promo <= 1.3.0 versions.

Dell Wyse Management Suite (WMS), versions prior to WMS 2605, contain an Improper
Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability. A low
privileged attacker with remote access could potentially exploit this vulnerability, leading to
Unauthorized access.

IBMi 7.6, 7.5, 7.4, and 7.3, IBM WebSphere Application Server, and IBM WebSphere Application
Server Liberty - when using Intelligent Management with the WebSphere WebServer Plug-in
component - are vulnerable to remote code execution and denial of service. This vulnerability
can be exploited when an attacker impersonates backend servers and sends crafted responses
to the plug-in.

An issue in Pivotal CRM v.6.6.04.08 allows a remote attacker to execute arbitrary code via the
Pivotal.Core.Common.dll and Pivotal.Engine.Client.Services.Conversion.dll components.

jackson-databind contains the general-purpose data-binding functionality and tree-model for
Jackson Data Processor. From 2.10.0 until 2.18.8, 2.21.4, and 3.1.4,
BasicPolymorphicTypeValidator.Builder.allowlfSubTypelsArray() allowlists any array type based
only on clazz.isArray(), without validating the array's component (element) type against the
configured allowlist. A PTV built with allowlfSubTypelsArray() plus an explicit concrete-type
allowlist therefore still permits EvilType[] even though EvilType is not allowlisted. When Jackson
deserializes the elements and no per-element type IDs are present, it instantiates the
component type directly with no further PTV check, bypassing the allowlist. This vulnerability is
fixed in 2.18.8, 2.21.4, and 3.1.4.

Picklescan before 0.0.33 fails to detect the numpy.f2py.crackfortran. eval length gadget in
pickle _reduce__ methods, allowing arbitrary code execution. Attackers can craft malicious
pickle files that execute arbitrary Python code when loaded by victims who trust Picklescan's
safety validation.

picklescan before 0.0.30 (affected versions 0.0.26 and earlier) fails to detect the
ensurepip._run_pip built-in function when scanning pickle files, allowing attackers to execute
arbitrary code. Malicious pickle files embedding ensurepip._run_pip calls in __reduce__ methods
bypass picklescan detection and achieve remote code execution upon pickle.load() invocation.

picklescan before 0.0.29 fails to detect malicious pickle files that exploit
idlelib.autocomplete.AutoComplete.get_entity function in reduce methods. Attackers can embed
undetected code in pickle files that executes arbitrary commands when loaded by victims using
pickle.load().

Vulnerability in the PeopleSoft Enterprise PT PeopleTools product of Oracle PeopleSoft
(component: Application Server). Supported versions that are affected are 8.61 and 8.62.
Difficult to exploit vulnerability allows unauthenticated attacker with network access via HTTP to
compromise PeopleSoft Enterprise PT PeopleTools. Successful attacks of this vulnerability can
result in takeover of PeopleSoft Enterprise PT PeopleTools. CVSS 3.1 Base Score 8.1
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Difficult to exploit
vulnerability allows unauthenticated attacker with network access via HTTP to compromise
Oracle WebCenter Content. Successful attacks require human interaction from a person other
than the attacker and while the vulnerability is in Oracle WebCenter Content, attacks may
significantly impact additional products (scope change). Successful attacks of this vulnerability
can result in unauthorized creation, deletion or modification access to critical data or all Oracle
WebCenter Content accessible data as well as unauthorized access to critical data or complete
access to all Oracle WebCenter Content accessible data. CVSS 3.1 Base Score 8.0
(Confidentiality and Integrity impacts). CVSS Vector:
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(CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:N).

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTP to
compromise Oracle WebCenter Sites. Successful attacks require human interaction from a
person other than the attacker. Successful attacks of this vulnerability can result in takeover of
Oracle WebCenter Sites. CVSS 3.1 Base Score 8.0 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H).

In multiple locations, there is a possible 3rd party passkey entry pairing approval due to a
missing permission check. This could lead to remote (proximal/adjacent) escalation of privilege
with no additional execution privileges needed. User interaction is not needed for exploitation.

Unrestricted Upload of File with Dangerous Type vulnerability in Kodezen LLC Academy LMS Pro
allows Upload a Web Shell to a Web Server. This issue affects Academy LMS Pro: from n/a before
3.5.2.

Vulnerability in the Oracle iSupplier Portal product of Oracle E-Business Suite (component: Home
Page). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable vulnerability
allows low privileged attacker with network access via HTTPS to compromise Oracle iSupplier
Portal. Successful attacks require human interaction from a person other than the attacker.
Successful attacks of this vulnerability can result in takeover of Oracle iSupplier Portal. CVSS 3.1
Base Score 8.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H).

HVM guest I/O port accesses are subject to either emulation or at least translation. Translations
are managed by the device model (via XEN_DOMCTL _ioport_mapping), and hence the linked list
used may changed at any time. Traversal of those lists (while handling guest I/O port accesses)
therefore needs synchronizing with updates, which was missing so far.

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console).
Supported versions that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable
vulnerability allows low privileged attacker with logon to the infrastructure where WebLogic
Server executes to compromise WebLogic Server. Successful attacks require human interaction
from a person other than the attacker and while the vulnerability is in WebLogic Server, attacks
may significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized creation, deletion or modification access to critical data
or all WebLogic Server accessible data as well as unauthorized access to critical data or
complete access to all WebLogic Server accessible data. CVSS 3.1 Base Score 7.9
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N).

Matrix42 Remote Control Host 3.20.0031 contains an unquoted service path vulnerability in the
FastViewerRemoteService and FastViewerRemoteProxy services that allows local users to
execute arbitrary code with SYSTEM privileges. Attackers can place a malicious executable in
the Program Files directory with a crafted name to be executed by the service during startup,
gaining elevated privileges.

Missing symlink validation in Language Servers for AWS may allow an arbitrary file write outside
of the workspace trust boundary. This may occur when a local user opens a workspace with a
maliciously crafted symlink that resolves to a file path outside the workspace trust boundary. To
remediate this issue, users should upgrade to version 1.69.0 or higher.

Acrobat Reader versions 2020.009.20074, 2020.001.30002, 2017.011.30171, 2015.006.30523
and earlier are affected by an out-of-bounds write vulnerability that could result in arbitrary code
execution in the context of the current user. Exploitation of this issue requires user interaction in
that a victim must open a malicious file.

A weakness has been identified in IM-Magic Partition Resizer up to 7.9.0. This affects an
unknown function in the library MDA _NTDRV.sys of the component Kernel Driver. This
manipulation causes improper access controls. The attack requires local access. The exploit has
been made available to the public and could be used for attacks. The vendor was contacted
early about this disclosure but did not respond in any way.
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Vulnerability in the Siebel CRM Deployment product of Oracle Siebel CRM (component: Database
Upgrade). Supported versions that are affected are 17.0-26.5. Easily exploitable vulnerability
allows low privileged attacker with logon to the infrastructure where Siebel CRM Deployment
executes to compromise Siebel CRM Deployment. Successful attacks of this vulnerability can
result in takeover of Siebel CRM Deployment. CVSS 3.1 Base Score 7.8 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Dell AlOps Collector versions prior to 1.18.3 contain a "Use of Default Credentials" vulnerability.
A low privileged attacker with console access could potentially exploit this vulnerability to gain
Filesystem access. This vulnerability only affects fresh installations of Collector versions earlier
than 1.18.3. Systems that have been upgraded (either manually or automatically) to version
1.18.3 or later are not impacted, even if they were originally installed on an earlier version.

AVAST Antivirus 25.11 contains an unquoted service path vulnerability in the SecureLine service
that allows local non-privileged users to execute code with elevated SYSTEM privileges.
Attackers can exploit the unquoted binary path in the service configuration to inject malicious
executables that execute with high-level system permissions.

Comodo Dragon Browser versions up to 52.15.25.663 contain a privilege escalation vulnerability
in the DragonUpdater service due to an unquoted service path running with SYSTEM privileges.
A local attacker can insert a malicious executable in the service path and execute arbitrary code
with elevated privileges upon service restart or system reboot.

Windows Firewall Control 4.8.6.0 contains an unquoted service path vulnerability that allows
local attackers to escalate privileges by inserting malicious executables in the service path.
Attackers can place executable files in unquoted path directories that the wfcs.exe service will
execute with LocalSystem privileges upon service restart or system reboot.

Chromacam 4.0.3.0 contains an unquoted service path vulnerability in the
PsyFrameGrabberService that allows local attackers to execute arbitrary code by placing
malicious executables in unquoted path directories. Attackers with write access to C:\ or
subdirectories like C:\Program Files (x86)\Personify\ can place a malicious Program.exe or
PsyFrameGrabberService.exe file that executes with LocalSystem privileges when the service
starts automatically at boot.

Malwarebytes 4.5 contains an unquoted service path vulnerability in the MBAMService
executable that allows local attackers to escalate privileges by injecting malicious code into the
system root path. Attackers can place executable files in unquoted path directories that execute
with LocalSystem privileges during service startup or system reboot.

Brother SAPSprint 7.60 contains an unquoted service path vulnerability in the SAPSprint service
binary that allows local attackers to escalate privileges. Attackers can place a malicious
executable in the Program Files directory path to be executed with LocalSystem privileges when
the service starts automatically.

In Telecomm, there is a possible way to initiate an unauthorized phone call due to a permissions
bypass. This could lead to local escalation of privilege with no additional execution privileges
needed. User interaction is not needed for exploitation.

Network Inventory Advisor 5.0.26.0 installs the niaservice service with an unquoted binary path
that allows local attackers to escalate privileges by placing malicious executables in
intermediate directories. Attackers can exploit the unquoted path in the service configuration to
execute arbitrary code with LocalSystem privileges when the service starts or restarts.

Improper trust boundary enforcement in Language Servers for AWS before version 1.65.0 on all
supported platforms may allow a for arbitrary code execution. If a local user opens a maliciously
crafted workspace, any commands within the project configuration files may be automatically
executed. This issue requires the user to trust the workspace when prompted. To remediate this
issue, users should upgrade to Language Servers for AWS version 1.65.0 or higher.

NetDrive 2.6.12 contains an unquoted service path vulnerability in the
Netdrive2_Service_Netdrive2 service that allows local users to execute arbitrary code with
SYSTEM privileges. Attackers can insert malicious executables in the system root path that will
be executed during service startup or system reboot, resulting in privilege escalation.

In multiple locations there is a possible provisioning bypass due to improper input validation.
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This could lead to local escalation of privilege with no additional execution privileges needed.
User interaction is not needed for exploitation.

Wondershare PDFelement 5.2.9 contains a privilege escalation vulnerability due to an unquoted
service path in the WsAppService Windows service. Local attackers can place a malicious
executable in the service path and execute code with LocalSystem privileges upon service
restart or system reboot.

In overrideConfig of CarrierConfigLoader.java, there is a possible way to bypass UID check due
to a permissions bypass. This could lead to local escalation of privilege with no additional
execution privileges needed. User interaction is not needed for exploitation.

Winstep 18.06.0096 contains an unquoted service path vulnerability in the Winstep Xtreme
Service that allows local attackers to escalate privileges. Attackers can place malicious
executables in the Program Files directory to be executed with LocalSystem privileges when the
service starts.

Realtek Audio Service 1.0.0.55 contains an unquoted service path vulnerability in
RtkAudioService64.exe that allows local attackers to escalate privileges by injecting malicious
code. Attackers can place executable files in the unquoted service path directory to execute
arbitrary code with LocalSystem privileges during service startup or system reboot.

RealTimes Desktop Service 18.1.4 contains an unquoted service path vulnerability in the
rpdsvc.exe binary that allows local attackers to escalate privileges. Attackers can place
malicious executables in unquoted path directories to execute arbitrary code with LocalSystem
privileges during service startup or system reboot.

Wise Care 365 4.27 and Wise Disk Cleaner 9.29 contain unquoted service path vulnerabilities in
the WiseBootAssistant and SpyHunter 4 Service respectively, allowing local users to execute
arbitrary code with SYSTEM privileges. Attackers can insert malicious executables in the system
root path that execute during service startup or system reboot with elevated privileges.

A flaw was found in the foreman-mcp-server. A session management vulnerability in the MCP
Server allows unauthenticated attackers to hijack active administrative sessions due to an
improper cache of authenticated client connections, by trusting a non-secret session ID without
re-validating authentication tokens and by logging all newly created session IDs to standard
logs. This issue can result in privilege escalation and infrastructure-wide code execution.

TFTP Broadband 4.3.0.1465 contains an unquoted service path vulnerability in the tftpt.exe
service binary that allows local attackers to execute arbitrary code with system privileges.
Attackers can place a malicious executable in the Program Files directory path that will be
executed during service startup or system reboot with LocalSystem privileges.

AnyDesk 2.5.0 contains an unquoted service path vulnerability that allows local users to execute
arbitrary code with SYSTEM privileges by exploiting the service installation. Attackers can insert
malicious executables in the system root path that execute with elevated privileges during
application startup or system reboot.

A vulnerability has been found in Ezbsystems UltralSO Premium Edition up to 9.76. Affected by
this issue is some unknown functionality in the library bootpt64.sys of the component Kernel
Driver. The manipulation leads to improper access controls. Local access is required to approach
this attack. The exploit has been disclosed to the public and may be used. The vendor was
contacted early about this disclosure but did not respond in any way.

Dell Wyse Management Suite (WMS), versions prior to WMS 2605, contain an Improper Link
Resolution Before File Access vulnerability. A low privileged attacker with local access could
potentially exploit this vulnerability, leading to Unauthorized access.

A flaw was found in the cifs-utils package where the cifs.upcall helper fails to securely drop its
root privileges before looking up user information inside a user-controlled environment. A local,
low privileged attacker can exploit this by using a crafted request_key payload to trick the root-
owned helper into entering a custom environment (namespace) containing a malicious NSS
module. This forces the system to load the attacker's controlled NSS Module and configuration,
allowing them to execute arbitrary commands as the root user, elevating their privileges and
fully compromising the system.

7.8

7.8

7.8

7.8

7.8

7.8

7.8

7.8

7.8

7.8

7.8

More

More

More

More

Details

More

More

Details

More
Details

Details

More

Details

Details


https://nvd.nist.gov/vuln/detail/CVE-2025-48643
https://nvd.nist.gov/vuln/detail/CVE-2020-37254
https://nvd.nist.gov/vuln/detail/CVE-2025-48617
https://nvd.nist.gov/vuln/detail/CVE-2020-37253
https://nvd.nist.gov/vuln/detail/CVE-2020-37252
https://nvd.nist.gov/vuln/detail/CVE-2020-37251
https://nvd.nist.gov/vuln/detail/CVE-2016-20093
https://nvd.nist.gov/vuln/detail/CVE-2026-12112
https://nvd.nist.gov/vuln/detail/CVE-2020-37250
https://nvd.nist.gov/vuln/detail/CVE-2016-20094
https://nvd.nist.gov/vuln/detail/CVE-2026-12786
https://nvd.nist.gov/vuln/detail/CVE-2026-44274
https://nvd.nist.gov/vuln/detail/CVE-2026-12505

CVE-
2016-
20085

CVE-
2016-
20087

CVE-
2026-
0019

CVE-
2026-
46461

CVE-
2026-
0068

CVE-
2026-
12778

CVE-
2023-
45795

CVE-
2026-
0063

CVE-
2026-
0071

CVE-
2026-
12779

CVE-
2026-
12780

CVE-
2026-
0081

CVE-
2026-
12781

Realtek High Definition Audio Driver 6.0.1.6730 contains an unquoted service path vulnerability
that allows local attackers to escalate privileges by placing a malicious executable in the service
path. Attackers can insert an executable file in the unquoted path and restart the service to
execute code with LocalSystem privileges.

Fortitude HTTP 1.0.4.0 contains an unquoted service path vulnerability that allows local users to
execute arbitrary code with elevated privileges by exploiting the service binary path. Attackers
can insert malicious executables in the system root path that execute with SYSTEM privileges
during service startup or system reboot.

In SettingsLib, there is a possible way to disable system components due to a logic error in the
code. This could lead to local escalation of privilege with no additional execution privileges
needed. User interaction is not needed for exploitation.

Dell Server Hardware Manager, versions prior to 3.2.2, contains an Improper Access Control
vulnerability. A low privileged attacker with local access could potentially exploit this
vulnerability, leading to Elevation of privileges.

In createSessioninternal of PackagelnstallerService.java, there is a possible method to remove a
DPC app from a managed device without DO consent due to desync from persistence. This could
lead to local escalation of privilege if a user can install a malicious app with no additional
execution privileges needed. User interaction is needed for exploitation.

A vulnerability has been found in AOMEI Partition Assistant up to 10.10.1. This vulnerability
affects unknown code in the library ampal0.sys of the component Kernel Driver. Such
manipulation leads to improper access controls. The attack must be carried out locally. The
exploit has been disclosed to the public and may be used. The vendor was contacted early about
this disclosure but did not respond in any way.

A cross-site scripting vulnerability in the Builder Component of Pilz PASvisu before 1.14.1 allows
a local unauthenticated attacker to inject malicious javascript and gain full control over the
device.

In setAllowedCarriers of PhonelnterfaceManager.java, there is a possible way to disable carrier
restrictions due to a logic error in the code. This could lead to local escalation of privilege with
no additional execution privileges needed. User interaction is not needed for exploitation.

In SettingsLib, there is a possible missing permission check due to a logic error in the code. This
could lead to local escalation of privilege with no additional execution privileges needed. User
interaction is not needed for exploitation.

A vulnerability was found in AOMEI Dynamic Disk Manager up to 10.10.1. This issue affects some
unknown processing in the library ddmdrv.sys of the component Kernel Driver. Performing a
manipulation results in improper access controls. The attack must be initiated from a local
position. The exploit has been made public and could be used. The vendor was contacted early
about this disclosure but did not respond in any way.

A vulnerability was determined in AOMEI Backupper up to 8.3.0. Impacted is an unknown
function in the library amwrtdrv.sys of the component Kernel Driver. Executing a manipulation
can lead to improper access controls. The attack needs to be launched locally. The exploit has
been publicly disclosed and may be utilized. The vendor was contacted early about this
disclosure but did not respond in any way.

In NFC, there is a possible way to spoof an NFC event due to a missing permission check. This
could lead to local escalation of privilege with no additional execution privileges needed. User
interaction is not needed for exploitation.

A vulnerability was identified in EaseUS Partition Master up to 14.5. The affected element is an
unknown function in the library epmntdrv.sys of the component Kernel Driver. The manipulation
leads to improper access controls. The attack needs to be performed locally. The exploit is
publicly available and might be used. You should upgrade the affected component. The vendor
explains: "We have confirmed that this issue was present only in older versions of the product.
Our product has since been updated, and the issue has been resolved in the latest version, so it
no longer exists."

Punto Switcher through 4.5.0.583 contains an unquoted search path element vulnerability that
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allows local attackers to execute arbitrary code by exploiting the application's call to WinExec
without a fully qualified path for RunDII32.exe when invoking shell32.dll Control_RunDLL
input.dll. Attackers can place a malicious executable earlier in the search order to achieve
arbitrary code execution in the context of the affected user.

A security flaw has been discovered in EaseUS Partition Master up to 14.5. The impacted
element is an unknown function in the library EUEDKEPM.sys of the component Kernel Driver.
The manipulation results in improper access controls. The attack requires a local approach. The
exploit has been released to the public and may be used for attacks. The affected component
should be upgraded. The vendor explains: "We have confirmed that this issue was present only
in older versions of the product. Our product has since been updated, and the issue has been
resolved in the latest version, so it no longer exists."

Comodo Chromodo Browser 52.15.25.664 contains an unquoted service path vulnerability in the
ChromodoUpdater service that runs with SYSTEM privileges. A local attacker can insert a
malicious executable in the service path and execute arbitrary code with elevated privileges
upon service restart or system reboot.

Use after free in Chromoting in Google Chrome on Windows prior to 149.0.7827.155 allowed a
local attacker to perform OS-level privilege escalation via a malicious file. (Chromium security
severity: High)

rtk filters and compresses command outputs before they reach your LLM context. Prior to 0.42.2,
the permission splitter did not conservatively split or reject several shell constructs that Bash
treats as command execution boundaries or nested execution. As a result, a command
beginning with an allowed prefix such as git could hide a second command behind one of these
constructs. rtk rewrite returned exit code 0, causing the Claude hook to emit
permissionDecision: "allow". The rewritten command still contained the hidden command, so it
ran without the user confirmation or denial that the permission rules were intended to enforce.
This vulnerability is fixed in 0.42.2.

Iperius Remote 1.7.0 contains an unquoted service path vulnerability that allows local users to
execute arbitrary code with SYSTEM privileges by exploiting the service installation path. When
installed from directories containing spaces, attackers can place malicious executables in the
path to be executed with elevated privileges during service startup or system reboot.

In tryStartActivity of NfcDispatcher.java, there is a possible automatic special app access
permission assignment due to an insecure default value. This could lead to local escalation of
privilege with no additional execution privileges needed. User interaction is not needed for
exploitation.

Vembu StoreGrid 4.0 contains an unquoted service path vulnerability in the RemoteBackup and
RemoteBackup_webServer services that allows local attackers to escalate privileges. Attackers
can place a malicious executable in the unquoted path and restart the service to execute code
with LocalSystem privileges.

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.
Prior to 0.9.6, the SafePlaywrightURLLoader implements a validate_url function to prevent SSRF
attacks by checking the IP address of the user-provided URL. However, this validation is
performed only on the initial URL. Since Playwright automatically follows HTTP redirects
(301/302) by default, an attacker can bypass the validation by providing a safe URL that
redirects to a restricted internal network address (e.g., localhost, Docker container network, or
Cloud Metadata). This allows the application to access internal services despite
ENABLE_RAG LOCAL WEB_FETCH being set to False This vulnerability is fixed in 0.9.6.

Software installed and run as a non-privileged user may conduct improper GPU system calls to
cause mismanagement of resources creating a write use after free scenario. A shared resource
(memory page) managed by a CPU thread of control (driver) and accessed by a GPU thread of
control (Firmware) can cause a write UAF when the CPU thread frees the resource before the
GPU FW has finished accessing it.

Flowise before 3.1.2 contains an information disclosure vulnerability in the
/api/vl/chatflows/apikey/:apikey endpoint. When the keyonly query parameter is omitted (the
default), the endpoint returns not only the chatflows bound to the supplied APl key but also all
chatflows across every workspace that have no APl key assigned, because the underlying query
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lacks any workspace filter. An attacker with a valid API key for one workspace can therefore Details
retrieve the full ChatFlow configuration (including flowData with system prompts and node

configurations, chatbotConfig, apiConfig, and credential IDs) of unprotected chatflows belonging

to other workspaces.
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Contributor Arbitrary File Deletion in Fusion Builder <= 3.15.4 versions. 7.7 Details

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.

Prior to 0.9.6, the terminal-server reverse proxy in ~backend/open_webui/routers/terminals.py”

does not fully confine the user-controlled “path™ segment before forwarding it to an admin-
configured terminal server. An authenticated user who has been granted access to a terminal

server can craft “path” values containing encoded "../" traversal sequences that escape the

intended path (or policy) scope on that server, reaching unintended endpoints and files on the
terminal-server host. Where the terminal server fans requests out to internal services, this also 27
gives SSRF-style reach into those services. This is a separate code path from the ' Details
*/api/v1l/retrieval/process/web” SSRF (GHSA-c6xv-rcvw-v685), with its own input. Two distinct

vectors are consolidated here: first, raw path forwarding / single-encoded traversal (original

report); and second, a bypass of the subsequently-added *_sanitize_proxy_path™ mitigation

using double-encoded dots (" %252e%252e"). The attacker-controlled input is the request

“path’, supplied by the non-admin user, not anything an administrator configures, so this is not

an admin-trust / Rule-9 situation. Version 0.9.6 fixes the issue.

=<
o
4
]

Subscriber Arbitrary File Deletion in WPBot Pro Wordpress Chatbot <= 13.6.5 versions. 7.7 gz::ils
Improper authentication in Azure Bot Service allows an authorized attacker to elevate privileges 77 More
over a network. Details
Daytona is a secure and elastic infrastructure runtime for Al-generated code execution and

agent workflows. Prior to 0.185.0, Daytona's organization role update and delete endpoints

authorized the caller as an owner of the organization named in the request path, but resolved More
and mutated the target role by its identifier alone, without verifying the role belonged to that 7.7 Details
organization. An authenticated user who owns any organization (organizations are self-service)

could therefore modify the permissions of, or delete, a role belonging to a different organization,

given that role's identifier. This vulnerability is fixed in 0.185.0.

The Loki datasource plugin's callResource handler contains a path traversal vulnerability. An

authenticated Viewer-role user can escape the plugin's resource sandbox and access 77 More
administrative Loki endpoints (e.g. /config, /services, /ready) to extract sensitive backend ' Details
configuration and internal service information.

Software installed and run as a non-privileged user may conduct improper GPU system calls to

cause an error path leading to UAF of GPU page tables. The vulnerability allows physical memory 77 More
allocated for MMU page tables to be used after being freed. This was caused by an error path ' Details
that would not cleanup properly before freeing the physical allocation.

Home Assistant is open source home automation software that puts local control and privacy

first. Prior to 2026.6.0, the Konnected integration registers an HTTP endpoint, KonnectedView
(homeassistant/components/konnected/__init__.py), that is marked as not requiring

authentication (requires_auth = False). A comment next to that line says auth is instead handled More
"via the access token from configuration." That promise is only half true. Write requests (POST 7.6 Details
and PUT) are handled by update_sensor(), which does check the request's Authorization: Bearer

<token> header against the integration's stored access tokens (using hmac.compare_digest).

Read requests (GET) are handled by a separate get() method that has no authentication check

at all. This vulnerability is fixed in 2026.6.0.

Open WebUl is a self-hosted artificial intelligence platform designed to operate entirely offline.

Prior to 0.9.6, Open WebUI patched SVG XSS in user profile images and webhook profile images

but forgot to apply the same fix to model profile images. The ModelMeta class has no

validate_profile_image_url field validator, and the model image serving endpoint has no MIME 76 More
allowlist or nosniff header. Any authenticated user with workspace.models permission (enabled ’ Details
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by default) can store a data:image/svg+xml;base64,... payload in a model's profile image and
achieve full account takeover of anyone who navigates to the image URL. This vulnerability is
fixed in 0.9.6.

Capgo before 12.128.2 contains a potential privilege escalation vulnerability in the
public.apply usage overage SECURITY DEFINER function, which performs sensitive billing
operations without enforcing internal authorization checks (no validation of auth.uid(), org
membership, or check_min_rights). Because the function runs with the owner's privileges, it
bypasses Row Level Security. If EXECUTE permission is available to the authenticated or anon
roles (explicitly or via default privileges), an authenticated user could invoke it via Supabase
RPC to manipulate billing data for arbitrary organizations, including unauthorized credit
depletion and fraudulent overage event insertion.

Cotonti 1.0.0 (master branch, commit f43f1fc3) is vulnerable to stored Cross-Site Scripting in the
Personal File Storage (PFS) module. A folder title (pff_title) is imported with the 'TXT' filter, which
does not strip or encode HTML (the tag check in cot_import is disabled), so an authenticated
user can store HTML/JavaScript in a folder title. In modules/pfs/inc/pfs.main.php the title is
assigned to the template variable PFF_ROW_TITLE without htmlspecialchars(), and
modules/pfs/tpl/pfs.tpl outputs {PFF_ROW_TITLE} unescaped. When the folder listing is viewed
(including by other users for public folders), the injected script executes in the victim's browser.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows low privileged attacker with network access via HTTPS to
compromise Oracle WebCenter Content. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle WebCenter Content,
attacks may significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to all Oracle
WebCenter Content accessible data as well as unauthorized update, insert or delete access to
some of Oracle WebCenter Content accessible data. CVSS 3.1 Base Score 7.6 (Confidentiality
and Integrity impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:N).

conda-smithy is a tool for combining a conda recipe with configurations to build using freely
hosted Cl services into a single repository. Prior to version 3.61.0, a vulnerability in the conda-
forge automated webservices allowed unintended write access to feedstock repositories through
GitHub username takeover. The root cause is the use of mutable GitHub usernames as
identifiers for repository invitation routing, rather than stable, immutable GitHub user IDs.
Version 3.61.0 fixes the issue.

Subscriber Privilege Escalation in MultiLoca <= 4.2.15 versions.

Subscriber Broken Authentication in Melhor Envio <= 2.16.3 versions.

A heap buffer overflow vulnerability was found in libaom, the reference AV1 codec
implementation. A flaw in the AV1 encoder's Look-Ahead Processing (LAP) mode causes the first-
pass stats ring buffer wrap-around guard to be bypassed when g_lag_in_frames is set to 1 or
higher. This results in a 232-byte out-of-bounds write on every encoded frame after the second,
corrupting adjacent heap objects. An attacker who can influence encoder configuration in a
transcoding service or WebRTC session could exploit this to cause a denial of service (process
crash) or potentially achieve code execution.

Filament is a collection of full-stack components for accelerated Laravel development. From
3.0.0 until 3.3.53, a disabled RichEditor field rendered its raw state without sanitizing HTML.
Where the data stored in this field's state isn't sanitized already when the form state was filled,
an attacker could plant malicious HTML or JavaScript and achieve XSS that executes for users
who view the form. This vulnerability is fixed in 3.3.53.

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization (component: VMSVGA
device). The supported version that is affected is 7.2.8. Difficult to exploit vulnerability allows
high privileged attacker with logon to the infrastructure where Oracle VM VirtualBox executes to
compromise Oracle VM VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks
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may significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H).

CometD is a scalable comet implementation for web messaging. In versions 5.0.0 through
5.0.22, 6.0.0 through 6.0.18, 7.0.0 through 7.0.18, and 8.0.0 through 8.0.8, bad clients that
always send a fixed batch value when the server is using the acknowledgement extension may
cause the unacknowledged message queue to grow indefinitely, eventually causing an
“OutOfMemoryError™. Versions 5.0.23, 6.0.19, 7.0.19, and 8.0.9 patch the issue. As a
workaround, disable the acknowledgement extension.

7.5

Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component: REST
WebServices). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily

exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
compromise Identity Manager. Successful attacks of this vulnerability can result in unauthorized 7.5
creation, deletion or modification access to critical data or all Identity Manager accessible data.

CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N).

The security fix for CVE-2025-0728 in eclipse-threadx NetX Duo refactors error handling in the
HTTP server PUT process to use a shared cleanup label, but this unified cleanup path
unconditionally calls fx_file_close() even when the file was never successfully opened. Multiple
error branches jump to the shared cleanup label before any file open operation has occurred,
causing fx_file_close() to operate on an uninitialized file handle, leading to undefined behavior,
double-close issues, or memory corruption.

7.5

Impact: When using Socks5ProxyAgent, undici reuses a single connection pool across different
origins without verifying that the pool's origin matches the requested origin. All requests are
dispatched through the pool connected to the first origin, regardless of the intended destination.
This causes cross-origin request routing: credentials and request data intended for origin B are
sent to origin A, responses from the wrong origin are trusted, and HTTPS requests may be
silently downgraded to HTTP. Impacted users are applications that use Socks5ProxyAgent
(directly or via setGlobalDispatcher) and make requests to more than one origin. This was
introduced in undici 7.23.0 via PR #4385 and affects all versions through 8.1.0. Patches:
Upgrade to undici v7.26.0 or v8.2.0. Workarounds: Use a separate Socks5ProxyAgent instance
per origin, or avoid using Socks5ProxyAgent with multiple origins.

7.5

PHP Standard Library (PSL) is set of APIs covering async, collections, networking, 1/O,
cryptography, terminal Ul, etc. In versions 6.1.0, 6.1.1 and 6.2.0, the Psl\H2\ServerConnection
does not validate that the total bytes received in DATA frames match the content-length header
declared in the HEADERS frame, allowing request smuggling. This is in violation of RFC 9113
§8.1.1. A malicious client is able to send more DATA bytes than declared, smuggling additional
content past application-level size limits and send fewer DATA bytes than declared and close the
stream early, causing applications that trust the declared length to behave incorrectly. The
vulnerability is only reachable for consumers using Psl\H2\ServerConnection directly to accept
untrusted client traffic. Consumers of documented high-level PSL APIs are not affected. This
issue has been fixed in versions 6.1.2 and 6.2.1.

There is a NULL pointer dereference vulnerability in NI grpc-device in the data moniker service
that may allow an attacker to cause a denial of service by triggering a crash. Successful
exploitation requires an attacker to provide an unknown value to the data moniker service. This
affects NI grpc-device 2.17.0 and prior versions.

7.5

Starlette is a lightweight ASGI framework/toolkit. In versions 1.0.1 and earlier, StaticFiles on

Windows is vulnerable to SSRF. An UNC path such as \\attacker.com\share can cause

os.path.realpath to initiate an outbound SMB connection before the path is rejected, exposing

the service account’s NTLMv2 credentials for offline cracking or relay even though the HTTP 7.5
response is only a 404. The issue affects default follow_symlink=False deployments, including
frameworks built on Starlette such as FastAPI; POSIX systems and follow_symlink=True are
unaffected. The issue is fixed in 1.1.0.

InHand Networks IR912 V1.0.0.r20042 and IR915 V1.0.0.r20042 (including earlier versions) were
discovered to contain a buffer overflow vulnerability in the device registration function. This
vulnerability could allow an attacker to cause a denial of service attack on the remote target
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Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component:
WebCenter Sites). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Difficult to
exploit vulnerability allows low privileged attacker with network access via HTTP to compromise
Oracle WebCenter Sites. Successful attacks of this vulnerability can result in takeover of Oracle
WebCenter Sites. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

Envoy is an open source edge and service proxy designed for cloud-native applications. Prior to
versions 1.35.11, 1.36.7, 1.37.3, and 1.38.1, a vulnerability in Envoy's HTTP/2 downstream
request processing allows an unauthenticated remote client to trigger excessive memory
consumption, potentially resulting in OOM termination of the Envoy process and denial of
service. The issue arises from the combination of two behaviors. First, cookie header bytes are
not fully accounted for during request header size validation in Envoy. Second, HPACK header
block limits in oghttp2/quiche are enforced on encoded bytes without a corresponding limit on 7.5
total decoded header size. Together, these behaviors allow a malicious client to cause large
decoded header allocations while bypassing the intended request header size protections.
Versions 1.35.11, 1.36.7, 1.37.3, and 1.38.1 contain a fix. No complete workaround is known
short of applying a fix. Possible temporary mitigations include disabling downstream HTTP/2
where operationally feasible; enforcing stricter request header and cookie limits before traffic
reaches Envoy; and monitoring Envoy memory usage for abnormal growth under HTTP/2 traffic.

HAProxy through 3.4.0, fixed in commit 5985276, contains an integer overflow vulnerability in
the fcgi_conn structure's drl field that allows buffer misparse as new FCGI record headers. When
contentLength is 65535 and paddingLength is 1 or more, the drl field wraps to 0, causing
incorrect record consumption and allowing malicious FastCGl backends to desynchronize the
FCGI framing parser, potentially causing request routing errors, response smuggling, or memory
safety issues.

HAProxy through 3.4.0, fixed in commit 9a6d1fe, contains a null pointer dereference

vulnerability in hpack dht_insert() within src/hpack-tbl.c that fails to validate the return value of
hpack_dht_defrag() when the memory pool is exhausted. An attacker can trigger HPACK 7.5
dynamic table insertions under memory pressure to dereference a NULL pointer and crash

HAProxy worker processes, causing denial of service.

Exposure of sensitive information to an unauthorized actor in Cost Management Interactive

7.5
Experiences allows an unauthorized attacker to disclose information over a network.
Crawl4Al is an open-source LLM friendly web crawler & scraper. Prior to 0.8.8, the Docker API
server's SSRF protection (validate_webhook_url / validate_url_destination in
deploy/docker/utils.py) used an explicit IPv4/IPv6 CIDR blocklist that missed several address
families. An attacker could reach internal services and cloud metadata endpoints (e.qg. 75

169.254.169.254) despite the filter by encoding an internal IPv4 address inside an IPv6
transition form, or by using the IPv6 unspecified address. Because the Docker API is
unauthenticated by default (jwt_enabled: false), no credentials are required. This vulnerability is
fixed in 0.8.8.

Hermes Agent before 0.16.0 contains a DNS rebinding vulnerability in WebSocket endpoints that
allows remote attackers to bypass Host and Origin validation. FastAPI HTTP middleware does not
execute for WebSocket upgrade requests on /api/pty, /api/ws, /api/pub, and /api/events 7.5
endpoints, enabling attackers to exploit DNS rebinding and inject malicious commands or read
terminal output.

There is an out-of-bounds read vulnerability in the NI grpc-device streaming APl due to a missing
bounds check that may result in a denial of service. Successful exploitation requires an attacker 7.5
to supply a specially crafted write request. This affects NI grpc-device 2.17.0 and prior versions.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). The supported version that is affected is 14.1.2.0.0. Easily exploitable

vulnerability allows unauthenticated attacker with network access via HTTP to compromise

Oracle WebCenter Content. Successful attacks of this vulnerability can result in unauthorized 7.5
access to critical data or complete access to all Oracle WebCenter Content accessible data.

CVSS 3.1 Base Score 7.5 (Confidentiality impacts). CVSS Vector:
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(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

Vulnerability in the MySQL Server, MySQL Cluster product of Oracle MySQL (component: Server:
Connection Handling). Supported versions that are affected are MySQL Server: 8.4.0-8.4.9,
9.0.0-9.7.0; MySQL Cluster: 8.0.11-8.0.46, 8.4.0-8.4.9 and 9.0.0-9.7.0. Easily exploitable
vulnerability allows unauthenticated attacker with network access via multiple protocols to
compromise MySQL Server, MySQL Cluster. Successful attacks of this vulnerability can result in
unauthorized ability to cause a hang or frequently repeatable crash (complete DOS) of MySQL
Server, MySQL Cluster. CVSS 3.1 Base Score 7.5 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H).

7.5

Use of an incorrectly resolved name or reference in the pinget backend in Devolutions UniGetUI
2026.2.0 and earlier allows a WinGet community catalog contributor to cause an installed
application to be correlated to an unrelated, attacker-controlled catalog package and to execute
an attacker-controlled installer via a crafted catalog package whose normalized name is
contained as a substring within the installed application name when a user applies the proposed
update.

7.5

Vulnerability in the MySQL Router product of Oracle MySQL (component: Router: General).
Supported versions that are affected are 8.4.0-8.4.9 and 9.0.0-9.7.0. Easily exploitable
vulnerability allows unauthenticated attacker with network access via TLS to compromise MySQL
Router. Successful attacks of this vulnerability can result in unauthorized ability to cause a hang
or frequently repeatable crash (complete DOS) of MySQL Router. CVSS 3.1 Base Score 7.5
(Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H).

7.5

Liquid]S is a Shopify/GitHub Pages compatible template engine written in pure JavaScript. In
versions 10.25.7 and below, the built-in strip_html filter uses a regex containing four flawed lazy-
quantified alternatives, leading to ReDoS via quadratic backtracking. When the input contains
many <script, <style, or <!-- opener tokens without matching closers, the V8 regex engine
performs O(N?) backtracking, blocking the Node.js event loop. A single ~350 KB request
("<script'.repeat(50000)) stalls the process for ~10 seconds; cost grows quadratically with input 7.5
size. The default memoryLimit: Infinity does not bound regex CPU, and even when configured
strip_html only charges str.length to the limit — the regex itself runs unbounded. A single
unauthenticated request containing crafted untrusted input can cause severe event-loop
blocking and CPU amplification that saturates Node.js workers while bypassing memoryLimit
protections. This issue has been fixed in version 10.26.0.

Steeltoe is an open source project that provides a collection of libraries that helps users build
cloud-native applications. In Steeltoe.Discovery.Eureka prior to versions 4.2.0 and 3.4.0,
“DataCenterInfo.Fromjson™ throws “ArgumentException” for any "name’ value other than
“"MyOwn"" or “"Amazon"", despite the Java Eureka specification defining a third valid value:
“"Netflix"". The exception propagates through the entire registry deserialization chain and is
swallowed by the periodic cache refresh task, leaving the local service registry permanently
empty or stale. Versions 4.2.0 and 3.4.0 patch the issue. If an immediate upgrade is not
possible, remove any registrations using unsupported “DataCenterinfo.name” values from the
registry. In mixed Java/Spring and Steeltoe environments, audit for the “Netflix™ data center type
before deploying Steeltoe Eureka clients.

7.5

Steeltoe is an open source project that provides a collection of libraries that helps users build
cloud-native applications. In Steeltoe.Management.Endpoint prior to version 4.2.0 and
Steeltoe.Management.EndpointCore prior to version 3.4.0, the “Sanitizer’ component in the
Environment actuator redacts configuration values by matching the configuration key name
against a suffix list. The default list (" password”, “secret’, “key", “token’, *.*credentials.*",
“vcap_services’) does not cover the standard .NET pattern “~ConnectionStrings:<name>" or
Steeltoe Connectors' *Steeltoe:Client:<type>:Default:ConnectionString™. There is no value-
based scrubbing, so full connection string values including embedded “Password=" and
“user:pass@host’ segments are returned verbatim in “/actuator/env’ responses.
Steeltoe.Management.Endpoint 4.2.0 and Steeltoe.Management.EndpointCore 3.4.0 patch the
issue. If an immediate upgrade is not possible: On the standard path, remove “env’ from the
actuator exposure list; add *.*connectionstring.** to “KeysToSanitize" as a defense-in-depth
measure for both paths; and/or require authorization on actuator endpoints.

7.5

In SignalRGB versions prior to 1.3.7.0, seven of the thirteen IOCTL handlers dereference the
SystemBuffer pointer without first verifying that it is non-NULL. Sending an IOCTL with an empty 7.5
input buffer causes a NULL pointer dereference, resulting in a kernel crash.
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Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization (component: Shared
Folders). The supported version that is affected is 7.2.8. Difficult to exploit vulnerability allows
low privileged attacker with logon to the infrastructure where Oracle VM VirtualBox executes to
compromise Oracle VM VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks
may significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized creation, deletion or modification access to critical data
or all Oracle VM VirtualBox accessible data as well as unauthorized access to critical data or
complete access to all Oracle VM VirtualBox accessible data. CVSS 3.1 Base Score 7.5
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:N).

Liquid]S is a Shopify/GitHub Pages compatible template engine written in pure JavaScript. In
versions 10.25.7 and below, the date filter's strftime implementation parses width specifiers like
%9999999d and forwards the captured width unchecked into pad()/padStart(), leading to
memory and render limit bypass. In src/util/underscore.ts, the pad loop performs unbounded
string concatenation without consulting the Context's memoryLimit or renderLimit, so a single
small template ({{ x | date: '%5000000d"' } }) produces megabytes of output and unbounded
CPU. The memoryLimit and renderLimit options the docs (src/liquid-options.ts:87-92) advertise
as DoS controls — and which the docstring explicitly mentions for strftime — are entirely
bypassed. Exploitation can cause large memory allocations, high CPU usage, or OOM crashes
per render. This issue has been fixed in version 10.26.0.

7.5

Caddy is an extensible server platform that uses TLS by default. Prior to 2.11.4, on Windows,

Caddy path matchers treat /private\secret.txt as outside /private/*, but file_server later resolves

the same request path as private\secret.txt on disk. An unauthenticated remote client can 7.5
bypass Caddy path-scoped auth/deny routes protecting /private/*. This vulnerability is fixed in

2.11.4.

An integer overflow in the mtar_next() function in src/microtar.c in rxi microtar 0.1.0 allows a
remote attacker to cause a denial of service (uncontrolled CPU consumption / infinite loop) via a
crafted tar archive. mtar_next() computes the offset to the next record as round_up(h.size, 512)
+ sizeof(mtar_raw_header_t) using 32-bit arithmetic. When the header size field is a multiple of
512 in the range OXFFFFFCO1-OxFFFFFEOO (e.g. OXFFFFFEQO), the addition wraps to 0, so
mtar_next() seeks to the current record position instead of advancing. As a result, mtar_find()
and any loop that iterates entries with mtar_next() repeat indefinitely over the same record,
hanging the process at 100% CPU with no recovery.

Vo>

IBMi 7.6, 7.5, 7.4, and 7.3, IBM WebSphere Application Server and IBM WebSphere Application
Server Liberty are vulnerable to remote code execution and denial of service in the WebSphere
Web Server Plug-in component. This vulnerability can be exploited when an attacker
impersonates the application server and sends crafted responses to the plug-in.

7.5

An issue in the sqglo_untry component of openlink virtuoso-opensource v7.2.11 allows attackers
to cause a Denial of Service (DoS) via crafted SQL statements.

7.5

Capgo before 12.128.2 contains an improper access control vulnerability in the
public.get_org_members RPC function that allows unauthenticated attackers to enumerate
organization members. Attackers can invoke the endpoint using only the public sb_publishable * 7.5
key and an organization UUID to retrieve sensitive member information including email

addresses, user IDs, roles, and pending invitations.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
ExpandoObjectFormatter.Deserialize populates System.Dynamic.ExpandoObject by calling
IDictionary<string, object>.Add for each map entry. ExpandoObject internally maintains

member names in array-like structures, so inserting many distinct keys can require repeated

linear scans and array copies. For large attacker-controlled maps, this produces quadratic CPU 7.5
and allocation behavior. The issue is especially surprising because

ExpandoObjectResolver.Options is configured with MessagePackSecurity.UntrustedData, but
collision-resistant dictionary comparers cannot protect ExpandoObject insertion internals. This
vulnerability is fixed in 2.5.301 and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
MessagePack-CSharp's JSON conversion helpers contain multiple recursion paths that do not
consistently enforce a depth limit. These paths are in the JSON conversion component rather
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than normal typed MessagePack deserialization. MessagePackSerializer.ConvertFrom)son
recursively processes nested JSON arrays and objects in FromJsonCore() without consulting
MessagePackSecurity.MaximumObjectGraphDepth. Tiny)JsonReader.ReadNextToken() recursively
consumes comma and colon separator characters, allowing even malformed JSON with long
separator runs to consume one stack frame per character. MessagePackSerializer.ConvertToJson
applies depth checks to arrays and maps, but the typeless extension branch for ext-100
recursively calls ToJsonCore() without applying MessagePackSecurity.DepthStep(ref reader).
Each path can allow attacker-controlled input to exhaust the process stack and trigger an
uncatchable StackOverflowException instead of failing with a catchable parse or serialization
exception. This vulnerability is fixed in 2.5.301 and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7, runtime-
generated union deserializers emitted by DynamicUnionResolver do not call
MessagePackSecurity.DepthStep(ref reader) and do not decrement reader.Depth around
recursive deserialization and skip paths. This means union deserialization does not consistently
participate in the maximum object graph depth enforcement that protects other recursive
formatter paths. For unknown union keys, the emitted deserializer calls reader.Skip() on
attacker-controlled data without an enclosing depth step. This vulnerability is fixed in 2.5.301
and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
UnsafeBlitFormatterBase<T>.Deserialize reads an attacker-controlled byteLength from an
extension payload and allocates an array based on that value before validating it against the
extension header length or remaining payload bytes. The outer extension header is bounded by
available input, but that bound is not used to constrain the inner byteLength before allocation. A
very small payload can therefore request a very large T[] allocation. This vulnerability is fixed in
2.5.301 and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
MessagePack-CSharp's multi-dimensional array formatters read dimension lengths directly from
the payload and allocate T[,], TI,,1, or T[,,,] before validating that the dimension product
matches the encoded element count. The formatter reads a guarded element array header, but
allocation of the target multi-dimensional array happens before the dimensions are checked
against that element count. A small payload can therefore declare large dimensions, provide an
empty or tiny inner array, and cause a large heap allocation before element data is validated.
This vulnerability is fixed in 2.5.301 and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
InterfaceLookupFormatter<TKey, TElement> constructs an internal Dictionary<TKey,
IGrouping<TKey, TElement>> with the default equality comparer instead of the security-aware
comparer supplied by options.Security.GetEqualityComparer<TKey>(). This formatter omission
allows hash-collision CPU denial of service against ILookup<TKey, TElement> even when the
application has opted into the untrusted-data security posture This vulnerability is fixed in
2.5.301 and 3.1.7.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
MessagePack-CSharp's typeless deserialization includes
MessagePackSerializerOptions.ThrowlfDeserializingTypelsDisallowed(Type) as a safety check for
dangerous types. The default implementation checks the outer type name, but it does not
recursively inspect array element types or generic type arguments. As a result, a type that
would be blocked directly can be wrapped inside an array or constructed generic type and pass
the outer type check. The formatter machinery can then materialize formatters for the inner
blocked type. This vulnerability is fixed in 2.5.301 and 3.1.7.

Capgo before 12.128.2 contains an information disclosure vulnerability in the
/functions/vl/channel_self endpoint that allows unauthenticated attackers to enumerate non-
public channel names and determine app existence and subscription status. Remote attackers
can send GET requests with arbitrary app_id parameters to disclose internal rollout channels,
enumerate valid applications across tenants, and leak billing status without authentication or
device binding.

Capgo before 12.128.2 contains an unauthenticated security definer RPC function
get_identity_apikey_only that returns the owning user_id for supplied API keys, creating an API
key validity oracle and user identity disclosure primitive. Attackers can call this endpoint with
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valid or invalid API keys to confirm key validity and map keys to user identifiers, then chain
results into other exposed RPCs like get_orgs_v6 to retrieve organization membership and
management email PII.

Capgo (Cap-go/capgo) before 12.128.2 contains an improper access control vulnerability in the
SECURITY DEFINER PostgREST RPC function public.record_build_time, which is granted to the
anon role and callable with only the public Supabase publishable (sb_publishable_*) anon key.
An unauthenticated attacker can insert rows into public.build_logs for arbitrary organizations
and, because the function uses ON CONFLICT (build_id, org_id) DO UPDATE, can overwrite
existing usage/billing records by reusing the same build_id for a target org. This enables cross-
tenant tampering of billing build logs and financial-impact denial of service by inflating billable
build time.

ws is an open source WebSocket client and server for Node.js. All versions from 1.1.0 up to (but
not including) 5.2.5, from 6.0.0 up to 6.2.4, from 7.0.0 up to 7.5.11, and from 8.0.0 up to 8.21.0
are affected by a memory exhaustion DoS vulnerability. A peer can send a high volume of
exceptionally small fragments and data chunks, with modest network traffic, to force the remote
peer into allocating and holding structural wrappers that consume far more memory than the
default documented message-size limit, leading to process termination due to OOM. This issue
has been fixed in versions 5.2.5, 6.2.4, 7.5.11, and 8.21.0.

Unauthenticated Broken Access Control in JobSearch <= 3.2.7 versions.

VLLM is an inference and serving engine for large language models (LLMs). Prior to 0.22.0, an
assert-based security check in vLLM's activation function loading allows any unauthenticated
attacker to achieve arbitrary code execution on the server by publishing a malicious
HuggingFace model, when vLLM runs in Python optimized mode (python -O or
PYTHONOPTIMIZE=1). This vulnerability is fixed in 0.22.0.

AVideo through version 26.0 contains multiple unauthenticated list.json.php endpoints in
payment plugins lacking authorization checks, exposing PayPal tokens, Authorize.Net webhooks,
and Bitcoin transaction records. Unauthenticated attackers can retrieve all payment transaction
data including agreement IDs, user financial records, and API responses via direct GET requests
to vulnerable endpoints.

Unauthenticated Sensitive Data Exposure in JetBlog <= 2.4.8 versions.

WordPress Time Capsule Plugin 1.21.16 contains an authentication bypass vulnerability that
allows unauthenticated attackers to gain administrative access by sending a crafted POST
request with the IWP_JSON_PREFIX header. Attackers can exploit this flaw to obtain valid
administrator session cookies and access the WordPress dashboard without providing
credentials.

The Simple File List plugin for WordPress is vulnerable to arbitrary file modification due to
insufficient authorization checks in all versions up to, and including, 6.3.7. This makes it possible
for unauthenticated attackers to delete and modify files on the serve. This vulnerability is
exploitable even when the administrator has not enabled the AllowFrontManage setting,
because the is_admin() check unconditionally short-circuits the guard before that setting is
evaluated.

The Simple File List plugin for WordPress is vulnerable to arbitrary file deletion due to insufficient
file path validation in the eeSFL_DeleteFile function in all versions up to, and including, 6.3.7.
This makes it possible for unauthenticated attackers to delete arbitrary files on the server, which
can easily lead to remote code execution when the right file is deleted (such as wp-config.php).
The simplefilelist_edit_job AJAX action is registered via wp_ajax_nopriv_, making it accessible
without authentication, and the is_admin() guard that would otherwise restrict access is
bypassed because is_admin() always returns true for requests to the admin-ajax.php endpoint.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7, when
MessagePack-CSharp decompresses Lz4Block or Lz4BlockArray payloads, it reads declared
uncompressed lengths from the wire and allocates output buffers based on those lengths before
validating that the compressed data is valid or that the declared expansion is reasonable. A
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small payload can claim a very large uncompressed length and force a large allocation before
LZ4 decoding begins. This vulnerability is fixed in 2.5.301 and 3.1.7.

The JetEngine plugin for WordPress is vulnerable to SQL injection in all versions up to and
including 3.8.10.1. The listing_load_more AJAX handler accepts a filtered_query parameter that
is intentionally excluded from the HMAC query signature check to support front-end filter
integration. However, meta_query row values within filtered_query are not sanitized before
being merged into SQL construction. This makes it possible for unauthenticated attackers to
perform time-based or boolean blind SQL injection by appending a malicious meta_query value
to a Load More AJAX request captured from any public Listing Grid page.

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
MessagePackReader.TrySkip() recursively descends into nested arrays and maps without
incrementing the reader depth or calling the configured depth checks. This bypasses
MessagePackSecurity.MaximumObjectGraphDepth, the library's documented protection against
deeply nested object graphs. Many generated and dynamic formatters call reader.Skip() when
they encounter unknown map keys, unknown array members, ignored fields, or data that should
be skipped for forward compatibility. A deeply nested value in one of these skipped positions
can therefore cause unbounded recursion and an uncatchable StackOverflowException. This
vulnerability is fixed in 2.5.301 and 3.1.7.

Use after free in Extensions in Google Chrome prior to 149.0.7827.155 allowed an attacker who
convinced a user to install a malicious extension to potentially exploit heap corruption via a
crafted Chrome Extension. (Chromium security severity: High)

Unauthenticated Sensitive Data Exposure in Bricksforge <= 3.1.8.4 versions.

IBM WebSphere Application Server 9.0, and 8.5 and IBM WebSphere Application Server - Liberty
17.0.0.3 through 26.0.0.6 are vulnerable to a denial of service, caused by sending a specially-
crafted request. A remote attacker could exploit this vulnerability to cause the server to
consume memory resources.

The public dashboard query endpoint does not limit request body size before processing,
allowing unauthenticated attackers to trigger excessive memory allocation by sending arbitrarily
large JSON payloads. This can lead to denial of service through memory exhaustion. No valid
dashboard access token or authentication is required to exploit this vulnerability.

protobufjs compiles protobuf definitions into JavaScript (JS) functions. Prior to 7.6.1 and 8.4.1,
protobufjs could recurse without a depth limit while converting decoded messages to plain
objects or JSON. This affected generated toObject() conversion and the custom
google.protobuf.Any JSON conversion path. A crafted protobuf binary payload containing deeply
nested Any values could cause the JavaScript call stack to be exhausted during conversion to
JSON. This vulnerability is fixed in 7.6.1 and 8.4.1.

Python-Multipart is a streaming multipart parser for Python. Prior to 0.0.30, when parsing
application/x-www-form-urlencoded bodies, QuerystringParser located the field separator with a
two step lookup: it first scanned the entire remaining buffer for &, and only when no & existed
anywhere ahead did it fall back to scanning for ;. For a body that uses ; as the separator and
contains no &, every field iteration performed a full failed & scan over the entire remaining
buffer before locating the nearby ;. With N semicolon separated fields in a chunk of size B, this
yields O(B”2) byte comparisons per chunk. An attacker can submit a small crafted body of the
form a;a;a;... and cause the parser to spend seconds of CPU per request. A handful of concurrent
requests can exhaust worker processes. This vulnerability is fixed in 0.0.30.

Starlette is a lightweight ASGI framework/toolkit. From 0.4.1 until 1.3.1, request.form() accepts
max_fields and max_part_size to bound resource consumption while parsing form data. These
limits are enforced for multipart/form-data, but silently ignored for application/x-www-form-
urlencoded. An unauthenticated attacker can therefore send a urlencoded body with an
arbitrarily large number of fields or an arbitrarily large field, even when the application
configured limits it believed would apply. This vulnerability is fixed in 1.3.1.

Subscriber Arbitrary File Download in Woocommerce Book Price <= 1.3 versions.
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WebP Server Go through 0.14.4 contains a path traversal vulnerability on Windows that allows
unauthenticated attackers to read files outside the configured IMG_PATH directory by sending
requests with percent-encoded backslashes (%5C) that bypass the path.Clean() sanitization in
handler/router.go. Attackers can exploit the discrepancy between Go's forward-slash-only path
normalization and Windows file system APIs that treat backslashes and forward slashes as
equivalent to access arbitrary files on the host filesystem accessible to the server process.

NLTK (Natural Language Toolkit) is a suite of open source Python modules, data sets, and
tutorials supporting research and development in Natural Language Processing. Prior to 3.10.0-
rcl, nltk.data.load() in NLTK is vulnerable to path traversal via URL-encoded path separators and
traversal segments when using the nltk: URL scheme. The unsafe-path regex check is performed
before url2pathname() decodes the %xx sequences (a classic decode-after-check / TOCTOU-
style flaw), allowing an attacker to bypass the protection documented in NLTK's SECURITY.md
and read arbitrary files from the filesystem. While literal traversal strings such as
../..[..Jetc/passwd are correctly blocked, encoded variants such as %2fetc%2fpasswd,
%2e%2e%2f..., and ..%2f..%2f slip past the regex and are subsequently decoded into a real
filesystem path. This vulnerability is fixed in 3.10.0-rcl.

Astro is a web framework. Prior to 6.4.6, Astro SSR apps with prerendered error pages (/404 or
/500 using export const prerender = true) fetch those pages over HTTP at runtime when an error
occurs. The URL for this fetch is derived from request.url, which in turn gets its origin from the
incoming Host header. When the Host header is not validated against allowedDomains, an
attacker can point the fetch at an arbitrary host and read the response. This vulnerability is fixed
in 6.4.6.

Use after free in Media in Google Chrome prior to 149.0.7827.155 allowed a remote attacker
who had compromised the renderer process to execute arbitrary code inside a sandbox via a
crafted HTML page. (Chromium security severity: High)

http-proxy-middleware is node.js http-proxy middleware. From 3.0.4 until 3.0.7 and 4.1.1,
fixRequestBody() is the library's documented helper for re-emitting a request body that was
already consumed by a body parser. When the outgoing Content-Type is multipart/form-data, it
rebuilds the body with handlerFormDataBodyData(), which interpolates each req.body key and
value directly into the multipart wire format without neutralizing CR/LF. A\r\n inside a value (or
key) lets an attacker close the current part and inject an entirely new form part. Because the
proxy's own body parser saw a single opaque value, any gateway-side policy or validation
performed on req.body is evaluated against a different set of fields than the upstream backend
ultimately parses a request/parameter desynchronization across the trust boundary. This
vulnerability is fixed in 3.0.7 and 4.1.1.

Contributor Local File Inclusion in Element Pack Pro <= 9.0.6 versions.

GitHub Copilot 1.372.0 allows filesystem access outside of a workspace folder (without user
approval) via a file-handler URI parameter to fetch_webpage. Therefore, exfiltration could occur
if there is indirect prompt injection.

EasyFlow .NET developed by Digiwin has a Session Fixation vulnerability. If unauthenticated
remote attackers replace a specific session ID for a user, they can gain the user's privilege once
the user logs in.

Use after free in Tab Strip in Google Chrome prior to 149.0.7827.155 allowed a remote attacker
who convinced a user to engage in specific Ul gestures to potentially exploit heap corruption via
a crafted HTML page. (Chromium security severity: High)

MessagePack for C# is a MessagePack serializer for C#. Prior to 2.5.301 and 3.1.7,
MessagePackReader.ReadDateTime() can allocate stack memory based on an attacker-
controlled MessagePack extension length. In the slow path for timestamp extension parsing, the
computed tokenSize includes the extension body length from the wire and is used in a stackalloc
operation before the extension length is validated as one of the valid timestamp sizes. A very
small payload can claim a large timestamp extension body and cause a stack allocation large
enough to trigger an uncatchable StackOverflowException, terminating the host process. This
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vulnerability is fixed in 2.5.301 and 3.1.7.

Capgo before 12.128.2 contains an information disclosure vulnerability in Supabase PostgREST
RPC endpoints is_trial_org and is_paying_org that allows unauthenticated attackers to
enumerate organizations and disclose billing status using the public sb_publishable key.
Attackers can invoke these endpoints to determine organization existence via distinguishable
return values and identify paying customers for targeted profiling.

Unauthenticated Broken Authentication in SMS Alert Order Notifications <= 3.9.3 versions.

Quarkus is a Java framework for building cloud-native applications. Prior to versions 3.37.0,
3.36.3, 3.33.2.1, 3.33.3, 3.27.4.1, 3.27.5, and 3.20.6.2, Quarkus HTTP path-based authorization
policies can be bypassed using encoded semicolons (%3B) to smuggle matrix parameters past
the security layer, and using encoded slashes (%2F) or backslashes (%5C) to access protected
static resources. This is a distinct issue from CVE-2026-39852, which addressed only literal
semicolon stripping. Versions 3.37.0, 3.36.3, 3.33.2.1, 3.33.3, 3.27.4.1, 3.27.5, and 3.20.6.2
contain a patch.

An issue in the sqlo_strip_in_join component of openlink virtuoso-opensource v7.2.11 allows
attackers to cause a Denial of Service (DoS) via crafted SQL statements.

Missing Authorization vulnerability in Nexi Payments Nexi XPay allows Exploiting Incorrectly
Configured Access Control Security Levels. This issue affects Nexi XPay: from n/a through 8.3.1.

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization (component: Core). The
supported version that is affected is 7.2.8. Difficult to exploit vulnerability allows high privileged
attacker with logon to the infrastructure where Oracle VM VirtualBox executes to compromise
Oracle VM VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this vulnerability
can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score 7.5 (Confidentiality,
Integrity and Availability impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle HR Intelligence product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
HR Intelligence. Successful attacks of this vulnerability can result in takeover of Oracle HR
Intelligence. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

Impact: The undici WebSocket client enforces maxPayloadSize on the cumulative byte count of
fragments in a message but does not enforce a limit on the number of fragments. A malicious
WebSocket server can stream many small or empty continuation frames that each pass per-
frame and cumulative-size validation, collectively causing unbounded memory growth in the
client process. The result is memory exhaustion and a denial of service. Affected applications
are those using the undici WebSocket client (new WebSocket(...)) or the WebSocketStream API
that can be induced to connect to an attacker-controlled or compromised WebSocket endpoint.
All releases starting at undici 6.17.0 are affected. Patches: Upgrade to undici >= 6.26.0, >=
7.28.0, or >= 8.5.0. Workarounds: No workaround is available. The fix must be applied through
an upgrade.

Tenable Identity Exposure contains multiple unauthenticated API endpoints under /w/api/* that
expose sensitive application configuration data including cleartext LDAP credentials, SAML
configuration, user accounts, and directory settings to unauthenticated remote attackers.
Affected responses are served with Cache-Control: public headers and without Vary: Cookie,
allowing reverse proxies and CDNs to cache and serve sensitive data to unauthenticated users
even after authentication is applied.

Vulnerability in the Oracle Universal Work Queue product of Oracle E-Business Suite
(component: Work Provider Site Level Administration). Supported versions that are affected are
12.2.3-12.2.15. Difficult to exploit vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Universal Work Queue. Successful attacks of this
vulnerability can result in takeover of Oracle Universal Work Queue. CVSS 3.1 Base Score 7.5
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(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

A vulnerability in Cisco ISE and ISE-PIC could allow an unauthenticated, remote attacker to view
sensitive information on an affected device. This vulnerability is due to improper authorization

checks when a resource is accessed. An attacker could exploit this vulnerability by sending 7.5
crafted traffic to an affected device. A successful exploit could allow the attacker to gain access

to sensitive information, including hashed credentials that could be used in future attacks.

Vulnerability in the Oracle Subledger Accounting product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
Subledger Accounting. Successful attacks of this vulnerability can result in takeover of Oracle
Subledger Accounting. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

7.5

Vulnerability in the Oracle Subledger Accounting product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
Subledger Accounting. Successful attacks of this vulnerability can result in takeover of Oracle
Subledger Accounting. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

7.5

Vulnerability in the Oracle iSupplier Portal product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit
vulnerability allows low privileged attacker with network access via HTTP to compromise Oracle
iSupplier Portal. Successful attacks of this vulnerability can result in takeover of Oracle iSupplier
Portal. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

7.5

Vulnerability in the Oracle Human Resources product of Oracle E-Business Suite (component:

Person). Supported versions that are affected are 12.2.3-12.2.15. Difficult to exploit vulnerability
allows unauthenticated attacker with network access via HTTP to compromise Oracle Human
Resources. Successful attacks require human interaction from a person other than the attacker. 7.5
Successful attacks of this vulnerability can result in takeover of Oracle Human Resources. CVSS

3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H).

picklescan before 0.0.35 contains an unsafe pickle deserialization vulnerability allowing
unauthenticated attackers to read arbitrary server files by chaining io.FilelO and
urllib.request.urlopen. Attackers can bypass RCE-focused blocklists to exfiltrate sensitive data
like /etc/passwd to external servers.

7.5

Langflow is a tool for building and deploying Al-powered agents and workflows. Prior to 1.0.19,
an attacker can send a /api/vl/files/upload/ request without any authentication token/cookies
and abuse a very long multipart form boundary to make the langflow app unusable for all users
for an indefinite amount of time. This vulnerability is fixed in 1.0.19.

7.5

Impact: The undici WebSocket client enforces maxPayloadSize per-frame but does not enforce
the cumulative size of fragmented uncompressed messages. A malicious WebSocket server can
stream many small fragments that each pass per-frame validation but collectively exceed the
configured limit, causing unbounded memory growth in the client process. The result is memory
exhaustion and a denial of service. Affected applications are those using the undici WebSocket
client (new WebSocket(...)) that can be induced to connect to an attacker-controlled or
compromised WebSocket endpoint. This is a regression specific to undici 8.1.0. The 6.25.0 line
shipped the equivalent cumulative check from the start and is unaffected. The 7.x line never had
the maxPayloadSize feature and is also unaffected. Patches: Upgrade to undici >= 8.5.0.
Workarounds: No workaround is available. The fix must be applied through an upgrade.

7.5

Vulnerability in the Oracle Complex Maintenance, Repair and Overhaul product of Oracle E-

Business Suite (component: Internal Operations). Supported versions that are affected are
12.2.3-12.2.15. Difficult to exploit vulnerability allows low privileged attacker with network

access via HTTP to compromise Oracle Complex Maintenance, Repair and Overhaul. Successful 7.5
attacks of this vulnerability can result in takeover of Oracle Complex Maintenance, Repair and
Overhaul. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS

Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

=<
o
S
)

Details

=<
o
)
)

Details

=<
o
)
)

Details

=<
o
S
)

Details

Details

=
o
S
)

Details


https://nvd.nist.gov/vuln/detail/CVE-2026-20190
https://nvd.nist.gov/vuln/detail/CVE-2026-46959
https://nvd.nist.gov/vuln/detail/CVE-2026-46958
https://nvd.nist.gov/vuln/detail/CVE-2026-46957
https://nvd.nist.gov/vuln/detail/CVE-2026-46955
https://nvd.nist.gov/vuln/detail/CVE-2026-53872
https://nvd.nist.gov/vuln/detail/CVE-2026-55446
https://nvd.nist.gov/vuln/detail/CVE-2026-9675
https://nvd.nist.gov/vuln/detail/CVE-2026-46935

CVE-
2026-
46934

CVE-
2025-
61024

CVE-
2025-
61025

CVE-
2025-
61022

CVE-
2025-
61018

CVE-
2025-
49403

CVE-
2026-
48774

CVE-
2026-
49293

CVE-
2023-
54357

Vulnerability in the Oracle Complex Maintenance, Repair and Overhaul product of Oracle E-

Business Suite (component: Internal Operations). Supported versions that are affected are
12.2.3-12.2.15. Difficult to exploit vulnerability allows low privileged attacker with network

access via HTTP to compromise Oracle Complex Maintenance, Repair and Overhaul. Successful 7.5
attacks of this vulnerability can result in takeover of Oracle Complex Maintenance, Repair and
Overhaul. CVSS 3.1 Base Score 7.5 (Confidentiality, Integrity and Availability impacts). CVSS

Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H).

An issue in the sqglo_try_in_loop component of openlink virtuoso-opensource v7.2.11 allows

7.5
attackers to cause a Denial of Service (DoS) via crafted SQL statements.

An issue in the sslr_gst_get component of openlink virtuoso-opensource v7.2.11 allows attackers
to cause a Denial of Service (DoS) via crafted SQL statements.

An issue in the sqlo_tb_col_preds component of openlink virtuoso-opensource v7.2.11 allows

7.5
attackers to cause a Denial of Service (DoS) via crafted SQL statements.

An issue in the sqglo_place_dt_set component of openlink virtuoso-opensource v7.2.11 allows

7.5
attackers to cause a Denial of Service (DoS) via crafted SQL statements.

Unauthenticated Arbitrary File Download in Premium Age Verification / Restriction for WordPress

. 7.5
<= 3.0.2 versions.

ProxySQL is a proxy for MySQL and its forks, as well as PostgreSQL. In versions 3.0.0 through
3.0.8, ProxySQL's GenAl/MCP “run_sql_readonly" tool violates its documented read-only contract
for MySQL targets. The tool validates only the full input string with a substring blacklist and first-
keyword allowlist, but then executes the entire SQL string on a backend connection created with
"CLIENT_MULTI_STATEMENTS . As a result, a caller can submit a read-only first statement
followed by a side-effecting second statement, such as "SELECT 1; RENAME TABLE ...". The
validator accepts the payload because it starts with "SELECT" and because side-effecting MySQL
statements such as "RENAME TABLE", "SET", "RESET", 'LOCK TABLES", and "KILL" are not
rejected by the blacklist. In a live MCP runtime test, the “/mcp/query” endpoint accepted a
“run_sql_readonly” request. The MCP response reported success for the first “SELECT", and
direct backend verification showed that the table had actually been renamed. This violates the
endpoint's read-only security contract and lets an MCP caller perform backend writes or
administrative SQL, limited by the configured MCP target account's database privileges. Version
3.0.9 contains a fix. Other operator mitigations include: keeping MCP disabled unless required;
setting a non-empty “mcp-query_endpoint_auth” token before exposing “/mcp/query”;
restricting MCP listener network exposure; configuring MCP backend target credentials as
database-level read-only users; and adding temporary MCP query rules to block obvious multi-
statement patterns.

7.5

js-toml is a TOML parser for JavaScript, fully compliant with the TOML 1.0.0 Spec. Versions up to
and including 1.1.0 parse hexadecimal / octal / binary integer literals via a hand-written
“parseBigint” loop that multiplies a "Bigint™ accumulator by the radix once per input digit. Each
iteration performs a "BigInt * BigInt™ operation on an accumulator that grows linearly with the
number of digits already consumed, so the whole loop is O(n?) in the literal length. The lexer
regex places no upper bound on the literal length, so a single TOML document containing one
~500 kB hex literal pins one CPU core for ~40 seconds on a modern laptop (Apple M-series,
Node v22). Memory amplification is bounded but CPU amplification is severe and grows
quadratically: doubling the literal length quadruples the work. A caller that invokes “load()" on
attacker-controlled TOML (configuration upload endpoints, CI/CD systems ingesting third-party
“*.toml”, IDE plugins, build tools) is exposed to a single-request CPU exhaustion DoS. Version
1.1.1 fixes the issue.

7.5

Joomla com_booking component 2.4.9 contains an information disclosure vulnerability that

allows unauthenticated attackers to enumerate user accounts by exploiting the getUserData

function in the customer controller. Attackers can send GET requests to index.php with 7.5
option=com_booking, controller=customer, task=getUserData, and an id parameter to retrieve
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user names, usernames, and email addresses through brute force enumeration.

Unauthenticated Arbitrary File Download in WP Media folder Addon <= 4.0.1 versions.

Joomla! Component JoomProject 1.1.3.2 contains an information disclosure vulnerability that
allows unauthenticated attackers to access sensitive user data by exploiting the projects
endpoint. Attackers can send requests to index.php with
option=com_jpprojects&view=projects&tmpl=component&format=json parameters to retrieve
user IDs, names, and email addresses in JSON format.

Unauthenticated Arbitrary File Download in WordPress & WooCommerce Scraper Plugin, Import
Data from Any Site <= 1.0.7 versions.

The Frontend File Manager Plugin WordPress plugin through 23.6 does not properly enforce its
nonce check on the file download handler, allowing unauthenticated attackers to download files
uploaded by any user through the Frontend File Manager Plugin WordPress plugin through 23.6
by iterating identifiers.

Subscriber Arbitrary Content Deletion in Brikk <= 3.0.0 versions.

Traefik before 2.10.5 and 3.0.0-beta4 is affected by a denial-of-service vulnerability in HTTP/2
request handling inherited from the Go standard library's HTTP/2 implementation (CVE-2023-
44487 | CVE-2023-39325, the 'Rapid Reset' technique). A remote attacker can rapidly create and
cancel HTTP/2 streams to exhaust server resources and cause service unavailability.

Improper Control of Generation of Code (‘Code Injection') vulnerability in Monetizemore
Advanced Ads allows Remote Code Inclusion. This issue affects Advanced Ads: from n/a through
2.0.21.

Dell PowerFlex Manager, version(s) Version prior to 4.8, contain(s) an Inclusion of Functionality
from Untrusted Control Sphere vulnerability. An unauthenticated attacker with remote access
could potentially exploit this vulnerability, leading to Information disclosure.

Cap-go capgo (capgo-backend) before 12.128.12 contains an unauthenticated denial-of-service
vulnerability arising from the audit_logs table's Row-Level Security (RLS) policy when accessed
via the Supabase PostgREST API. Because the PostgreSQL query planner executes costly logic
before RLS rejection, unfiltered queries to the public.audit_logs endpoint using the public anon
key consistently trigger statement timeouts (PostgREST error 57014). Under concurrency, this
exhausts database resources and causes cascading HTTP 500 failures on unrelated endpoints
(e.g. /orgs), resulting in an application-layer denial of service.

Capgo before 12.128.2 contains an information disclosure vulnerability in the unauthenticated
/updates endpoint that resolves the defaultChannel parameter before enforcing privacy
restrictions, allowing attackers to enumerate private channels and leak version/config state.
Unauthenticated attackers can probe private channel names and distinguish valid channels from
nonexistent ones based on response differences, revealing assigned bundle versions and
platform-specific configuration details.

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability in
QuantumCloud Conversational Forms for ChatBot allows Path Traversal. This issue affects
Conversational Forms for ChatBot: from n/a through 1.1.8.

Deno is a JavaScript, TypeScript, and WebAssembly runtime. From 2.0.0 until 2.7.8, a flaw in
Deno's Node.js tls compatibility layer could cause a TLS client to transmit application data in
plaintext after a connection retry. When "autoSelectFamily was enabled and the first address-
family attempt failed, the socket reinitialization path reused a stale TLS upgrade hook that was
bound to the original, failed handle. As a result, the replacement TCP connection was never
upgraded to TLS, and any data the application wrote before the secureConnect event travelled
over the network unencrypted. A network attacker positioned to cause the initial connection
attempt to fail (for example, by dropping IPv6 traffic on a dual-stack host) could deterministically
trigger the fallback path and observe or tamper with traffic that the application believed was
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TLS-protected. This vulnerability is fixed in 2.7.8.

Deno is a JavaScript, TypeScript, and WebAssembly runtime. Prior to 2.8.1,
node:crypto.checkPrime(candidate[, optionsl][, callback]) and crypto.checkPrimeSync(candidate[,
options]) ran no Miller-Rabin rounds at all when the caller left options.checks at its default of 0.
In that mode, the only test applied to the candidate was trial division by the primes up to
17,863. Any composite whose smallest prime factor exceeds that bound — for example the
product of two primes just above it, such as 17,881 x 17,891 — was reported as true ("probably
prime"). The same divergence affected the lower-level op_node_check prime /
op_node_check_prime_bytes paths that the polyfill calls into. This vulnerability is fixed in 2.8.1.

Statamic is a Laravel and Git powered content management system (CMS). Prior to 5.73.23 and
6.20.0, the fix for CVE-2026-41175 was incomplete. It addressed the issue in the query builder,
but the same protection was not applied to in-memory collection sorting. Manipulating sort
parameters could result in the loss of content and assets. This requires a front-end template that
passes request input into a tag's sort parameter. It is not exploitable by default — a template
would need to be explicitly set up to sort by a visitor-controlled value. This has been fixed in
5.73.23 and 6.20.0.

A flaw was found in QEMU. When reading input audio in the virtio-snd device input callback, the
“virtio_snd_pcm_in_cb" function did not check whether the iov could fit the data buffer,
potentially leading to a heap out-of-bounds write. This issue exists due to an incomplete fix for
CVE-2024-7730.

Filament is a collection of full-stack components for accelerated Laravel development. From
4.0.0 until 4.11.5 and 5.6.5, a flaw in the handling of recovery codes for app-based multi-factor
authentication allows the same recovery code to be reused via concurrent submission. This
issue does not affect email-based MFA. It also only applies when recovery codes are enabled. If
an attacker gains access to both the user's password and their recovery codes, they get two
authenticated sessions per recovery code burned instead of one, or more if they batch the
parallel submissions wider, materially extending the attacker's window of access compared to
what the single-use guarantee implies. This vulnerability is fixed in 4.11.5 and 5.6.5.

pwnlift before d7a9544, in a privileged deployment, contains a symlink following vulnerability in
the upload handler in Components/Pages/Home.razor.

IBM WebSphere Application Server 9.0, and 8.5 is vulnerable to server-side request forgery
(SSRF) with the Ajax Proxy configured. This may allow an attacker to send unauthorized requests
from the system, resulting in a security bypass or information disclosure.

IBM WebSphere Application Server 9.0 and 8.5 and IBM WebSphere Application Server - Liberty
17.0.0.3 through 26.0.0.6 are vulnerable to HTTP request smuggling. A remote attacker could
smuggle a specially crafted request to the application server thereby allowing the attacker to
bypass security controls, spoof identity, escalate privilege, and expose sensitive information.

Address bar spoofing in Arc Search for Android allows a remote attacker to display a trusted
domain in the address bar while rendering attacker-controlled content, enabling phishing.

Adobe Acrobat PDF Extension (Chrome) versions 26.5.2.2 and earlier are affected by a UXSS-
class cross-origin data disclosure vulnerability. An attacker could exploit this vulnerability to gain
access to data regarding the victim's session. Exploitation of this issue requires user interaction
in that a victim must visit a maliciously crafted URL or interact with a compromised web page.
Scope is changed.

Subscriber Sensitive Data Exposure in PushEngage - Web Push Notifications, eCommerce
Automation &amp; Chat Widget <= 4.2.3 versions.

Dell PowerFlex Manager, version(s) [Versions], contain(s) an Improper Authentication
vulnerability. An unauthenticated attacker with adjacent network access could potentially exploit
this vulnerability, leading to Information disclosure, Information tampering, and Unauthorized
access.

Impact: undici's ProxyAgent silently drops the requestTls option when configured with a SOCKS5
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proxy URI (socks5:// or socks://). The target HTTPS connection through the SOCKS5 tunnel falls
back to Node's default trust store, ignoring user-configured ca, cert, key, rejectUnauthorized,
and servername settings. Applications that pin to an internal or corporate CA via requestTlIs.ca
will, when their proxy URI is SOCKS5, get the default Mozilla CA bundle as the trust anchor
instead. Any cert signed by any publicly-trusted CA for the target hostname is accepted,
breaking the intended pin and enabling MITM read and tamper of the HTTPS exchange. Affected
applications are those that use undici's ProxyAgent (or Socks5ProxyAgent directly) with SOCKS5
AND rely on requestTls for TLS scope restriction. The bug was introduced in undici 7.23.0 when
SOCKS5 support was added. Patches: Upgrade to undici v7.28.0 or v8.5.0. Workarounds: No
workaround is available within the SOCKS5 path. If a SOCKS5 proxy with TLS scope restriction is
required and an upgrade is not yet possible, route the traffic through an HTTP-proxy ProxyAgent
instead, where requestTls is honored correctly.

The geomap panel's XYZ tile layer has a sanitize-then-interpolate ordering bug.
sanitizeTextPanelContent() runs on the raw template string before getTemplateSrv().replace()
substitutes the variable value, which uses the glob format with no HTML escaping. The result is
passed to OpenlLayers via element.innerHTML. An Editor can set a textbox variable's default
value to an XSS payload that executes for every user who opens the dashboard. This is a bypass
of the CVE-2023-0507 fix

Pi is a minimal terminal coding harness. From 0.74.0 until 0.78.1, Pi versions with temporary
npm or git extension package installs used predictable paths under the operating system
temporary directory. On Linux-based multi-user systems, a local attacker who can write to the
shared temporary directory could prepare the expected package location before another user
runs pi with a temporary extension package source. Pi could then load attacker-controlled
extension code in the victim user's process. This vulnerability is fixed in 0.78.1.

A path traversal attack when using a "configName" parameter in qSnapper before version 1.3.3
allowed a local attacker to use malicious config files for snapper and so cause a denial of service
or potentially escalate privileges to root.

IBM WebSphere Application Server 8.5 and 9.0 could allow a remote attacker to bypass
authentication and gain unauthorized access to JAX-WS applications.

A weakness has been identified in BerriAl litellm up to 1.59.8. Affected is the function
UserAPIKeyAuth of the file
litellm/proxy/_experimental/mcp_server/auth/user_api_key _auth_mcp.py of the component MCP
Proxy. Executing a manipulation can lead to improper authentication. The attack may be
launched remotely. The exploit has been made available to the public and could be used for
attacks. The vendor was contacted early about this disclosure.

Improper neutralization of argument delimiters in the install_packages() method in AWS Bedrock
AgentCore Python SDK versions >= 1.1.3 and < 1.6.1 might allow a remote authenticated user
to execute arbitrary commands within the Code Interpreter sandbox via crafted package name
arguments. To mitigate this issue, users should upgrade to version 1.6.1.

Unauthenticated Insecure Direct Object References (IDOR) in Salon booking system <= 10.30.24
versions.

Deno is a JavaScript, TypeScript, and WebAssembly runtime. Prior to 2.7.14, Deno's permission
system enforces filesystem and execution restrictions by comparing the requested path against
the path supplied to --deny-read, --deny-write, --deny-run, or --deny-ffi. On macOS, that
comparison was done at the raw-byte level while the APFS filesystem treats different Unicode
spellings of the same name as the same file. That means a program could reach a denied path
by spelling it differently than the deny rule. This vulnerability is fixed in 2.7.14.

A security vulnerability has been detected in SourceCodester CET Automated Grading System
with Al Predictive Analytics 1.0. Affected is an unknown function of the file /index.php of the
component Student Self-Registration Endpoint. The manipulation leads to improper access
controls. Remote exploitation of the attack is possible.

Vulnerability in the Oracle Access Manager product of Oracle Fusion Middleware (component:
Web Server Plugin). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily
exploitable vulnerability allows unauthenticated attacker with network access via HTTP to
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compromise Oracle Access Manager. Successful attacks of this vulnerability can result in

unauthorized update, insert or delete access to some of Oracle Access Manager accessible data o3
as well as unauthorized read access to a subset of Oracle Access Manager accessible data and
unauthorized ability to cause a partial denial of service (partial DOS) of Oracle Access Manager.

CVSS 3.1 Base Score 7.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:L/A:L).

Missing Authorization vulnerability in EMV JobBank allows Exploiting Incorrectly Configured

7.3
Access Control Security Levels. This issue affects JobBank: from n/a through 1.2.3.

A vulnerability was detected in Montodel House-Rental-Management up to
90010017b81265eb1ef3810268909f7719a33863. Affected by this issue is some unknown
functionality of the file /login.php. The manipulation of the argument Username results in sql

injection. The attack can be executed remotely. The exploit is now public and may be used. This 7.3
product implements a rolling release for ongoing delivery, which means version information for
affected or updated releases is unavailable. The vendor was contacted early about this

disclosure but did not respond in any way.

A vulnerability was determined in BerriAl litellm up to 1.82.2. This affects the function

json.dumps of the file litellm/proxy/management_endpoints/ui_sso.py of the component SSO

Debug Flow. Executing a manipulation can lead to missing authentication. The attack can be 7.3
executed remotely. The exploit has been publicly disclosed and may be utilized. The vendor was
contacted early about this disclosure.

Vulnerability in the Oracle Public Sector Payroll product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
Public Sector Payroll. Successful attacks of this vulnerability can result in takeover of Oracle
Public Sector Payroll. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Pimcore CMS/DXP version 12.3.8 contains a sandbox bypass vulnerability that allows
authenticated administrative attackers to execute arbitrary methods on PHP objects by
exploiting empty checkMethodAllowed() and checkPropertyAllowed() implementations in the
custom Twig SecurityPolicy. Attackers can supply malicious Twig templates through the
DataObject ClassDefinition Layout\Text component to perform arbitrary file reads, execute
arbitrary database queries, and potentially achieve remote code execution via PHP object
gadget chains, with the pimcore_* function wildcard further broadening the bypass to all
Pimcore Twig functions.

7.2

Vulnerability in the Oracle Financials for EMEA product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
Financials for EMEA. Successful attacks of this vulnerability can result in takeover of Oracle
Financials for EMEA. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

7.2

GeoServer is an open source server that allows users to share and edit geospatial data. Prior to
versions 2.26.4 and 2.27.3, a vulnerability exists that allows an authenticated administrator with
access to GeoServer's security system to pass arbitrary file names to the Master Password
Dump web page and create files containing the master password in plaintext. The provided file
name must be an absolute path to the target file, the target file can not already exist and all
parent directories must already exist. Versions 2.26.4 and 2.27.3 contain a fix. GeoServer
installations where the web interface is either disabled or completely removed are not affected
since the vulnerability exists in one of the web pages.

7.2

GeoServer is an open source server that allows users to share and edit geospatial data. Prior to
version 2.27.0 of the GeoServer DB2 DataStore Extension, an administrator can perform a JNDI 7.2
attack through specially crafted DB2 jdbc url leading to to Remote Code Execution (RCE).

Version 2.27.0 fixes the issue.

URL Redirection to Untrusted Site ('‘Open Redirect') vulnerability in Apache APISIX. The attacker
could manipulate some client headers to perform an open-redirect, to potentially expose the

7.2
session token. This issue affects Apache APISIX: from 3.0.0 through 3.16.0. Users are

Details

=<
o
S
)

Details

=<
o
=)
]

Details

=
=)
<
o)

Details

<
o
=
)

Details

=<
o
S
)

Details

=<
=)
2
o)

Details

=<
o
S
)

Details


https://nvd.nist.gov/vuln/detail/CVE-2026-35314
https://nvd.nist.gov/vuln/detail/CVE-2025-69189
https://nvd.nist.gov/vuln/detail/CVE-2026-12775
https://nvd.nist.gov/vuln/detail/CVE-2026-12795
https://nvd.nist.gov/vuln/detail/CVE-2026-46976
https://nvd.nist.gov/vuln/detail/CVE-2026-11407
https://nvd.nist.gov/vuln/detail/CVE-2026-46969
https://nvd.nist.gov/vuln/detail/CVE-2025-52465
https://nvd.nist.gov/vuln/detail/CVE-2025-27511
https://nvd.nist.gov/vuln/detail/CVE-2026-48895

CVE-
2026-
46867

CVE-
2026-
56382

CVE-
2026-
46868

CVE-
2026-
56446

CVE-
2026-
56447

CVE-
2026-
46953

CVE-
2026-
46970

CVE-
2026-
46956

recommended to upgrade to version 3.17.0, which fixes the issue.

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Extensibility Framework). Supported versions that are affected are 13.5
and 24.1. Easily exploitable vulnerability allows high privileged attacker with network access via
HTTPS to compromise Oracle Enterprise Manager Base Platform. Successful attacks of this
vulnerability can result in takeover of Oracle Enterprise Manager Base Platform. CVSS 3.1 Base
Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Craft CMS (composer package craftcms/cms) versions >= 5.5.0 and <= 5.9.13 contain a remote
code execution vulnerability in the FieldsController::actionRenderCardPreview() method, which
passes the fieldLayoutConfig POST parameter directly to Fields::createlLayout() without calling
Component::cleanseConfig(). An authenticated admin user can inject Yii2 event handlers (e.g.,
'on init' keys) via the fieldLayoutConfig parameter to execute arbitrary PHP code and disclose
sensitive information (such as environment variables containing database credentials and
CRAFT_SECURITY_KEY). The issue is fixed in version 5.9.14.

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise
Manager (component: Extensibility Framework). Supported versions that are affected are 13.5
and 24.1. Easily exploitable vulnerability allows high privileged attacker with network access via
HTTPS to compromise Oracle Enterprise Manager Base Platform. Successful attacks of this
vulnerability can result in takeover of Oracle Enterprise Manager Base Platform. CVSS 3.1 Base
Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

MISP allowed a site administrator to configure an arbitrary filesystem path for the NDJSON error
log used by JsonLogTool. Because log entries can include attacker-controlled content, an
authenticated attacker with site administrator privileges could direct log output to a PHP file in a
web-accessible directory and inject PHP code through logged data. Accessing the resulting file
could lead to remote code execution with the privileges of the web server process. The fix
restricts log destinations to existing directories beneath APP/tmp/logs or /var/log, requires
absolute paths, rejects stream wrappers and traversal-related input, and limits filenames to .log
or .ndjson extensions while disallowing executable extension segments.

MISP allowed an authenticated site administrator to set the Kafka_rdkafka_config setting to an
arbitrary filesystem path. MISP subsequently parsed the referenced INI file and passed its
options to rdkafka. A crafted attacker-controlled configuration file could use rdkafka options such
as plugin.library.paths to load an external library, resulting in arbitrary code execution with the
privileges of the MISP process. An attacker could leverage a MISP-writable location, such as an
uploaded file or administrative image, to host the malicious configuration file. The issue is fixed
by restricting the setting to absolute .ini files located only in approved configuration directories
outside the webroot and MISP upload targets.

Vulnerability in the Oracle HRMS (UK) product of Oracle E-Business Suite (component: UK
Payroll). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable vulnerability
allows high privileged attacker with network access via HTTP to compromise Oracle HRMS (UK).
Successful attacks of this vulnerability can result in takeover of Oracle HRMS (UK). CVSS 3.1
Base Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle HR Intelligence product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
HR Intelligence. Successful attacks of this vulnerability can result in takeover of Oracle HR
Intelligence. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Property Manager product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
Property Manager. Successful attacks of this vulnerability can result in takeover of Oracle
Property Manager. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Project Portfolio Analysis product of Oracle E-Business Suite

7.2

7.2

7.2

7.2

7.2

7.2

7.2

7.2

=<
o
=
)

Details

=<
o
S
)

Details

=<
o
S
]

Details

=
=)
=
o)

Details

=<
o
S
]

Details

=<
o
S
)

Details


https://nvd.nist.gov/vuln/detail/CVE-2026-46867
https://nvd.nist.gov/vuln/detail/CVE-2026-56382
https://nvd.nist.gov/vuln/detail/CVE-2026-46868
https://nvd.nist.gov/vuln/detail/CVE-2026-56446
https://nvd.nist.gov/vuln/detail/CVE-2026-56447
https://nvd.nist.gov/vuln/detail/CVE-2026-46953
https://nvd.nist.gov/vuln/detail/CVE-2026-46970
https://nvd.nist.gov/vuln/detail/CVE-2026-46956

CVE-
2026-
46960

CVE-
2026-
46938

CVE-
2026-
46922

CVE-
2026-
10521

CVE-
2026-
11409

CVE-
2026-
35326

CVE-
2026-
56222

CVE-
2026-
44913

CVE-
2026-
46769

CVE-
2026-
11410

CVE-
2026-

(component: Internal Operations). Supported versions that are affected are 12.2.3-12.2.15.
Easily exploitable vulnerability allows high privileged attacker with network access via HTTP to
compromise Oracle Project Portfolio Analysis. Successful attacks of this vulnerability can result in
takeover of Oracle Project Portfolio Analysis. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity
and Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle Cost Management product of Oracle E-Business Suite (component:
Cost Planning). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
Cost Management. Successful attacks of this vulnerability can result in takeover of Oracle Cost
Management. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle HR Intelligence product of Oracle E-Business Suite (component:
Internal Operations). Supported versions that are affected are 12.2.3-12.2.15. Easily exploitable
vulnerability allows high privileged attacker with network access via HTTP to compromise Oracle
HR Intelligence. Successful attacks of this vulnerability can result in takeover of Oracle HR
Intelligence. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

An high privileged remote attacker can access a hidden configuration method, that should not
be accessible by any user, to modify critical program parameters. This can result in a total loss
of confidentiality, integrity and availability.

An authenticated OS command injection vulnerability exists in the IPv6 PPPOE configuration
handler in TL-WR940N v6 due to improper sanitization of user input. An attacker with
administrative access may exploit this issue to execute arbitrary system commands with
elevated privileges.

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component:
Content Server). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily
exploitable vulnerability allows high privileged attacker with network access via HTTP to
compromise Oracle WebCenter Content. Successful attacks of this vulnerability can result in
takeover of Oracle WebCenter Content. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and
Availability impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

Capgo before 12.128.2 contains an authorization bypass vulnerability in POST
/private/role_bindings that fails to verify app_id ownership during app-scoped role binding
creation. An attacker with administrative privileges in one organization can create role bindings
targeting applications owned by other organizations, enabling unauthorized read and
modification of victim applications.

Improper escaping of database table names in the CaptureChangeMySQL Processor included
with Apache NiFi 1.2.0 through 2.9.0 allows for injecting SQL commands using crafted naming.
Manual quoted boundaries added in Apache NiFi 1.8.0 narrowed the scope of potential injection
options, but did not cover additional strategies. Apache NiFi installations that do not use the
CaptureChangeMySQL Processor are not subject to this vulnerability. Upgrading to Apache NiFi
2.10.0 is the recommended mitigation, which incorporates more robust identifier escaping.

Vulnerability in the Oracle Application Development Framework (ADF) product of Oracle Fusion
Middleware (component: ADF Shared Components). Supported versions that are affected are
12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows high privileged attacker with
network access via HTTP to compromise Oracle Application Development Framework (ADF).
Successful attacks of this vulnerability can result in takeover of Oracle Application Development
Framework (ADF). CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

An authenticated OS command injection vulnerability exists in the BigPond Cable (BPA) WAN
configuration module in TL-WR940N v6 due to improper sanitization of user input. An attacker
with administrative access may exploit this issue to execute arbitrary system commands with
elevated privileges.

The CF7 to Webhook plugin for WordPress is vulnerable to Server-Side Request Forgery in all
versions up to, and including, 5.0.0 via the pull_the_trigger. This makes it possible for
unauthenticated attackers to make web requests to arbitrary locations originating from the web
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application and can be used to query and modify information from internal services. Exploitation
requires that the admin-configured webhook URL contains a Contact Form 7 field placeholder in
the host segment of the URL, and that the affected form is publicly accessible.

Apache NiFi 1.12.0 through 2.9.0 are missing authorization when replacing Process Groups that
include extension components with specific Required Permissions based on the Restricted
annotation. The Restricted annotation indicates additional privileges required, but framework
authorization did not check restricted status when handling requests to replace Process Groups.
The missing authorization permits a user with general write access to add components with
Restricted status. Apache NiFi installations that do not implement specific authorization for
Restricted components are not subject to this vulnerability because the framework enforces
write permissions as the security boundary. Upgrading to Apache NiFi 2.9.0 is the recommended
mitigation, which removes the implementation of Restricted status authorization from the
framework.

7.2

Unauthenticated Cross Site Scripting (XSS) in Grand Car Rental <= 3.7 versions. 7.1

Unauthenticated Cross Site Scripting (XSS) in Royal Elementor Addons Pro < 1.7.1041 versions. 7.1

Unauthenticated Cross Site Scripting (XSS) in Kapee < 1.7.1 versions. 7.1

A malformed Bluetooth Classic SDP attribute can trigger a reachable assertion in Zephyr's SDP

parser. In subsys/bluetooth/host/classic/sdp.c, bt_sdp_parse_attribute() accepts an input buffer

once it contains the 1-byte attribute type and 2-byte attribute id, but then unconditionally pulls

an additional byte for the value type without verifying that the byte is present. A truncated 3-

byte attribute (for example 09 00 09) therefore reaches net_buf_simple_pull() with insufficient 7.1
remaining length, triggering the _ ASSERT_NO_MSG(buf->len >= len) check and a kernel panic

in assert-enabled builds (denial of service). In builds where assertions are disabled, parsing may
continue past the end of the available buffer, leading to an out-of-bounds read and undefined
behavior.

A missing length validation in the Zephyr Bluetooth Host ISO receive path can be triggered by
malformed HCI ISO data. In bt_iso_recv() (subsys/bluetooth/host/iso.c), when processing
PB=START/SINGLE fragments, the code pulls a TS SDU header (8 bytes, ts=1) or a non-TS SDU
header (4 bytes, ts=0) without first verifying that buf->len contains at least that many bytes.
The outer HCI ISO length check in hci_iso() validates payload length consistency but not the
minimum inner SDU header size, so a packet with payload length 1 passes hci_iso() and then
reaches net_buf _pull_mem(), which asserts buf->len >= len. As a result, malformed ISO traffic
deterministically triggers a kernel assert (denial of service) in assert-enabled builds, and in non-
assert builds the same path may proceed with an undersized buffer, leading to out-of-bounds
read behavior. The issue affects products using the Zephyr Host with CONFIG_BT_ISO_RX
enabled, particularly where incoming HCI data can be influenced by a malicious or compromised
controller or malformed forwarded ISO traffic.

Cap-go before 12.128.2 contains a privilege inversion vulnerability in GET /build/logs/:jobld that

allows read-only API key holders to cancel running native builds. The endpoint registers an abort
listener on the SSE stream that unconditionally invokes cancelBuildOnDisconnect() using the
privileged server-side BUILDER_API_KEY when clients disconnect, bypassing the app.build_native 7.1
permission check required by the explicit POST /build/cancel/:jobld endpoint. Attackers with

read-only APl keys can repeatedly disrupt native build operations and CI/CD workflows by

opening the log stream and dropping the connection.

Capgo before 12.128.12 fails to filter deleted app versions when joining channels during
/updates resolution, allowing deleted bundles to remain selectable. Attackers can continue
deploying deleted bundles to devices by exploiting the missing app_versions.deleted filter in
channel version joins.

7.1

TypeBot is a chatbot builder tool. Versions 3.15.2 and below have an Insecure Direct Object
Reference vulnerability through cross-workspace Theme Template modification and deletion.
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The handleSaveThemeTemplate and handleDeleteThemeTemplate handlers validate that the
authenticated user is a non-guest member of the provided workspaceld, but then operate on
themeTemplateld via Prisma queries that do NOT include workspaceld in the WHERE clause. This
allows any authenticated user to modify or delete theme templates belonging to any other
workspace and may expose Template IDs via shared typebots or network traffic. This issue has
been fixed in version 3.16.0.

7.1

Unauthenticated Cross Site Scripting (XSS) in Profile Builder Pro <= 3.15.0 versions. 7.1

Zephyr's Bluetooth Classic Hands-Free Profile (HFP) Hands-Free role parser
(subsys/bluetooth/host/classic/hfp_hf.c) contains an out-of-bounds write. During Service Level
Connection setup the HF sends AT+CIND=? and parses the AG's +CIND: response in
cind_handle(), which assigns a per-entry counter index and calls cind_handle_values() for each
list element. cind_handle_values() then wrote hf-ind_table[index] = i without verifying that index
is within the 20-element int8_t ind_table[] array of struct bt_hfp_hf. Because the parser places
no cap on the number of +CIND: list entries, a remote Attendant Gateway (a malicious,
compromised, or spoofed peer the device connects to over Bluetooth) can send a response with
more than 20 recognized indicator entries and drive index arbitrarily large, writing a small 7.1
attacker-positioned value past the array into adjacent struct fields (feature masks, SDP/version
state, the calls[] array, work/atomic bookkeeping) and potentially beyond the static connection
pool slot. This yields memory corruption and at least denial of service of the Bluetooth host,
triggered by a single malformed AT response with no user interaction. The sibling consumer
ag_indicator_handle_values() already performed the equivalent bounds check; this commit adds
the same index = ARRAY_SIZE(hf-ind_table) guard to close the gap. Affects builds with
CONFIG_BT_HFP_HF enabled; introduced with the original HFP HF CIND parser (~v1.7) and
present through v4.4.0.

Dell PowerFlex Manager, version(s) [Versions], contain(s) an Improper Access Control
vulnerability. A low privileged attacker with remote access could potentially exploit this 7.1
vulnerability, leading to denial of service.

Unauthenticated Cross Site Scripting (XSS) in my flatonica <= 0.0.8 versions. 7.1

Hono is a Web application framework that provides support for any JavaScript runtime. Prior to
4.12.25, with credentials: true and no explicit origin (the default wildcard), the CORS Middleware
reflects the request's Origin and sends Access-Control-Allow-Credentials: true. Any site can then 7.1
make credentialed cross-origin requests and read the responses, exposing cookie-authenticated
endpoints to arbitrary origins. This vulnerability is fixed in 4.12.25.

Joomla J-CruisePortal 6.0.4 contains an SQL injection vulnerability that allows authenticated

attackers to execute arbitrary SQL queries by injecting malicious code through the guest_adult
parameter. Attackers can send POST requests to the cruises endpoint with crafted SQL payloads 7.1
in the guest_adult parameter to extract sensitive database information or manipulate database
records.

Unauthenticated Cross Site Scripting (XSS) in Skillate <= 1.2.10 versions. 7.1

An arbitrary address write vulnerability was found in libaom, the reference AV1 codec

implementation. A missing bounds check in the SVC (Scalable Video Coding) layer ID control

function allows an attacker to inject an arbitrary pointer into the cyclic refresh map field via

crafted image pixel values. The encoder then writes approximately 1,200 bytes at the attacker- 7.1
controlled address. This is fully deterministic and does not require a separate information leak.

An attacker who can supply frames to a network-facing libaom encoder with SVC enabled could
exploit this for denial of service or potential code execution.

Astro is a web framework. Prior to 6.3.3, when a component uses a client:* directive, Astro
inserts named slot content into a data-astro-template attribute without HTML escaping the slot
name allowing an attacker to break out of the attribute context and inject arbitrary HTML,
resulting in reflected XSS during SSR. This vulnerability is fixed in 6.3.3.
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The Simple Basic Contact Form WordPress plugin through 20250114 does not escape user-
supplied input before reflecting it into the contact form output on validation errors, leading to a
Reflected Cross-Site Scripting vulnerability that unauthenticated attackers can exploit against
site visitors via a crafted link or cross-site form submission.

Unauthenticated Cross Site Scripting (XSS) in Qreatix <= 1.9.4 versions.

Unauthenticated Cross Site Scripting (XSS) in Sonaar <= 4.27.4 versions.

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
vulnerability in Themify Folo allows Reflected XSS. This issue affects Themify Folo: from n/a
through 1.9.6.

libde265 is an open source implementation of the h.265 video codec. Prior to version 1.1.0, a
crafted H.265 bitstream with large SPS dimensions and 16-bit bit depth causes a signed integer
overflow in "de265_image_get_buffer()" ('libde265/image.cc:128"). The overflow wraps the
plane allocation size to a small value (~1 KB), but the subsequent fill_image()" call computes

the real size using “size_t", writing ~4 GB into the undersized heap buffer. Version 1.1.0 patches

the issue.

A remote code execution vulnerability was found in libaom, the reference AV1 codec

implementation. Insufficient bounds validation in the AV1 encoder's SVC (Scalable Video Coding)
layer ID control allows an attacker to supply crafted video frame pixels that overlap with internal

encoder layer context structures. In fork-based video processing services, an attacker can use
this to hijack the cyclic refresh map pointer, brute-force the process base address via a crash
oracle, and redirect control flow to achieve arbitrary command execution. Exploitation requires
the target service to use libaom with SVC encoding enabled and accept attacker-supplied video
frames.

A heap-buffer-overflow read vulnerability was found in libaom, the reference AV1 codec
implementation. A missing bounds check in the SVC (Scalable Video Coding) layer ID control

functi