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Objective

This Implementation Guide provides healthcare providers with essential

information to prepare for the Health Information Act (HIA) requirements.

STRUCTURE OF THE GUIDE

The guide is structured as follows:

® Chapter 1: HIA Overview, including on Financial Support

® Chapter 2A: Accessing Health Information on the NEHR
e Chapter 2B: Contributing Health Information to the NEHR

® Chapter 2C: NEHR Connect Grant (NCG)
(Financial Support for HIMS Adoption)

® Chapter 3: Cybersecurity and data security measures
to protect health information

® Annex A: Technical steps to implement cybersecurity measures

® Annex B: Sample corporate policy clauses to implement
cybersecurity and data security measures

® Annex C: Sample data disclosure and confidentiality clauses
for agreements with employees and/or third parties

® Annex D: Key considerations to formulate a Business
Continuity Plan (BCP)

® Annex E: Considerations to formulate an
Incident Response Plan (IRP)

e Annex F

® Resources

ANNEX

One Patient, One Health Summary, One Care Journey

The Health Information Act helps healthcare providers access key
health information of their patients, making it easier to coordinate care
across hospitals, clinics, and community healthcare services. This
means fewer duplicate tests, lower costs and safer, higher quality care
through complete medical histories that prevent medication errors.

THREE KEY FRAMEWORKS UNDER THE HIA

NEHR Contribution and Access

All licensed healthcare providers and retail pharmacies must
contribute key health information about patients to the National
Electronic Health Record (NEHR) system. They will also be
granted access to support care continuity and patient safety.

Sharing of Non-NEHR Health Information

The HIA will enable the sharing of non-NEHR health information
within the healthcare ecosystem to facilitate community-based
care. This is currently only applicable to public healthcare
institutions, cluster HQs, AIC and public agencies.

Protection of Health Information

Healthcare providers and Health Information Management
Systems (HIMS) must put in place reasonable safeguards

to ensure confidentiality, integrity, and availability of health
information and meet incident notification obligations. The
detailed cybersecurity and data security measures are set out
in the Cybersecurity and Data Security Essentials.



https://isomer-user-content.by.gov.sg/377/2b95b539-748c-4042-b38e-09f3d99d91fb/CYBERSECURITY_AND_DATA_SECURITY_ESSENTIALS.pdf
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When You Need to Be Ready
Your implementation timeline depends on your service type:

Table 1: Batched Implementation Timeline

Service type

BATCH 1 BATCH 2 BATCH 3

o Outpatient Medical e Outpatient Medical e Outpatient Dental
Service (GP) Service (Specialist) Ambulatory
o Acute and e Nursing Home Surgical Centre
Community Hospital ¢ Contingency Care e Assisted
o Clinical Laboratory Service Reproduction
» Radiology Laboratory @ Outpatient Renal e Retalil
Dialysis Pharmacy

® Nuclear Medicine
Service

When healthcare providers can start accessing NEHR

Healthcare providers with existing access can continue using NEHR.
Healthcare providers who wish to access can start applying for
access now.

Timeline to start contribution to NEHR, and implement
cybersecurity and data security (CS/DS) measures

By September 2027 By September 2028 By March 2030

Note: For healthcare providers providing multiple service types, NEHR
contribution and CS/DS requirements apply according to each service's
respective implementation timeline.

ANNEX

For Other HCSA Licensees and Approved Users of NEHR

HCSA licensees not listed in Table 1, which include cord blood banking,
human tissue banking, emergency ambulance, and medical transport
services, are not required to contribute to NEHR, but need to implement
the cybersecurity and data security measures by September 2028.
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Financial Support Available
To help you identify the appropriate funding support for NEHR data contribution and meeting cybersecurity
and data security requirements, an overview of the available funding schemes is in Table 2. Detailed
information about the NEHR Connect Grant (NCG) can be found in Chapter 2C. page 9.

Ministry/Agency

Table 2: Available Funding Support Schemes

NEHR Connect Grant (NCG)

Ministry of Health (MOH)

What it is for

Who is eligible

To help healthcare providers enhance
their existing Health Information
Management System? (HIMS) or
adopt a HIMS that is able to securely
contribute to the NEHR.

*For more info: Read here.

o Licensees with valid Healthcare Services
Act (HCSA) / Health Sciences Authority
(HSA) Retail Pharmacy licences
mandated for NEHR contribution
under HIA.

® Must have selected HIA-compliant HIMS
certified by Synapxe.
® Exclude those with previous MOH grants

(e.g. GP IT Enablement Grant, NHELP,
NH IT) and government/MOHH entities.

CISO-as-a-Service' for HIA (Cybersecurity
and Data Security Essentials)

Cyber Security Agency of Singapore (CSA)

For those who need additional help to
meet cybersecurity and data security (CS/
DS) requirements by subsidising the cost
of hiring qualified CS/DS consultants.

*For more info: CISOaaS for HIA CS/DS

ANNEX

Productivity Solutions Grant (PSG)

Enterprise Singapore (EnterpriseSG)

To help defray the cost of purchasing
solutions to meet CS/DS requirements.
(E.g. firewall, antivirus software)

*For more info: Productivity Solutions
Grant (PSG)

Small and Medium Enterprises (SMEs)

Small and Medium Enterprises (SMEs)

' Chief Information Security Officers as-a-Service (CISOaaS)
2 Health Information Management System (HIMS) is the digital system that allows healthcare
providers to store and manage patient records


https://www.csa.gov.sg/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cybersecurity-certification-for-organisations/ciso-as-a-service-to-develop-cybersecurity-health-plan/
https://www.enterprisesg.gov.sg/financial-support/productivity-solutions-grant
https://www.enterprisesg.gov.sg/financial-support/productivity-solutions-grant
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ANNEX

Table 2: Available Funding Support Schemes

NEHR Connect Grant (NCG) CISO-as-a-Service for HIA (Cybersecurity Productivity Solutions Grant (PSG)
and Data Security Essentials)

Approximately 2 years of subscription
to a HIMS or up to 40% of the cost of
enhancing an existing HIMS.

Amount Provided

Up to 70% of the cost of CS/DS
Consultancy packages

50% of cost of package capped at $30k

Now

Availability Progressively from July 2026 Now
(starting from OMS GP clinics)
How to apply Apply via OurSG Grants Portal: Apply via IMDA's CTOaa$S portal: https://

https://oursggrants.qgov.sg

National Council of Social Service (NCSS) Members
If your organisation is a member of the National Council of Social Service

(NCSS), you can access the Transformation Sustainability Scheme (TSS) — Part C:

Organisation Type NCSS Members

Tr;ns:‘c:crmatlon Sustainability Scheme (TSS)
— Par

80% funding for CISOaa$S consultancy and
certification fees

Funding Coverage

Grant Cap $40,000

Must attain Cyber Essentials (CE) Mark

services2.imda.gov.sdg/ctoaas/tag/hia

Apply via Business Grants Portal:
https://www.apply.gov.sg/grants/business

How to Apply

Contact NCSS directly or visit their website https://www.ncss.gov.sg/grants/
organisation-development/transformation-sustainability-scheme/

Staying Updated and Getting Help

Always check the HIA website_(https://www.healthinfo.gov.sg/) and official
MOH circulars for the latest updates. Make sure your primary contact
details registered under your HCSA licence are current.



https://oursggrants.gov.sg
https://services2.imda.gov.sg/ctoaas/tag/hia
https://services2.imda.gov.sg/ctoaas/tag/hia
https://www.apply.gov.sg/grants/business
https://www.ncss.gov.sg/grants/organisation-development/transformation-sustainability-scheme/
https://www.ncss.gov.sg/grants/organisation-development/transformation-sustainability-scheme/
https://www.healthinfo.gov.sg/
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The NEHR contains health information which serves as a supplementary tool

e Account application

for healthcare providers. Healthcare providers who wish to apply for access
to the NEHR should be do it through the System Operator — Synapxe.

Follow these steps to get NEHR Access:

G Check your eligibility (Who can apply for access)

e Determine your organisation's NEHR access eligibility based on
your healthcare service type as listed in the Second Schedule of HIA.

e |[dentify which staff roles in your organisation are authorised to
access patient records - typically clinical staff directly involved in
patient care such as doctors, nurses, and pharmacists.

e For Intermediate and Long-Term Care (ILTC) services that are
interested to access data to the NEHR, please get in touch with the
Agency for Integrated Care (AIC) to check your eligibility.

9 Check your participation status

e Verify your institution's NEHR participation status by searching the
official participating institutions directory here.
e |f your institution is not yet participating:
e Submit your participation request using the online application
form then register for the mandatory 30-minute virtual
onboarding session at this link.

e You will need to apply for an account for each of your users.
Apply here.

(Note: Each individual user will need their own account which should
be used only when providing care for the specific institution. Users
who provide care at different institutions will require a separate
account for each institution.)

For assistance:
Contact the NEHR team at NEHR.Feedback@svynapxe.sq.

Guiding Principles for Access and
Use of NEHR Information

REMEMBER: NEHR IS A SUPPORT TOOL, NOT A REPLACEMENT

NEHR does not replace good clinical practice and professional
judgement, which includes history-taking and physical examination.
There is no need for healthcare professionals to access NEHR for
every single consultation. NEHR is an adjunctive source of information
for healthcare professionals if they require further information about the
patients or if patients cannot recall their information clearly.

Refer to the Guidelines on Appropriate Contribution, Use and Access to
NEHR (published online 13 March 2026) which provides core ethical
principles and reasonable professional standards to adopt when
contributing to, accessing the NEHR.

Refer to Annex F which provides policy on the use of the NEHR for
institutions to adapt.


https://isomer-user-content.by.gov.sg/377/e00207cb-d40a-4f28-b32f-85ecc7e9d867/HIA_Second_Schedule_Table_1_0.pdf
https://www.moh.gov.sg/institutions-participating-in-the-national-electronic-health-record-system-nehr/
https://form.gov.sg/63c6401add515700110d951d
https://form.gov.sg/63c6401add515700110d951d
https://form.gov.sg/63e10cb27d72bc0011a8b69c
http://for.sg/nehrmdc
mailto:NEHR.Feedback%40synapxe.sg?subject=
https://isomer-user-content.by.gov.sg/377/ab4fb3e5-3a76-427c-97db-6a2e1e784ab7/Guidelines_on_Appropriate_Contribution__Use_and_Access_to_National_Electronic_Health_Record__NEH.pdf
https://isomer-user-content.by.gov.sg/377/ab4fb3e5-3a76-427c-97db-6a2e1e784ab7/Guidelines_on_Appropriate_Contribution__Use_and_Access_to_National_Electronic_Health_Record__NEH.pdf
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Selected healthcare providers are required to contribute certain data types
to the NEHR, based on the types of services they are licensed to provide. \

Healthcare providers should utilise HIA-compliant Health Information ﬂ m N
Management Systems (HIMS) to contribute health information to the NEHR. L

WHAT YOU NEED TO DO AS

A HEALTHCARE PROVIDER:
YOUR 3-STEP CHECKLIST

CHECK YOUR NEHR CONTRIBUTION REQUIREMENTS

Selected HCSA licensees and Retail Pharmacies are required to contribute selected data types. Identify your
specific data contribution requirements based on your licensed healthcare service type here.

HEALTHCARE PROVIDERS USING A HIMS
Verify HIMS Compliance Status

Verify your HIMS meets all three certification requirements:
1. Completion of NEHR Connectivity certification

2. Obtain and submit Cyber Essentials (CE) for HIMS or
equivalent Certification to NEHR

3. Declare compliance with Code of Practice for Data Portability

Click here to check your HIMS’s HIA-Compliance status

Proceed to Step 3 if your HIMS
meets all 3 requirements.

Otherwise, engage your HIMS Provider to check on their plans and progress
to be certified as HIA-compliant.

If you are using a custom developed HIMS, contact Synapxe at
nehr.vendorengagement@synapxe.sg to enhance your HIMS to be HIA-compliant.

Alternatively, you may consider switching to a HIMS that is HIA-compliant.
In this case, you should ensure your existing and new HIMS providers discuss
and present a comprehensive data migration plan and transition timeline with you.

HEALTHCARE PROVIDERS NOT USING A HIMS
Onboard a HIA-Compliant HIMS

Select a HIA-compliant HIMS, the HIMS provider will work
with you to onboard and start contributing to the NEHR.
The list of HIA-compliant HIMS can be found in this list.

Proceed to Step 3 thereafter.

COMPLETE NEHR ONBOARDING PROCESS
AND START CONTRIBUTING

Work with your HIMS provider to complete the NEHR onboarding
process, including drug inventory mapping and deployment
scheduling and start contributing to the NEHR. This process
requires up to five weeks for completion.



https://isomer-user-content.by.gov.sg/377/468d7e68-6d38-49ae-8c73-8a336de7ca23/HIA_First_Schedule_Table_1_0.pdf
https://for.sg/hchlist
https://cms.synapxe.sg/sites/connectnehr/Pages/Integration-Status.aspx
mailto:nehr.vendorengagement%40synapxe.sg?subject=
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Data Contribution Requirements

Under the HIA, healthcare providers are expected to meet specific obligations in relation to the <

contribution of key health information to the NEHR. This is to ensure that information in the NEHR is -

available to other care providers and can support their care for their patients. “ks}/ y
\/( e

QUALITY STANDARDS FOR DATA CONTRIBUTION \

As a NEHR data contributor, you must ensure
your health information submissions are:

—

Timely Complete Attributable
Enter the information into your HIMS Submit all required data free The healthcare provider Correct
in a timely manner. of errors, with a reason for contributing the health information Where errors are detected
every visit. must be identifiable. Work with for data that you have
your HIMS provider to ensure this contributed, to update them

Compliant with Standards

Use proper clinical coding standards
(Systematised Nomenclature of Accurate
Medicine - Clinical Terms (SNOMED
CT), Logical Observation Identifiers
Names and Codes (LOINC),
Singapore Drug Dictionary (SDD)
Work with your HIMS provider to
ensure these are properly configured.

is properly configured. in the HIMS as soon as
possible and work with

your HIMS provider to

Check that the patient details re-submit them to the NEHR.
are correct before submission.

Find comprehensive data quality standards and
contribution requirements here.



https://cms.synapxe.sg/NEHR/NEHR_Data%20Onboarding%20guide.pdf
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NEHR Connect Grant (NCG) Details

The NCG helps eligible healthcare providers adopt or enhance Health
Information Management Systems (HIMS) to contribute to NEHR.

The NCG succeeds previous digitalisation grants such as the GP IT
Enablement Grant and Early Contribution Incentive Grant, both of
which have since been closed and were limited to selected licensable
healthcare services.

The NCG provides different funding amounts depending on the type
of healthcare service. For example, GP clinics operating under the
Outpatient Medical Services licence will receive a fixed $8,400 grant.

Table 3: NCG Grant Amounts by Healthcare Service Type

Type of Healthcare Service Grant Quantum per Licensee

Up to 40% of cost capped at $200,000
Up to 40% of cost capped at $140,000
Up to 40% of cost capped at $29,300
Up to 40% of cost capped at $16,900
$14,400 (fixed amount)

$12,000 (fixed amount)

$8,400 (fixed amount)

Acute and Community Hospital

Clinical Laboratory

Outpatient Renal Dialysis

Retail Pharmacy

Nursing Home

Radiology Laboratory

Outpatient Medical
(GP, Specialist)

Outpatient Dental
Contingency Care

Assisted Reproduction
Ambulatory Surgical Centre
Nuclear Medicine

What the NCG Covers
e Purpose: Support digitalisation and NEHR contribution through
HIA-compliant HIMS

e Coverage: Approximately 2 years of HIMS subscription or 40% of
costs to enhance existing HIMS

Who is Eligible
Healthcare providers must meet all of the following criteria:

e Hold a valid MOH-HCSA or HSA-Retail Pharmacy licence mandated for
NEHR contribution under HIA.

e Select a HIA-compliant HIMS certified by Synapxe at the
point of application.

e Have not received previous MOH IT grants such as GP IT Enablement
Grant, Nursing Home IT Grant. [Note: Except recipients of the Early
Contribution Incentive Grant, who are eligible to apply for NCG]

e Not owned by government agencies or MOH Holdings entities.

[Note: Vanguard nursing homes will be eligible to apply for NCG]

e Each healthcare institution can only apply once per licensable
healthcare service.



NCG Application Timeline

Table 4: NCG Application and Implementation Schedule

Healthcare Service

Grant

Application
Opens

Grant
Application
Deadline

Must Start

Contributing
By
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Important Application Requirements

e Apply Early: Applications submitted after your enforcement deadline
will be rejected

e HIMS Selection First: You must select your HIA-compliant HIMS
before applying

e Data Quality Requirements: You must meet data quality standards for

Outpatient Medical (GP) g;;;ly 2(1)2,0;ugust g;zs;eptember one month to receive full payout
e (sl 01 31 August 01 e Documentation: All invoices must clearly state which licensable
healthcare service the costs relate to
Clinical Lab November 2027 September
: 2026 2027
Radiology Lab How to Apply
Nuclear Medicine
e Check Eligibility: Ensure you meet all criteria listed above

Outpatient Medical 01 August 31 August 01 i _ _
(Specialist) 2027 2028 September e Select HIA-Compliant HIMS: Compare HIA-compliant HIMS options
Nursing Hame 2028 by reviewing provider features, costs, and support services.
Renal Dialvsis Keep a lookout for the list of certified HIMS provider directory at
oo ! . https://for.sg/hchlist

ontingency Care
Outoatient Dental o1 M o8 01 March e Submit Application: Complete and submit your application online through

utpatient en a. 20293y Feb ZOBOarC the OurSG Grants Portal at hitps://oursggrants.gov.sqg. [Note: NCG will be
émbulatory Surgical 2§3|C’)uary available on the portal once the application has opened.]

entre

Assisted Reproduction
Retail Pharmacy

Note: Dates are subject to change. Check the HIA website for the most
current timeline.

10


http://www.healthinfo.gov.sg
 https://for.sg/hchlist
https://oursggrants.gov.sg
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What Happens After Approval

o Letter of Award (LOA):
Issued upon application approval

e Complete Implementation:
Work with your HIMS provider to
start contributing to NEHR

e Data Quality Monitoring Window:
Up to 2 months the mandatory contribute date,
to meet data quality requirements

e Submission of Finance Documents:
Provide required documentation to
receive payout

¢ Final Payout:
Processed within 2 months of meeting
all requirements and submission of all
required documents.

Need Help with Your Application?

e Grants Application Related Enquiries: nehr.grants@synapxe.sqg

e Technical HIMS Questions: Contact your selected HIMS provider

e Grant Status Updates: Check the HIA website
https:/www.healthinfo.gov.sg/funding-support for the latest information

11


mailto:nehr.grants%40synapxe.sg?subject=
https://www.healthinfo.gov.sg/implementation-support/
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In March 2026, MOH published the Cybersecurity & Data Security Essentials to provide guidance on the security measures to
be put in place for the proper storage, access, use and sharing of health information. The Essentials are available here.

NG,
=

CYBERSECURITY ESSENTIALS

7=\ | UPDATE PROMPTLY PROTECT DEVICES e CONNECT SAFELY
. AEERR \
O o Install updates for Operating @ o Install anti-malware solution =y e Use firewalls to block
} System and applications » Enable automatic signature /’3 (V] unauthorised traffic
© Update clinic systems update and scanning © Avoid public networks
(CMS/EMR) » Report suspicious activity and use trusted networks
e Prioritise security patches © Use applications only from

trusted sources

CONTROL ACCESS ENSURE BACKUPS 4 MANAGE ACCESS
a » Unique accounts for ‘ » Regular backup of critical av © Maintain hardware &
% % all users and essential data [ —] software inventory
® Remove inactive/shared e Align backups with ® Replace unsupported assets
accounts recovery needs o Authorise new IT assets
e Use strong passwords e Store backups separately

(212 mixed characters)

o Enable two factor authentication
for admin/remote access

12


https://isomer-user-content.by.gov.sg/377/2b95b539-748c-4042-b38e-09f3d99d91fb/CYBERSECURITY_AND_DATA_SECURITY_ESSENTIALS.pdf
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DATA SECURITY ESSENTIALS

z,v

TRANSFER SECURELY

® Password-protect files containing health
information before sending by email

=a

STORE SECURELY

@ Store records in secure, access-controlled

locations
® Lock devices storing health information ® Send the passwords through a different channel

® Apply confidentiality clauses for staff
and vendors

da

® Check recipients' email addresses
before sending

91

= ﬁ
CONTROL ACCESS SECURELY
e Personnel should only access COPY SECURELY

health information of patients under their care ® Copies of health information should only

® Personnel should acknowledge their data
protection and security obligations before
given access to health information

be made by authorised personnel, and
where necessary for work purposes

® Maintain possession of all copies of health

® Use screen-locks and privacy filters for devices to information made at all times

prevent unauthorised access to health information
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MANAGE THIRD PARTIES REVIEW SECURITY

| O I ® Understand the security services g | ® Review CS/DS measures
@—@ that IT service providers will EQ periodically
provide, and ask for regular ® Review compliance with
A E TRAIN PERSONNEL updates on security issues security measures
F = ® Attend annual cybersecurity e Understand the remaining o Act promptly upon lapses
mm and data security training, ideally, steps that you need to take
at least annually (e.g. configurations)
® Develop basic cybersecurity and e Check service providers’
data security hygiene practices for certifications and safeguards
personnel to adopt
= SECURE DISPOSAL BUSINESS CONTINUITY 9 INCIDENT RESPONSE
(O
ml ® Shred physical records qﬁ'@ ® Prepare for disruptions 'Q' (] Ay | @ Set out clear roles and
: J oA L
v when no longer required (e.g. when IT systems 0 responsibilities for key
e Encrypt or overwrite are compromised) personnel
electronic records e Establish a continuity plan ® Detect, respond and
to ensure resilience recover from incidents

® Communicate with affected
persons and regulators

14
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Introduction

As a healthcare service provider, you need to implement robust cybersecurity and data security measures from both operational
and strategic perspectives, as breaches can result in serious consequences including compromised patient care, financial losses,
and reputational damage to your organisation. This chapter on cybersecurity and data security measures aims to help you
navigate some of your responsibilities under the HIA. It will cover the technical steps and include customisable sample corporate
policy clauses to provide practical, actionable guidance to build and maintain your security posture.

Assessing Your Healthcare Security

Assess your organisation’s current security situation to determine whether you have implemented the necessary measures
or need additional measures. Table 5 sets out a list of questions you can ask yourself, before implementing any security
measures and referring to the technical steps and corporate policy clauses in this Implementation Guide.

Table 5: Summary of CS/DS questions and resources

Step 1: Think about different aspects of cybersecurity and Step 2: What are the resources to help you?
data security implementation in your organisation

Technical steps Corporate policy template
CYBERSECURITY ‘ (see Annex A) (see Annexes B, C, D, E)
1) Updates
o Are software updates promptly installed on your devices or healthcare systems
(e.g. is there a regular update schedule), or do you wait until you remember to check? .‘/

©® When did you last check for and install updates on your computer
or other devices?

2) Secure/Protect

® Do you have anti-malware and anti-virus solutions installed and running on all ‘/
your computers or other devices? ‘/ Please refer to sample
® Do you know how to install them? corporate policy clauses
(Annex B)

o When did you last check if your anti-virus software was working properly and
up to date?
15
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Table 5: Summary of CS/DS questions and resources

Step 1: Think about different aspects of cybersecurity and Step 2: What are the resources to help you?
data security implementation in your organisation

Technical steps Corporate policy template
CYBERSECURITY ‘ (see Annex A) (see Annexes B, C, D, E)
3) Backup J
© When did you last make a backup of your important files and do you know how to restore
-\/ Please refer to sample

them if needed? _
corporate policy clauses

o If your computers malfunctioned tomorrow, how do you recover your patient records (Annex B)
and other important information?

4) Asset ‘/
® Do you have a list of all the computers and devices, software used in your organisation? Please refer to sample
® Who is responsible for keeping track of your computers and devices, and knowing what corporate policy clauses
needs to be replaced or updated? (Annex B)

Technical steps Corporate policy template

DATA SECURITY

(see Annex A) (see Annexes B, C, D, E)

1) Secure v

® Do you know the types of data you have, where they are stored and who has access to it? Please refer to sample corporate

e Before you copy, print, or send health information, do you always check if it is truly policy clauses (Annex B)
necessary and that you are sending it securely to the right person? ‘/

Please refer to sample clauses
for use in agreements with
employees, third parties
(Annex C)
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Table 5: Summary of CS/DS questions and resources

Step 1: Think about different aspects of cybersecurity and Step 2: What are the resources to help you?
data security implementation in your organisation

Technical steps Corporate policy template
DATA SECURITY (see Annex A) (see Annexes B, C, D, E)
2) ldentify v
® Can you tell the difference between health information and general information? Please refer to sample corporate
® Do you label or mark health information, so everyone knows it needs protection? policy clauses (Annex B)
3) Access J

® Do you limit health information access based on what each personnel needs for
Please refer to sample clauses

his or her job? _ _
for use in agreements with
® Do you regularly review who can access health information and remove access for employees, third parties
(Annex C)

personnel who no longer need it?

Technical steps Corporate policy template
GENERAL (see Annex A) (see Annexes B, C, D, E)
1) Training and education v
® Have your personnel been trained in basic security practices like recognising Please refer to sample corporate
suspicious emails, creating strong passwords, and handling patient data safely? policy clauses (Annex B)

® When did you last provide security training to your personnel?

2) Outsourcing and vendor management
® Do you know if your computers and other devices holding health information have

been properly approved?

® Do you spell out clearly who is responsible for keeping health information secure
— your vendor or you?

17
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Table 5: Summary of CS/DS questions and resources

Step 1: Think about different aspects of cybersecurity and Step 2: What are the resources to help you?
data security implementation in your organisation

Technical steps Corporate policy template

GENERAL

(see Annex A) (see Annexes B, C, D, E)

3) Security reviews and internal audit measures v

e Do you check whether all personnel are following your security policies or do you just Please refer to sample corporate

assume they are? policy clauses (Annex B)
® When did you last review the security practices to identify what is working well and
what needs improvement?

4) Disposal
e Do you have clear practices to securely destroy health information (e.g. shred paper
records, delete electronic copies) and wipe data from computers or devices when you
no longer need them?

5) Emergency planning for contingency v
e If your computer system went down or you could not access health information, Please refer to considerations
do you have a clear plan to continue providing patient care? in implementing a Business
e Does everyone know their role in keeping the organisation running during Continuity Plan
system outages? (Annex D)
6) Incident response v
e If you discovered health information was stolen or your computer was hacked, do you Please refer to considerations
know exactly who to contact and what steps to take immediately? in developing an incident
® In the event of a security incident, do you and your personnel know your role in rezzonse E')an
nnex

responding to minimise damage?

18
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In this section, you will learn how to:

Al Install software updates on your devices and systems p20
A2 Activate anti-malware and anti-virus solutions p21
A3 Provision and manage user accounts and access controls p23
A4 Provision and manage user accounts and access controls for third parties p25
AS Activate two-factor authentication p27
A6 Set login thresholds (including number of failed attempts permitted) p28
A7 Maintain login rules and tracking to monitor users logging in and out of systems p29
A8 Use secure settings for your organisation’s procured hardware & software p20, p31

19
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Al: Install software updates on your devices and systems (for Windows only)

1) HIA OVERVIEW 2A) ACCESSING NEHR 2B) CONTRIBUTING TO NEHR 2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION “BASNEX EF

RESOURCES

Regularly checking for and installing software updates is crucial for maintaining the security, performance, and functionality of your computer systems and
devices. Updates often contain critical security patches that protect against identified vulnerabilities, where threat actors actively look to exploiting weaknesses
to access your data or compromise your system. You can check for software updates on your Microsoft Windows computer systems or other devices by
following the steps below.

Searchfor “Settings”
on your computer

&

Settings

B N ¢ © 8 2

9

Home

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Q_ Find a setting

Windows Update

Confirm update status

m You're up to date
u Last checked: Today, 11:10 am

Click“Checkfor
updates™

Check for updates

| ®

Windows Update

Look for “Windows Update”

More options

@ Update history

&, Advanced options

@

) Windows Update is committed to helping reduce carbon emissions. Learn more

Delivery optimization, optional updates, active hours, other update settings

20
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A2: Activate anti-malware and anti-virus solutions

2A) ACCESSING NEHR 2B) CONTRIBUTING TO NEHR 2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION “B CDEF

ANNEX RESOURCES

Activating anti-malware and anti-virus solutions is essential for protecting your computer systems and devices from malicious software that can compromise your
data, privacy, and system integrity. These security tools provide real-time protection by continuously monitoring your system for threats such as viruses, trojans,
ransomware, spyware, and other malicious code that can steal sensitive information, corrupt files, or render your device inoperable. You can follow the steps
below to activate anti-malware and anti-virus solutions in your Microsoft Windows computer.

Searchfor “Windows
Security” on your
computer

Windows Security

Look for “Virus & threat protection” >
click manage settings

Security at a glance

See what's happening with the security and health of your device
and take any actions needed.

O

Virus & threat protection

&
(e

B

@

Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health
Family options

Protection history

Settings

(3

Virus & threat protection

No action needed.

(3

App & browser control
No action needed.

Oo
(o)
Yok

Family options
Manage how your family uses
their devices.

O
o

Account protection
Mo action needed.

Ld

Device security
View status and manage
hardware security features.

&
Protection history

View latest protection actions
and recommendations.

(13

Firewall & network
protection
No action needed.

GR
2

Device performance &
health

MNo action needed.

21

% Virus & threat protection settings

View and update Virus & threat protection settings for Antivirus Microsoft
Detender.

)

Turn on the four toggles below > they must all reflect “On”

Real-time protection

Locates end stops malware from installing or running on your device, You
can turn off this setting for a short time before it turns back on
automatically.

@ o

Cloud-delivered protecticn

Provides increased and faster protection with access to the lates:
protecticn data in the cloud. Works best with Automatic sample
submission urned on

@ on

Automatic sample submission

Send sample files to Microscft to help protect you and others from
potential threats. we'll prompt you if the file we need is likely to contain
personal information.

@@ on

Submit a sample manually

Tamper Protection

Prevents others from tampering with important security features

@ o

Learn more
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To configure firewall protection in your computer, please follow the steps below.

oSea rchfor “Windows

Security” on your
computer

Windows Security

| @ Home

Look for “Firewall & network
protection” > clickmanage settings

tp)  Firewall & network protection

B App & browser control

3 Device security

%" Device performance & health
&  Family options

&  Protection history

€3 Settings

Security at a glance

G

Virus & threat protection
No action needed,

!

App & browser control
No action needed.

Qo
°

Family options
Manage how your family uses
their devices.

See what's happening with the security and health of your device
and take any actions needed.

O

Account protection
No action needed.

)

Device security
View status and manage
hardware security features.

Protection history

View latest protection actions
and recommendations.

22

3
All three settings mustreflect “On”

() Firewall & network protection

Who and what can access your networks.

(18 Domain network

Firewall & network - Firewall is on.

protection

Mo action needed.

_M_fv V) % Private network (active)
Firewall is on.

Device performance &
health

No action needed.

@ Public network

Firewall is on.
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A3: Provision and manage user accounts and access controls

Implementing robust access control measures is fundamental to protecting your data and services from unauthorised access and potential security breaches.
Access controls ensure that only authenticated and authorised individuals can access specific information, systems, or services based on their role and legitimate
business needs, following the principle of least privilege.

STEPS ON REMOVAL OF USER ACCOUNTS IN A MICROSOFT WINDOWS OPERATING SYSTEM
The following steps focus on deletion of user accounts.

STEP 1 — OPEN COMPUTER MANAGEMENT

Right-click the Start button or press Win + X :

(i) Select Computer
@ Computer Management Management to open
compmgmt.msc.

»_ Terminal (Admin)

& Settings

o8 Task Manager

STEP 3 — RIGHT-CLICK TARGET USER — DELETE - CONFIRM

STEP 2 — NAVIGATE TO LOCAL USERS AND GROUPS - USERS

[ Testlser £ Set Password...

Standard User

& Properties

# Rename
~ System Tools Users — this computer -

~ Local Users and Groups P W Delete
gdn‘:m:stratar Adiviin
Users HiE-In
0O Groups JohnDoe
Standard User Standard
» Storage O e Al A A A 0 b i - 0 3
I |
» Services and Apps 1 mSlser + target
] I

Standard User

_____________________________________________

23
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2) STEPS ON GRANTING USER WITH ADMINISTRATIVE RIGHTS
Please follow the steps below to grant a user administrative rights after receiving appropriate approval.

STEP 4 — APPLY AND CONFIRM

STER:1 RIGHT-CLICK USER - PROPERTIES

updated

Member of:
[o JohnDoe Standard ] £ Set Password... ember o
& Properties Users
2 Rename I Administrators — newly added

Apply OK Cancel

MEMBER OF TAB - ADD...

STEF 3 TYPE "ADMINISTRATORS" - CHECK NAMES - OK

General Member Of Profile “

Member of Enter the object name to select:

Users - Administrators

Add... Remove Check Names OK Cancel

24
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A4: Provision and manage user accounts and access controls for third parties

When granting user accounts and access to third parties, there are several steps to follow.
1) First, please initiate an access request, for example, by using the sample form here.

2) Next is to create and grant access to the third-party user.

STEP 1

OPEN COMPUTER MANAGEMENT

Right-click the Start button or press Win + X :

@ Computer Management

». Terminal (Admin)

@ Select Computer
Management to open
compmgmt.msc.

& Settings

98 Task Manager

~ Local Users and Groups

2, New User...

= Refresh

® Help

B Users = right-click
[ Groups

STEP 2 COMPLETE THE NEW USER DIALOG

2. New User
Username *
NewEmployee
Full Name
New Employee
Description
Finance Department
Password *

Confirm Password *
LR R NN NN NN
User must change password at next logon

Password never expires
Account is disabled

GRANT NTFS FOLDER ACCESS (SECURITY TAB)

STEP 4

O Finance_Shared — Security

Group or user names:

BUILTINVAdministrators
NewEmployee

Permissions for NewEmployee:

Permission Allow Deny
Read & Execute /| i
Read
Write B
Full Control J

Apply 0K

STEP 3 NEW ACCOUNT VISIBLE IN USERS LIST

Administrator Admin
Built-in

JohnDoe Standard

Standard User
= (@ 1orens

Finance Department

Create Close

25
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3) You conclude the process by having the third-party user sign a non-disclosure agreement (NDA). Please note the document below shows sample key
clauses which may be used in your NDA or deed. You must review the sample clauses to assess whether it meets your business and operational needs and
contextualise/amend the clauses for your NDA or deed (e.g. to incorporate additional clauses) based on any other business and operational considerations you

may have.
[ Beowes | sedwos | b
Sample key clauses that It is a documented promise that a third party (e.g. vendor, contractor, external organisation) makes

may be incorporated into a to keep someone’s health information private / confidential and not share it with anyone else
no-disclosure agreement or without authorisation / permission. This is a form of safeguard to ensure that health information
non-disclosure deed does not get misused or leaked when it is handled by parties outside your organisation.

26
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AS: Activate two-factor authentication’

Two-factor authentication (2FA) is like having a double lock on your front door - it adds an extra step that makes it harder for hackers to break into your
computer or computer systems. Even if someone stole or guessed your password, they still cannot gain access because they would also need access to your
phone or another separate device to receive a special code. Please refer to the following steps to activate 2FA.

Clickon “Personalaccount™ >

“Sign-in" by entering your
Open “Google Play” (Android) or Searchforand install “Microsoft Open “Microsoft Authenticator™ > Mictozoft acoountamalland
“App Store” (Apple) Authenticator” Tapon “+" password
— H & Add account
TITON . = Authenticator Q + o mgon
G le P| Microsoft

Vogerey Authentmator il

Microsoft ‘ =I e o)

; john@efgelinic.com "
P Download on the | @ Vorkorschool account ()

. A p p Sto re : '. i s 5 1 ﬂ Other account (Google, Facebook, etc) (1)

Go to https://account.Microsoft.com/security > look for “Advanced security options™ > Open “Microsoft Authenticator” on o

Turn on the “Two-step verification” function your phone > Tap “+" > Scan QR code
shown on your computer

Alr rompit Auibertcaton

Security . sl st et

B Microsoft

Approve sign-in request

@ Open your Microsoft Authenticator sop and
soprove the regLest 15 5ign in

L .
"'.. (mas ) N é ‘J G2 Enter code trom o

Security basics

=S [ERNwwr) ook
Sige i acthaty Patiwerd Lecunity Advsnoed Letuiily SEtiani Stay wedule with Windows

A 123456 @

CanT usad oy MOS0 Auherac Shor app gt Now

Sign-in optong

' Applicable for important systems (e.g. Health Information Management Systems (HIMS)) only. Skip this part if you are using CE-certified HIMS to process and store all your health information.
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AG: Set logins thresholds (including number of failed attempts permitted)

Implementing automatic account lockout after multiple failed login attempts is a crucial security measure that protects against brute force attacks by
preventing threat actors from repeatedly guessing passwords until they gain access. This Microsoft Windows feature acts as both a defensive barrier and an
early warning system, automatically blocking suspicious login behaviour while alerting administrators to potential security threats. The steps below explain how
to configure login thresholds.

STEP 1 OPEN RUN — GPEDIT.MS5C

& Run
Open: STEP § — FINAL POLICY CONFIRMED
gpedit.msc
0K Cancel i
& Current configuration
Account lockout threshold 5 invalid logon attempts
@© Press win + R, type gpedit.msc, click OK. Requires Administrator account. Account lockout duration 30 minutes

Reset account lockout counter after 30 minutes

STEP 2 — NAVIGATE TO ACCOUNT LOCKOUT POLICY

+ Policy saved, After 5 failed attempts, the account locks for 30 minutes.

» Computer Canﬁguration Account Lockout Policy — defaults
~ Windows Settings Account lockout thrashold 0 invalid logon attempts
w» Security Settings | i '
¥ 9 Account lockout duration Not defined STEP 4 — ACCEPT SUGGESTED VALUES = OK
~ Account Policies Reset account lockout counter after Not defined

* Password Policy

& Account Lockout Policy
@ Suggested Value Changes

Because the value of Account lockout threshold has been changed, the settings below have been
changed to suggested values. You may revise these values.,

STEP 3 — DOUBLE-CLICK "ACCOUNT LOCKOUT THRESHOLD" = SET VALUE

Palicy New Setting
Account lockout duration 30 minutes
Account lockout threshold Properties Reset account lockout counter after 30 minutes

Account will lock out after: OK
5 invalid logon attempts .

| @ Click OK to accept. You can double-click either setting later to customise the duration,

Apply 0K Cancel
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A7: Maintain login rules and tracking to monitor users logging in and out of systems

Security and audit logs keep track of who accesses your computer systems? and what they do when they are inside. These logs create a detailed record of all
activities, helping you understand normal patterns of use and quickly spot anything suspicious or unusual that might indicate a security problem. When something

goes wrong, these logs become critical forensic tools that help you figure out exactly what happened, who was involved, and how to fix the problem. We explain
more in the steps below for a Microsoft Windows operating system.

i Press “Windows key + R” > Type “secpol.msc” and “ok” i Go to “Security Settings” > “Local Policies” > “Audit Policy” > “Audit logon events

= Run X Audit logon events Properties ? X

Audit logon events
5] Type the name of a program, folder, document, or

I t Wi il it f . it
nternet resource, and Windows will open it for you Wl Audit e

l ¥

Specify the auditing of attempts to log on to the local computer, including
network logons.

Open:

oK Cancel Browse...
- - Audit these attempts:

Success
Check both “Success” and “Failure” boxes

Failure

2 1f it is impossible to enable logging on all systems or devices, the HIA entity should also keep a manual log.
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To check the login records, please follow the steps below.

1

Press “Windows key + R” > Type “eventvwr.msc"” and “ok"

Go to “Windows Logs” > “Security” > Look for event |D 4624 (successful login attempts) or 4635 (failed
login attempts)

= Run %

i Everit Viewes —_— =
=) Type the name of a program, folder, document, or Fle Acon Veew Help

o % 2 B

Internet resource, and Windows will open it for you.

il Evert Verwer focal)
« L Cuntom Views
Open: eventvwr.msc s - .'_'.'- Serverfoley Eeywor.  Date and Time Source Evert 1D Tink Category
W admerntraties brents Rlull. 1,27/2022 1001 P Mairon. 470 Specal Logon '
T logn Amempts Audit. 11272022 T430) PM Macro 427
= Ly Windown Logs
] Appicaton O Audt. 112772022 TADO) P Macros.. 4672 Specal Logon
| OK I Cancel Browse... I:]a-w a\hﬂ. 14,27/2002 1003 P Mlacron. 42T Group Memberihap
[ st Qavdet. MR TANM  Mioes. 4 Logon
k] System Qasdt. MR TMIM Mo AT e Account Management
[ ] Formarced bvents O bt 19272002 230 P Wharon 478 User Account Mansgerent
B Applications and Services Lo :
b Subscriptions Event 4604, Mecrosoft Windoms secunty auding.
Genersl  Dytady
m
et
Log Heme: Secunity
Soarce Microsoft Windows secunty | Logged: 11,27/2002 74008 P
Evert I #04 ﬁm Logon
Levet it Rt Krywordy Ao Saccein
LT LT B R G T YT
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A8: Use secure settings for your organisation’s procured hardware & software?

New hardware and software may arrive with weak default security settings and unnecessary features that create vulnerabilities for hackers to exploit. Properly
configuring these devices and programmes by changing default passwords, disabling functions that you do not need, and activating built-in security features
disable insecure settings on a Microsoft

establishes a robust security foundation from the moment they are deployed.
E Checktwo boxes marked in red below > Press “ok" |
Windows operating system. Also uncheck the

following Windows features (unless there is & Run X £8 Windows Features - 0 w
a legitimate business need to turn on/check

1) You can refer to the steps below to

Press “Windows key+ R" > Type
“aptionalfeatures”™ and “ok™

_|'I Type the name af a pragiam, lalder, document, o

Turn Windows features on or off °

them): Windows Media Player, Microsoft B et seacurcs, snd Windows wil apwn & for o,
XPS Document Writer, SMB Direct, Windows i (e - To tum a feature on, select its check box. To tun a feature off, clear its check box
TIFF IFilter. A filled box means that only part of the feature is turned on

O Cancel Bronese, Microsoft XPS Document Witer

MultiPoint Connecion
L Print and Document Services
" 17 Remote Ditferential Compression AP Support

-! RIP Listeres

1B Simple TOPP Services (e, exho, daytioe, ot )
SME Direct
- B SMB 1.0/CIFS File Sharing Suppont
SMEB 1.0/CFS Cheent
SME 1.0/CIFS Server

| SMB Direct

[ Telnet Client

| TFTP Clienit

| - Virtual Machine Platform

| Windows Hypervisor Platiorm

| Windows Identity Foundation 15
| Windows PowerShell 2.0

3 Please also refer to page 8 of this Guide for technical steps to software updates.
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2) To stop auto-connecting to Wi-Fi, please follow the steps below.

earchfor “Settings”
on your computer

& Switings 2 Find a setting

Network & internet

= Connecled, sacuned

/,-:33\ Wi-Fi

ook for “Network & Internet” 4

Wi-Fi
I ' k & i t Conmrwcl, mariace ik nelwodt, msfeisd nelwor
lizati
j FRFRANEENH I;? Ethernet
Authantoation, P and DMNS setting s, matored nFtwaork
B Apps
L.
[ OUTES G;I WP
Add, conmect, mansge
L_" Time & language
8 Gaming iy Mobile katspat
Chaire ponif mlermel coinmas TR
K Accessibility
a . : Airplane mode
\'P p"m’l & !n!l:LiI"'IT'" I%; Sktap wEelpss comrRinicakan
@ Windows Lipdate
& Dial-up
g Sar i cal-up imlenne] conmsc o

E Advanced network settings

Wiewr all refwaric adapiers pedwrin resat

Click “Manage known networks" > For each network, turn off
“Connectautomatically” unlessitis your business’secure network

Network & internet > Wi-Fi
F W on D

f Show avalable retworky A

o @ > * G Wireless@SG
SDeted

Connect automatically

»

Connect

¥
] ¥

off »
»

¥
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3) To disable AutoPlay, please follow the steps below.

Searchfor “Settings”
on your camputer

< Seftings Q = 0 X

Bluetooth & devices > AutoPlay

Use AutoPlay for all media and devices

Turn off “Use
- ® ) off AutoPlay for all media
Look for “Bluetooth & and devices®
devices” > “AutoPlay”
Choose AutoPlay defaults
| © Bluetooth & devices
" Removable drive
W Network & internet
Choose a default v

/ Personalization
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4) To set up backup in Windows operating system, please follow the steps below.

Connect an external hard disk
with sufficient storage space to
your computer

.| |J1J.I|I II| |...'

Press “Windows key + R” > Type
“control panel” and “ok”

Go to “Systems and Security” > Click on “Backup and Restore” > Activate “Set

E»

up backup”
= Run b4 Sl Comrel Fand - O
B ¢ Conboiba .
Type the name of & program, folder, document. or e [ Yen ek
Inberriet resounce, and Windows will open it for you
Adiust your computer's seflings re
opntnol pane! -
z . Liser Aooounts
- = el *-—m—aanuacmu 1ation
ok | Cmd | pows | frmeseaed

et up your external drive, press “Next”
= select “Let Windows choose
(recommended)” and press “Next”

— Clocik .r\-uwr-n:

Ease of Access

e, Mitrchugre and Sound

e JFOCE s prmin
hid ) MaF
e Programd
r |imaragll § progrem
-

S0 TN [1 rerie e

R
zapgert ety
Ephenage s dapls

Press “Save settings and run backup” >

Choose “Back up now"” to perform

A Sat i bacioup-

What do you want to back up?

ﬂl.ll Wilirckseni cheos frecormmsnded

frdoran will back up dats ey weed n lbanies o B dniogs, snd i delall $efowen
Py, Thess A wlll be bacied up on & regulas schedebe

Let me chexae

ivw i bt Blwiws ol boduders andd whether (0 echade 8 SyFiemn bvage n e
baciogp. The Inmp'\nrhﬁ-ﬂuwﬂln Eancioacd op ren 8 eegeler srteciuls.

backup again if you want to

Right-click on your backup drive = Click “Turn on BitLocker” >
Create a strong password

Bk Up OF NESITNE YOsIr Filees
Baclug
Lsgilie ¥out Extamal (e & |
L]
32 OB fres o 1453 GB
—
lachup cow 22150 Ml
'h!':'a 38 agshin
Ml buaiap T ni hediidedd
Lt ezl LA &1l Al
Caraenty Fiex o Werwnves and peroeal fobders Tor seleed e
Srkadule Fors, Select Bt up nows o nn backop mansally,
B Tym = ar b
& L g netheg)
Feimie
P i PO v (S DR witre DbOied o &0 D Cuamirid lDitah Batcen my B
W Eagtors JU en ®in
W iy b Bk b (s e Cdes
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This PC — Ox
e
y Devices and drives
- =
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Notes and instructions for use of sample corporate policy clauses

These sample corporate policy clauses are designed as a general reference for your organisation to readily adapt and implement essential HIA cybersecurity and
data security policies and practices.

Your organisation must customise these sample corporate policy clauses, including by replacing all bold bracketed placeholders (such as "[insert name of

organisation]") with your specific organisational details and ensure alignment with your existing internal policies and practices (e.g. your ICT policy and data
security handbook, employee handbook, an annex to the employment / third party contract). Please customise and add to these sample corporate policies as
appropriate to properly address your organisation’s specific context.

These sample clauses provide general guidance in relation to the HIA only and must be implemented together with the other measures required under the HIA.
These sample clauses are also not designed to address compliance with other legislation or professional standards.

S/N In this section, you will find clauses, templates on

B1

Cybersecurity

Secure remote access and email safety requirements

B2

Implement access control measures to control access to your data and services
® Template / sample register to keep records of user accounts

® Email template to request for, grant / approve, revoke user accounts

® General policy on password protection

B3

Back up essential data and store them separately

® Template to clarify roles and responsibilities between your organisation and cloud service provider
e Sample email when requesting information from the appointed cloud service provider
® Template when creating alternative forms of data backup to ensure business continuity

® Template when requesting new equipment/software

B4

Identify the hardware and software used in our organisation, and protect them

® Template to record your asset inventory
® Template to assess continued use of End-of-Support (EOS) assets
35
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In this section, you will find clauses, templates on

Data Security

BS Identify and protect health information p41
® Know what health information is and what is not health information

B6 Secure health information within and outside office premises p41
® Suggested security measures for health information in physical and digital formats

B7 Keep health information only within retention period p43
® Template data retention schedule

BS Reproduction of health information p43
® Suggested security measures when you make copies of health information

B9 Transmission of health information p44
® Suggested security measures when you transmit health information

B10 Marking of health information p44
® Know how to mark health information and protect accordingly

B11 Restricting access to health information p44
® Know who can access health information and why
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In this section, you will find clauses, templates on

General

B12 Training and education p4S
® Train and educate personnel on their security obligations

B13 Vendor and cloud provider awareness p45
® Only use devices, equipment, software etc approved or authorised by your IT team

B14 Security reviews and internal audit p45
® Conduct reviews and audits in a timely manner to identify and rectify any security gaps

B15 Disposal of health information p46
® Ensure proper disposal of health information

B16 Compliance and accountability p46
® Ensure all personnel know their roles, responsibilities and compliance obligations
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B1: CYBERSECURITY B2: CYBERSECURITY

Secure Remote Access and Email Safety Requirements Implement access control measures to control access

, , to your data and services
All personnel must only install or access authorised software Y

and attachments from official or trusted sources, and must only INVENTORISATION OF USER ACCOUNTS
use trusted network connections, such as mobile hotspots, personal [Insert personnel in charge] must maintain an inventory / register of
or corporate Wi-Fi, or a Virtual Private Network (VPN), to access user, administrator, third-party and service accounts. The inventory must,
organisational data or business email. minimally, contain the following details.

No personnel may use publicly available network connections for

official work purposes due to their vulnerability to cyber-attacks. m Attachment What is it used for?

Sample An inventory / register is like a
All personnel must report any suspicious email or attachment to inventory/registry P master list that documents all
the IT team and/or Senior Management immediately. template . different types of accounts that

have access to the organisation’s
systems, applications and
information.

User accounts belong to
personnel, administrator accounts
belong to users with elevated
privileges (e.g. IT personnel who
can make system-wide changes),
third party accounts are for
external vendors or contractors
who need specified levels of
access and service accounts are
used by applications or automated
processes to communicate with
each other.
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B2A: Managing account access

[Insert personnel in charge] must establish and maintain

processes to grant, modify and revoke access to systems, devices
and applications, ensuring that access is provided only upon appropriate
documented approval, which may include email or formal access request
forms. Approvals must be required for any access changes arising from
personnel movements such as onboarding, role changes or termination.

E [Insert personnel in charge] must assign access rights based

on the principle of least privilege, ensuring that personnel can
only access the information and systems necessary to perform their job
responsibilities.

[Insert personnel in charge] must record and maintain the

following details for all granted access: name, system to be
accessed, department, role or account type, access start date and
access end date, where applicable, in accordance with record retention
and audit requirements.

| Document || Attachment L Whel ls It ised for?

To ensure access is granted only
to authorised personnel, limited to
what is required for their role, and
properly documented throughout
the access lifecycle.

Sample email
to request for
access

Sample email
to approve and
grant access

Sample email to
revoke access

39

2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION

RESOURCES

B2B: Password protection
All personnel must replace all default passwords with strong
passphrases4 and must ensure that passwords are not derived
from publicly available information or predictable character sequences.

All personnel must change passwords immediately upon any
suspected compromise or loss of authentication tokens.

4 Strong passphrase - Should be at least 12 characters long and include upper case, lower case,
and/or special characters. Avoid using common words, obvious patterns, or easily guessed
information such as “password” or “qwerty”.
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B3: CYBERSECURITY
Back up essential data and store them separately

B3A: Data backups via cloud services

[Insert personnel in charge] must use the template below to

record the organisation's understanding of its responsibilities, and
those of the cloud service provider, for the backup and protection of
health information based on the applicable contractual terms or service
conditions.

[Insert personnel in charge] must refer to the sample email which

can be used to request for information from the appointed cloud
service provider. The request for information can be done through your
appointed contractor or IT service provider, such as including this as part
of their contractual terms and conditions.

n [Insert personnel in charge] must use the following template when
creating alternative forms of data backup to ensure backups are
stored separately and isolated from the operating environment to support
business continuity.
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Sample
cloud backup
responsibility

To ensure backup responsibilities
are clearly understood and that
appropriate backup arrangements
are in place to protect health
information and support business
continuity.

Sample email
to cloud service
provider

Sample
alternative
backup plan

U DU

(For technical
steps on
performing
backups, please
refer to Section
A.8, Part IV.)

B3B: Inventorise hardware and software used
in our organisation

All personnel must use the following template when requesting for new
equipment/software.

Sample request

To ensure requests for new
equipment or software are
submitted consistently and contain
the information needed for review
and approval.

form for new
equipment /
software
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B4: CYBERSECURITY

Identify the hardware and software used in our
organisation, and protect them

INVENTORISE ASSETS

[Insert personnel in charge] must use the following template to record
your asset inventory. Any assets that have reached End-of-Support
(EOS)> should be replaced, e.g. Asset ID 04, EOS date is 01 Jun 2018
which has expired and should be replaced.

f—ll To maintain an up-to-date record of

Sample asset
inventory
register

organisational assets and identify
assets that require replacement when
vendor support has ended.

B4A: Continued use of EOS assets

[Insert personnel in charge] must use the following template to assess
continued use of End-of-Support (EOS) assets and to obtain Senior
Management’s/clinic owner’s approval to do so.

m Attachment What is it used for?
Sample EOS f_ll

equipment form
S End-of-Support in cybersecurity means a product or system no longer receives updates,
patches, or security fixes from its vendor, leaving it increasingly vulnerable to threats.

To assess and document the risks
of continuing to use End-of-Support
assets and obtain approval before
their continued use.
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BS: DATA SECURITY
Identify and protect health information

All personnel must note that our organisation’s health information is
stored in [insert the location (e.g. our HIMS / filing cabinet / any

other location].

All personnel must protect health information in our organisation’s
possession or control (i.e. all health information recorded and stored
in hard or electronic copies).

No personnel may disclose health information to an external party,
unless this is for an approved work purpose, and the external
party has a contractual agreement® with our organisation prohibiting
the unauthorised disclosure of confidential information including health
information.

B6: DATA SECURITY
Secure health information within and outside
office premises

No personnel may leave health information unattended on their work
desks, or in open areas (e.g. registration/clinic counters, pantries,
photocopier room).

All personnel must lock up all documents and files containing health

information even when stepping away momentarily and must clear
their work areas of all health information at the end of each work session
to ensure that no health information remains visible or accessible by any
other person.

6 Refer to Annex C on “Sample clauses for agreements with employees and/or third parties”.
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All personnel must secure their computers, laptops, tablets and any
other portable storage devices with cable locks or store them in

locked cabinets or cupboards when not in use.

All personnel must immediately password / screen lock their

computers and laptops when stepping away from their work area,
even if momentarily (e.g. press “Ctrl” + “Alt” + “Delete”, followed by
“Lock?”).

No personnel may enter access-restricted areas where computer

systems/servers containing health information are located, or hard
copies of health information are stored, unless authorised and only when
necessary to perform work functions.

Access to these areas will be controlled, including through the issuance
of keys or access codes.

No personnel may share the keys or access codes with any
unauthorised parties under any circumstances.

Logs of access into these restricted areas will be maintained, and any
unauthorised access may result in disciplinary and other action being
taken.

No personnel may bring any computer, laptop, tablet, any other
portable storage device, document or file, containing health
information out of the office, unless specifically authorised to do so.

Any personnel who wishes to bring any computer, laptop, tablet, any
other portable storage device, document or file out of the office must
seek express authorisation from his or her supervisor.

Such authorisation can be given for a specified period of time, for a
specified purpose.

2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION
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The name of the personnel, and the specific computer, laptop, tablet,
any other portable storage device, document or file brought out of the
office will also be documented.

No personnel may leave any documents or devices containing
health information unattended in public spaces.

Any personnel responsible for procuring any commercial storage

facility for the storage of hard copies of health information must
verify the service provider's credibility’” and review its security policies
to ensure adequate protection measures including 24/7 surveillance,
restricted access controls, fire protection, and climate control before
depositing any documents containing health information with the
commercial storage facility.

(a) The [insert personnel-in-charge] must maintain proper records? of all
documents sent to any offsite storage, for example, through inventories
listing the documents sent to offsite storage (e.g. setting out the
document types, quantities, storage locations, and deposit dates).

(b) The [insert personnel-in-charge] must conduct regular stock-takes or
audits of all documents stored in offsite storage to verify that the
documents remain intact and must immediately report and investigate
any discrepancies or signs of unauthorised access.

" The personnel can check on the service provider’s business credentials, obtain
references/reviews from other healthcare service providers, search on demonstrated track record
of handling health information responsibly (e.g. no recorded data breaches).

8 The record should be kept and updated immediately whenever items are added, retrieved, or
destroyed. The record should be detailed enough that your organisation/the authorised
personnel can locate any specific patient records quickly if needed.
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B7: DATA SECURITY

Keep health information within retention period
All personnel must follow the retention periods for health information
set out in the data retention schedule in Table 6, unless there is

a need to retain certain health information beyond the stated retention
period for legal proceedings or investigations.

Table 6: Sample of data retention schedule

Data Purposes of Retention Storage

retention period location

Patient Legal compliance, [Insert number of HIMS
medical continuity of years of retention

records service (e.g. X years)]

Patient Legal compliance, [X] years Filing
consent Forms  continuity of care cabinet A

The [insert personnel-in-charge] will review the data retention schedule

[to indicate frequency of review e.g. annually], and as needed based
on changes in laws, policies, clinical requirements, or operations. All personnel
should refer to the latest version of the data retention set out in this policy.

Health information should be disposed properly after its retention period,
and when the following conditions are met:
(a) the original purpose for collecting the health information is no longer
being served by keeping it; and
(b) there is no longer any legal, clinical, or business need to retain the data.

Before disposing of any health information after the retention period, a final
n review should be conducted to ensure that the disposal is appropriate.

B8: DATA SECURITY
Reproduction of health information

No personnel may reproduce health information, unless authorised
and only on a need-to basis for official work purposes.
(a) All personnel must obtain appropriate approval before making copies of
health information.
(b) All personnel must avoid making excessive copies of health information;
only the necessary copies may be made.

All personnel must use our organisation's own equipment and devices
to make copies of health information whenever possible.

Where it is necessary to use external devices or equipment to make
copies of health information, all personnel must ensure that they
maintain possession of all the copies of the health information made at
all times.

All personnel must immediately and securely destroy all waste copies,

unsuccessful copies (paper jams, misprints), and test copies using
secure destruction methods to prevent unauthorised access to discarded
materials.



1) HIA OVERVIEW

D ANNEX B

2A) ACCESSING NEHR 2B) CONTRIBUTING TO NEHR

B9: DATA SECURITY
Transferring health Information

No personnel may transfer health information in public or
electronically, unless authorised and only on a need-to basis for
official work purposes.

Where it is necessary to transfer health information in public or
electronically, all personnel must ensure that:
(a) only the minimum health information necessary for the specific work
purpose may be transferred, on a need-to basis; and

(b) they maintain possession or control of the health information at all

times, without leaving the documents or devices unattended.

All personnel must protect health information from accidental
exposure by positioning screens away from public view and using
privacy filters when necessary.

When transmitting files electronically, all personnel must check and

verify the recipient email addresses before sending, protect files with
strong passwords, and communicate the passwords separately via phone
calls or SMS (and not through the same email account).
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B10: DATA SECURITY
Marking of health information

[To be inserted where feasible] All personnel must ensure that all

documents containing health information are clearly marked [insert
our organisation’s marking label® e.g. “Health Information”], either
manually (e.g. with stickers) or electronically (e.g. using headers and
footers in documents).

All personnel should treat [insert types of health information e.g.

all information in medical reports, patient consultation notes
and treatment plans, prescription letters] as health information and
comply with all applicable security measures stated in this Policy.

B11: DATA SECURITY
Restrict access to health information

All personnel may only access health information where it is

necessary for you to carry out your work functions and where
authorised by [insert appropriate authority within the organisation e.g.
doctor-in-charge].

Even where authorised, all personnel may only access health
information that is necessary for you to carry out your official work

purposes (i.e. access must follow the principle of least privilege).

All personnel may only access health information where you have
been informed of and acknowledged all applicable data protection
measures, security requirements, relevant laws, and corporate policies.

9 When deciding how to mark health information, your organisation should consider the
format of health information, practicality of marking individual documents, the parties handling
the information, and the intent to alert recipients to protect health information appropriately.
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B12: GENERAL
Training and education

All personnel must ensure that they attend cybersecurity and data

security-related awareness training, at least once every year. This
is necessary to ensure that all personnel are aware of and kept up-to-date
on the applicable security measures, and your roles and responsibilities in
ensuring the security of health information.

All personnel must abide by any cybersecurity or data security
policies and practices that may be implemented by our organisation
in our operations.

B13: GENERAL

Use of approved devices and systems,
including vendor awareness

All personnel may only process and manage health information using
IT systems and devices approved by our organisation.

All personnel must not use personal devices (e.g. personal thumb
drive) or any device not approved by our organisation to process or
manage health information.

When using an IT service provider to manage our network, systems,
and medical devices, the personnel must understand the provider’s
security practices

0 This includes addressing identified vulnerabilities and security issues affecting the systems
they manage in a timely manner.
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All personnel must understand where health information is

stored, the security safeguards implemented by vendors, and the
contractual responsibilities of each party, including incident and breach
management obligations™!.

All personnel must ensure that they understand their responsibilities
for setting security configurations for cloud services, if used.

B14: GENERAL
Security reviews and internal audit

The [insert personnel-in-charge] will conduct regular reviews of

the cybersecurity and data security safeguards for health information
[insert frequency of review] to ensure ongoing effectiveness and identify
potential gaps.

All personnel must immediately rectify any compliance lapses
E that may be discovered in relation to their compliance with the
cybersecurity and data security safeguards, including strengthening
security measures where necessary and undergoing additional training to
prevent recurrence.

" Some of the information may be found in the vendor’s terms of use, data protection policies etc.
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B15: GENERAL
Disposal of health information

For disposal of hard copy documents containing health information,
all personnel must use designated secure waste containers or our
organisation’s approved machines / equipment to shred the documents.

For disposal of hardware assets containing health information, all
personnel must encrypt hard drives before reformatting and perform
multiple overwriting cycles to ensure data cannot be recovered.

1'{‘
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(a) All personnel must ensure that devices that cannot be securely wiped
have their storage media physically destroyed through professional services.

(b) All personnel must remove or destroy all storage components from
computers, printers, copiers, and other devices before disposal, as
these may retain health information in memory or temporary storage areas.

The [insert personnel-in-charge] must maintain records of disposal
activities including dates, methods, and responsible personnel.
(a) The [insert personnel-in-charge] should obtain certificates of

destruction from professional disposal services to verify the secure
destruction of health information. EHR system

:

/

N
f\ 8

B16: Compliance and accountability

n [Insert personnel’s name] is accountable for explaining the Policy
to all new hires and other personnel.

@)

®)

All personnel are required to familiarise themselves with, and comply
with, this Policy. Failure to comply with this Policy may result in
disciplinary and other action.
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Notes and instructions for use of sample data disclosure mm

and confidentiality clauses

Sample clause for use in HIA entity’s contractual
These sample clauses are crafted broadly, for general reference only. You agreements with third parties (e.g. contractors, f;
(and any relevant health data intermediary appointed by you) must review vendors)
and adapt these sample clauses to suit your specific circumstances and
purposes, including through the inclusion of amendments and additional Sample clause for use in HIA entity’s employment P
clauses as appropriate. There are two types of sample clauses — agreements -

(a) Sample clause for inclusion in your agreements with third parties such
as contractors and vendors; and

(b) Sample clause for use in your employment contracts.

These sample clauses are not intended to be an authoritative statement
of the law or a substitute for legal or other professional advice. You should
seek independent legal or other professional advice where appropriate.
MOH and its officers and employees shall not be responsible for any
inaccuracy, error or omission in this Implementation Guide, or liable for
any damage or loss of any kind as a result of any use of or reliance on this
Implementation Guide.

The contents of this Implementation Guide are protected by copyright
and other forms of proprietary rights, and may not be reproduced,
republished or transmitted in any form or by any means, in whole or in
part, without written permission from MOH, other than for the purpose of
implementation of the HIA.
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Overview

A business continuity plan (BCP) is a documented strategy that outlines
how your organisation will maintain essential patient care services and
critical operations during unexpected disruptions such as cyberattacks

or a data breach (e.g. a ransomware attack with health information
exfiltrated, phishing). A BCP identifies which operations are critical and
must continue, establishes backup procedures for when normal processes
fail, and ensures personnel know exactly what to do to keep patients safe
and your operations running. You can print a copy of the BCP and keep it
in your organisation so that you can refer to it promptly when systems are
down and you are unable to access a digital version of the BCP.

When developing your BCP, please consider the following key areas to
help your organisation identify gaps and make informed decisions about
the scope and design of a BCP that reflects your actual operating context
(e.g. size of your clinic) and risk profile.

D1: Critical functions and service continuity

Understand which functions your organisation cannot afford to stop,
even during a cyberattack or data breach.

Consider whether your consultation rooms can operate

independently of your Health Information Management System
(HIMS) and other systems (e.g. when national claims systems are
down), and whether your personnel know how to do so in the event of a
disruption.
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Think about which patient groups depend on you for time-sensitive

care (e.g. those on critical medications or requiring urgent attention)
and whether your organisation has a way to continue serving them when
your systems are unavailable.

Assess whether you have fallback arrangements with other
healthcare service providers that can accept urgent referrals, and
how you can reschedule non-critical appointments.

For other matters such as billing, consider whether your organisation

has manual processes that can sustain basic cash flow and
medication dispensing during an outage, and whether personnel are
trained to use them under pressure.

D2: Paper-based backup readiness

Depending on the extent and severity of the cyberattack, your digital

systems may be rendered completely inaccessible for hours or
days. Assess how prepared your organisation is to revert to paper-based
operations at short notice (“safe mode clinic operations”).

(a) Consider whether you have paper templates for consultations,
appointments, and billing.

(b) Think about whether these paper templates are physically accessible
in the right locations (e.g. consultation rooms, reception, dispensary)
and whether personnel know where to find them.

(c) Assess how your organisation will handle the transition back to

digital systems after restoration, including how to update your HIMS
based on the paper records.
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Consider whether your organisation will maintain a backup list of

high-risk patients who may require care even during the cyberattack
or data breach, especially since the digital systems may be compromised
or inaccessible during a cyberattack.

D3: Data protection and backup infrastructure

Consider whether your organisation has automatic daily
backups in place:
(a) Consider if your personnel know where those backups are stored, how
frequently they run, and how long backup copies are retained.

(b) Think about whether your backups are stored solely on-site, which would
make them vulnerable to the same ransomware attack that
compromises your primary systems.

(c) Assess whether you have at least one off-site or cloud-based backup
copy that would remain accessible even if your physical premises or
on-site systems were destroyed or encrypted.

Critically, consider whether your organisation has ever tested
whether your backups can actually be restored.
(a) A backup that has never been verified may be corrupted, incomplete,
or inaccessible precisely when you need it most.

(b) If your organisation lacks in-house IT support, assess whether you
have an external IT provider who can assist with backup configuration,
verification, and incident response - and whether that relationship is
established before an incident occurs, not during one. See sample
questions in Table 7.
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Table 7: Sample questions to ask your CMS provider/IT vendor

Key categories

Sample questions to ask your

of questions

Understanding
what gets
backed up

Frequency and
timing

Storage and

location

Recovery
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CMS provider / IT vendor

e What data in our organisation’s system is
backed up — does this include all patient
records, appointment histories, clinical notes?

e |s there any data that is not covered by your
backup process that we should be aware of?

e How often are backups performed — is it daily,
hourly, or in real time?

e At what time of day do backups occur, and does
this affect system performance during clinic
hours?

e Where are our organisation’s backups stored — is
it on the same server as our live data, orin a
separate and secure location?

e Are backups stored in Singapore, and if outside of
Singapore, which country and under what data
protection arrangements?

e If our organisation experiences data loss or a
ransomware attack, how quickly can you restore
our data, and what is the process for requesting a
recovery?

e What is the oldest point in time our organisation
can recover data from — for example, can we go
back 7 days, 30 days, or longer?



D ANNEX D@

1) HIA OVERVIEW 2A) ACCESSING NEHR  2B) CONTRIBUTING TO NEHR  2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION 5 g ¢ EE g RESOURCES

Table 7: Sample questions to ask your CMS provider/IT vendor (cont’d) D4: Emergency scenario preparedness

Different cyberattacks (e.g. ransomware with your health information
of questions CMS provider / IT vendor encrypted, or systems infected with computer virus) require different
responses. See sample of ransomware response card in Table 8.

Key categories Sample questions to ask your

Testing and e How do you verify that backups are working
reliability correctly — do you conduct regular
restoration tests?

(a) Consider the various scenarios your organisation may face, and
whether your personnel would know what to do in the first 30 minutes

e When was the last time a backup restoration of each.

was successfully tested? (b) For a ransomware attack, consider whether your personnel would
recognise the warning signs (e.g. ransom notes) and whether they

ﬁ:;l:_rlljthOf ) :rruej 3vuhroorr1212n:cacz(;2 fobt?g:: F:)SneynoCJ Zz’f(;j? know to isolate affected systems immediately to prevent further
e In the event of a breach on your side, are our spread.
organisation’s backups isolated and protected (c) Think about whether your organisation has a clear chain of notification:
from being compromised as well? who gets called first, who has authority to activate manual procedures,
and who is responsible for preserving evidence for investigation.
Our e |s there anything our organisation needs to
responsibilities do on our end to ensure backups are running
correctly?

e Will our organisation be notified if a
backup fails?
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Table 8: Example of a response card for ransomware

Ransomware Response Card

How to spot - does something look wrong,
please check for these signs?

o Files cannot be opened or have strange names
e Aransom message has appeared on screen

What to do - if any of the above is happening,
please follow these steps promptly.

1) DISCONNECT
e Unplug the network cable or turn off Wi-Fi on affected computers.

» Do not switch the computer off completely to retain forensic data
for investigation.

2) STOP AND ASSESS
Can your organisation still see patients safely?

e If yes, consider activating your BCP (e.g. switch to paper records).

e If no, consider diverting patients and to inform them promptly, or
reschedule appointments.

3) CALL FOR HELP

Keep names and numbers of parties to call.

o CMS provider / IT vendor.

o Key personnel in your organisation (e.g. clinic manager).
4) DO NOT PAY THE RANSOM

o Paying does not guarantee recovery.
o Please consult and wait for advice from your IT vendor first.
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5) REPORT IF PATIENT DATA IS AFFECTED
» Have the reporting hotline numbers of the relevant authorities ready.

6) WAIT FOR THE “ALL CLEAR”

e Only restart and restore systems once your IT vendor confirms
it is safe to do so.

o Change all passwords after restoration.

After the Incident:
* Write down what happened and when.

» Your organisaton will need this for reporting and to prevent it from
happening again.

Prepared by: | Version: | Date:
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E For a broader cyberattack or data breach —

(a) Consider whether your organisation understands the difference
between a system outage and a data exfiltration event, and whether your
response procedures account for both.

(b) Assess whether your personnel know not to make unauthorised
changes to affected systems, which could compromise forensic
investigation.

More broadly, consider whether your organisation has ever stress-tested

any assumptions about how long a disruption might last. For example,
plans that assume a two-hour outage will be inadequate if a ransomware
incident takes days or weeks to remediate.

DS: Communications readiness

During a cyberattack, the ability to communicate quickly and clearly
(e.g. with personnel, patients, and external parties) can significantly
affect outcomes.

Consider whether all personnel contact details are current,

accessible in a non-digital format, and known to the people who
would need to use them in an emergency.

Think about whether your organisation has pre-prepared message

templates for notifying patients of service disruptions, and whether
those templates are stored somewhere accessible when your email or
HIMS is unavailable.

2C) NEHR CONNECT GRANT (NCG) 3) PROTECTING HEALTH INFORMATION
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Assess whether your organisation has identified all the channels

through which you would need to communicate during an incident
(e.g. SMS, phone, social media, website) and whether you have the
access credentials and operational capability to use each of them
independently of your HIMS or other networks.

D6: BCP testing and maintenance

A BCP that has never been tested is a plan that may fail when

it matters most. Before finalising your BCP, consider how your
organisation will ensure the plan remains accurate, functional, and
understood by all personnel over time.

Think about whether your organisation has a realistic schedule for
testing backup restoration, practising paper-based operations, and
verifying that emergency contact numbers remain current.

(a) Consider whether personnel turnover, changes in operating
procedures, or the adoption of new technology could render parts of
your plan obsolete.

(b) Consider your process for keeping the plan updated in response to
these changes.

(c) Consider whether all personnel - not just management - understand
their specific roles during a cyberattack, and whether they have had
enough practice to carry out those roles confidently under pressure.
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Overview

When a cyberattack or data breach hits your organisation, the decisions
you make in the first few minutes matter enormously. Without a plan,
even well-meaning personnel can accidentally make things worse (e.g.
unplugging the wrong device, deleting files that investigators need, or
failing to notify the right people in time). An incident response plan takes
the guesswork out of those critical moments by giving your organisation
and your personnel a clear, step-by-step guide on what to do, who to
call, and how to keep patients safe until your systems are restored.

A good incident response plan does not need to be complicated or
technical. It simply needs to be practical, easy to follow under pressure,
and tailored to the realities of how your organisation operates.

You can print a copy of the IRP and keep it in your organisation so that

you can refer to it promptly when systems are down and you are unable
to access a digital version.
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E1: Scope

When developing or reviewing your Incident Response Plan (IRP), you
should consider the following areas.

n INCIDENT RESPONSE TEAM

e Clearly define who falls within its scope, having considered your
organisation size, personnel strength etc.

e Determine whether it covers not just full-time employees, but also
part-time/temp personnel, locum doctors. It is important to ensure
that all personnel who come into contact with health information -
regardless of their employment status - are aware of and bound by
your IRP.

e Have a clear process for onboarding new personnel to the IRP and for
maintaining awareness and readiness across your team of personnel
over time.

B svstems

e Maintain a current and complete inventory of all systems used to
process or store health information.

e Consider whether it covers personal devices such as mobile phones
that may be used for work purposes, as these can often be overlooked.

e Assess whether older or legacy systems that may not be actively
monitored are adequately covered, as these can present vulnerabilities
that are easily missed.
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EJ tHiRD PARTIES

e Evaluate how the IRP extends to third-party vendors who handle
health information on your organisation’s behalf.

e Ensure that all such parties are identified and listed, and that your
contracts with them include clear obligations to comply with or support
your IRP.

e Have a well-defined process for third parties to notify you promptly in
the event of an incident involving your health information stored in your
HIMs or other systems.

ELECTRONIC AND NON-ELECTRONIC
HEALTH INFORMATION

e Address both electronic and non-electronic forms of health information.

This means explicitly covering paper records, physical files, and where
relevant, oral communications.

e Consider whether your IRP includes separate or adapted procedures
for incidents involving physical records, such as loss or unauthorised
access, and ensure that responsibility for managing such incidents is
clearly assigned.
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E2: Incident response team roles and responsibilities

An incident response team does not need to be a large or specialised
group (e.g. in a solo practice, it may simply be you and one or two
trusted staff members, each with a clearly defined role). What matters
is that before an incident happens, everyone knows their specific
responsibilities: who makes decisions, who contacts your IT provider,
who communicates with patients, and who keeps a record of what is
happening and when (see Table 9 for more information).

Table 9: Suggested roles and responsibilities

Team Structure Scope of responsibility

Incident commander

IT/Technical lead

Data Protection
Officer (DPO)

Communications/
legal lead

e Overall incident response coordination and
decision-making.

e Communication with Senior Management
and external authorities.

e Technical investigation, containment,
and system recovery.

e Evidence preservation and forensic activities.

e Data breach impact assessment and
regulatory notifications.

e Patient notification coordination.

e [nternal/external communications and
legal compliance.
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E3: Types of incidents and how to spot them

In a busy clinic, the earliest warning signs of a cybersecurity incident or
data breach can be easy to miss or dismiss. The sooner an incident or

a breach is identified, the sooner you can contain it. Table 10 contains a
list of non-exhaustive but common situations where an incident or breach
may have occurred. If you observe any of these situations, treat it as a
potential incident or breach and immediately follow the response steps in
E4: Immediate response steps.

Table 10: Incident Examples

Cybersecurity attacks occur when malicious actors
attempt to gain unauthorised access to computer
systems or disrupt their operation.

& System locked or files cannot be opened (e.g. ransomware)
e Files have been renamed with unusual extensions
(e.g. “.lockbit’, ‘.wncry’, ‘.conti’).
e A message appears on screen demanding payment to unlock files.
e Patient records that were accessible previously can no longer be opened.

e Clinic management systems display errors when accessing patient
health information.

& Suspicious system behaviour (e.g. malware/hacking)

e Emails sent from the clinic account without personnel doing so.

e Unexpected pop-up windows requesting passwords.

e New programmes or icons appearing that were not installed by
personnel.

e Mouse cursor moving or actions occurring without user control.
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Human error is one of the most common causes of data
breaches and usually involves the accidental disclosure or
mishandling of patient health information.

& Accidental disclosure or mishandling

e An email containing patient information sent to the wrong recipient.
e Incorrect attachments sent (e.g. Patient A's results sent to Patient B).
e Physical patient records handed to the wrong person.

e Confidential documents left unattended in public areas or
unsecured locations.

Devices or physical records containing patient health information
may be lost, creating a risk of unauthorised access.

& Missing equipment or documents

e Aclinic laptop or tablet containing patient health information
cannot be located.

e Physical patient files are missing from the clinic.

e Backup drives or storage devices cannot be accounted for.

e Devices containing patient health information were left unattended

in public places.

Unauthorised access can occur with staff accessing patient health
information without a legitimate clinical or operational reason.

& Unauthorised internal access

e A personnel accessing patient records without appropriate justification.

e Aformer employee's system account still active after they
have resigned/posted out.

e Unusual login/access activity outside normal working hours.

e Patient records being accessed by personnel not involved in the
patient's care.

e Large amounts of patient health information being printed or
downloaded without a clear reason.
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E4: Immediate response steps

When a cybersecurity incident or data breach is suspected, act quickly but calmly. When in doubt, treat suspected incidents as real incidents as it is better to take
precautionary steps than to let a real incident worsen. If you have an IT or cybersecurity provider, engage them immediately and follow their guidance throughout
these steps. If you do not have an existing provider, consider engaging a qualified vendor'2immediately to assist with technical investigation, containment and
recovery. The steps below provide basic guidance and they can be performed simultaneously, where appropriate (see Table 11). However, complex incidents or
breaches require expert assistance to fully resolve and prevent recurrence.

Table 11: Response Steps

STEPS TO TAKE RESPONDING TO A SUSPECTED RESPONDING TO A SUSPECTED
CYBERSECURITY INCIDENT DATA BREACH

STEP 1: e Disconnect affected computer(s) from the e If an email was sent to the wrong recipient,

STOP AND DO NOT PANIC internet immediately by unplugging the ethernet attempt to recall the email immediately,

Take immediate steps to prevent the cable or turning off Wi-Fi. if possible.

situation from getting worse. When in e If multiple computers show similar problems, e Alternatively, contact the recipient and ask them

doubt, act quickly to contain potential disconnect them as well. to delete the email without opening attachments.

damage. e Do not restart affected computer(s) . e If documents were disclosed accidentally,

e Ask personnel to immediately stop using retrieve them immediately, if possible.

any system(s) showing problems.

12A qualified IT vendor is one with relevant experience in healthcare IT, strong data security practices, and familiarity with laws such as the PDPA. To assess whether a vendor qualifies, organisations should ask for
references from similar healthcare clients, verify that the vendor has clear answers on data security measures like encryption and backup, and confirm they understand their regulatory obligations. It is also important
to check that the vendor offers reliable support with reasonable response times. In short, a qualified vendor should have the right experience, practices, and accountability to be trusted with your organisation's
systems and your patients' health information.
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Table 11: Response Steps

STEPS TO TAKE

STEP 2:
GET HELP

Seek assistance as soon as possible so
that the incident or breach can be properly
investigated and contained.

If you are unsure about what might be
affected or how to proceed safely, seek
expert help immediately before taking
further action.

STEP 3: ASSESS & PRESERVE
WHAT MIGHT BE AFFECTED

Work with your IT provider to quickly
identify what systems, accounts, or
information may be affected.

For both types of incidents, if possible,
use a different clean device (one that is
not affected) for essential communications
such as submitting incident or breach
reports, or communicating with patients
about urgent medical matters.

RESPONDING TO A SUSPECTED
CYBERSECURITY INCIDENT

e Notify your Chief Information Security Officer
(CISO) or IT security personnel to coordinate
technical response, if applicable.

e Note which computers or systems are showing
unusual behaviour (slow performance, error
messages, pop-ups, etc)

e Identify if multiple devices are affected or if it
appears isolated.

e Check if you can still access critical
systems normally.

e Take photos of any error messages or suspicious

screens, if visible.

e Save copies of relevant emails or messages.
If there was a ransom note, you are strongly
advised against paying a ransom demand?3,

RESPONDING TO A SUSPECTED
DATA BREACH

e Notify your Data Protection Officer (DPO), so
that they can assess the breach and handle the
required regulatory notifications.

e If you are the DPO for your organisation, please
refer to https://www.pdpc.gov.sg

e |[dentify what information may have been
inappropriately accessed, shared, or lost.

e Determine which systems or accounts
may be compromised.

e Note if physical documents or devices
are involved.

13 https://www.csa.gov.sa/news-events/press-releases/inter-agency-counter-ransomware-task-force-releases-report---a-blueprint-to-protect-singapore-from-ransomware-attacks/
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Table 11: Response Steps

STEPS TO TAKE

STEP 4:
DOCUMENT WHAT HAPPENED
Proper documentation is essential for

investigation and resolution of the incident
or breach.

RESPONDING TO A SUSPECTED RESPONDING TO A SUSPECTED
CYBERSECURITY INCIDENT DATA BREACH

Document the incident or breach details (with your IT or cybersecurity provider's help if available):
e What you observed and when (be specific with times)?
e Which systems/devices are affected?

e What patient information may be involved (names, NRICs, contact details, medical records,
financial information)?

e Approximate number of patients affected?
e What actions you took?
e Current status of incident

e Report the incident as necessary (see E5 below).
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ES: Reporting obligations

When something goes wrong in your organisation - whether it is a suspicious message on your computer screen, patient records that appear to have been accessed
without authorisation, or a device that has gone missing - reporting it promptly is an important thing you can do. Please refer to Table 12 for more details.

Table 12: Reporting Timelines

Authority Timeline What to Report ‘ Reporting Method

MOH Within 2 hours of confirmation Cybersecurity incidents: (The link to the MOH incident reporting
All confirmed incidents4 form will be added here in 2027, when
Data breaches: the incident reporting framework is
Those likely to cause significant harm5 OR have launched.)

significant scale (i.e. affects 500 or more individuals)

PDPC Within 72 hours of confirmation Data breaches: PDPC form
Those involving personal data and likely to cause
significant harm OR have significant scale (i.e.
affects 500 or more individuals)

SPF As soon as possible Cybercrime: Online police report via e-service form
Incidents involving ransomware or monetary losses

4 A cybersecurity incident is 'confirmed' when there is reasonable evidence that a cybersecurity incident has occurred, such as: IT or cybersecurity provider's confirmation of compromise, clear
signs of malware/ransomware, system logs showing unauthorised access, or observable system damage.

' Please refer to the Personal Data Protection (Data Breach Notification) Regulations 2021.
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1. Aim

1.1. This policy serves to guide authorised individuals of the
NEHR on the proper use of the NEHR and the handling of
their NEHR accounts.

2. Applicability

2.1. This policy applies to all individuals who have been provided
access to the NEHR through the organisation.

3. Terms

3.1. Authorised Individuals — Persons who have been approved by
this organisation and granted an account to access the NEHR
by Synapxe.

4. Access to the NEHR and handling of NEHR Accounts

4.1. Only individuals who have been authorised by the institution
and Synapxe are allowed to access the NEHR.

4.2. Individuals should not access NEHR using other individuals’
credentials.

4 3. Individuals should not share their NEHR credentials or allow
their NEHR credentials to be used by other individuals to
access the NEHR.

4.4. Individuals are responsible all activities conducted through their

NEHR account and are responsible for safeguarding their
credentials used to access the NEHR.
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5. Proper use of the NEHR

5.1. Authorised individuals must only access the NEHR Health
Information of patients who are officially under the care of this
organisation. They should not access the NEHR Health
Information of patients who do not have an established official
relationship with this organisation, even if the patient as given
permission to do so.

5.2. Authorised individuals must not use the NEHR Access
provided by this organisation when providing care/working at
other organisations. The NEHR account provided by this
organisation is for use when the authorised individual carrying
out duties for this organisation only.

5.3. Authorised individuals must only access the NEHR for the
provision of *healthcare/approved long term care services to
this organisation, or for other purposes that have been permitted
by the Ministry of Health.

* Please strikethrough where not applicable

5.4. Authorised individuals must not access the NEHR for purposes
relating to employment and insurance, except if the access is
for purposes of conducting a medical examination allowed for
under the Third Schedule of the Health Information Act.

5.5. Authorised individuals must not access the NEHR for
administrative, audit, purely educational, or research purposes
unless specifically approved by MOH.
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5.6. When writing medical reports, authorised individuals must only
access NEHR as part of performing a clinical examination.
Authorised individuals should not access NEHR for the sole
purpose of writing a medical report in the absence of a clinical
examination.

5.7. When NEHR is accessed, there should be proper
documentation to support the use of the NEHR in the patient’s
case notes/medical records.

6. Handling of NEHR Health Information

6.1. Authorised individuals must not disclose NEHR Health
Information to persons outside this organisation.

6.2. Authorised individuals may only disclose NEHR Health
Information to person within this organisation if they are
providing care to the patient and need the information to provide
care to the patient.

7. Termination of NEHR Access

7.1. When a user no longer requires access to the NEHR for his
duties. The user or his reporting officer must inform the
organisation’s authorised officer to terminate the NEHR access
of the user.
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A set of documents and resources are listed in Table 13 designed to guide you through different aspects of compliance.
The table below shows all currently available resources:

Table 13: List of Supporting Documents and Resources

Type of Resource(s): Link(s):
1) MOH - Information & updates on HIA Health Information Act
2) 6 March 2026 MOH Circular on the "Overview and Implementation of Circular - Overview and Implementation of the
the Health Information Act (HIA)" Health Information Act (HIA)
3) Cybersecurity and Data Security Essentials for Healthcare Providers Cybersecurity and Data Security (CS/DS) Essentials

e Sets out cybersecurity and data security requirements for healthcare providers under the HIA

4) Guidelines on Appropriate Contribution, Use and Access to NEHR Guidelines on Appropriate Contribution, Use and

e Aims to assist healthcare professionals in navigating their interactions with the NEHR Access to National Electronic Health Record (NEHR)
(March 2026)

5) Synapxe - Connect NEHR website Connect to NEHR

e National Electronic Health Record (NEHR) - Frequently Asked Questions
e Participate in the NEHR - Steps to access and contribute to NEHR
e Contact Details

6) List of all organisations and institutions that participate in the Institutions Participating in the National Electronic
National Electronic Health Record System (NEHR) Health Record System (NEHR) | Ministry of Health

7) Health Information Management System Integration with NEHR List of HIA-compliant Health Information
e Check status and compare and select HIA-compliant Health Information Management System vendor ~ Management Systems

Stay Connected REMEMBER: x

Check the HIA website (https://www.healthinfo.gov.sa/) for updates to this HIA readiness is an ongoing process.

Implementation Guide and available resources. Each step you take strengthens your

For questions about your HIA implementation journey, contact the HIA ability to deliver secure, high-quality

support team at hia_enquiries@moh.gov.sg. healthcare in our increasingly digital world.
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A4: Provision and manage user accounts and access controls for third parties (sample third party access request form)

Sample third party access request form

A. Contractor name:

B. Contact details:

C. What do they need access to?

D. Why do they need it?

E. Startdate:

F. Enddate:

[Tick all that apply]

[1 General data only

[J Patient health information required

[J ITequipment required — Please specify:

[Insert HIA entity] name:

[Insert HIA entity authorised representative] signature:

Date:

HIA Implementation Guide Version 2.0, August 2026
Key Clauses in Non-Disclosure Agreement (NDA) or Deed

A. Definitions:
“confidential information” refers to
i. any health information, medical records, patient data, and other sensitive
information disclosed to the Receiving Party in the course of providing services;
ii. any analysis, compilation, note, study, memoranda or other document derived
from, containing or reflecting such information.
“Disclosing Party” refers to [your organisation]
“Receiving Party” refers to [contractor]

B. Obligation of the Receiving Party:

i.  The Receiving Party agrees not to use the confidential information except for the
purpose of performing the duties assigned by the Disclosing Party (“Assigned
Duties”);

ii.  The Receiving Party agrees not to disclose or share the confidential information
except
(1) forthe purpose of performing its Assigned Duties;

(2) only to the Receiving Party’s authorised personnel or subcontractor, provided
always that the prior written consent of the Disclosing Party is obtained before
disclosure of any confidential information to the Receiving Party’s authorised
personnel or subcontractor; and

(3) only to the extent necessary for the performance of the Receiving Party’s
Assigned Duties.

iii.  The Receiving Party shall protect the confidential information with the same degree
of care as they use to protect their own confidential information. This includes,
without limitation, preventing any person who is not authorised to obtain
confidential information pursuant to Clause B(ii)(2) above from having access to
such confidential information, as well as taking all reasonable measures to ensure
that the confidential information is protected against loss, damage and
unauthorised access, use, modification and disclosure.

iv.  The Receiving Party shall notify the Disclosing Party immediately upon discovery of
any actual or possible unauthorised use or disclosure of Confidential Information,
or any other breach of this Agreement by the Receiving Party, its authorised
personnel or subcontractor, and to co-operate with the Disclosing Party to limit the
extent and impact of such unauthorised use or disclosure or breach.

v.  The Receiving Party agrees to return or destroy all confidential materials upon the
completion or termination of their services.

C. Term of this Agreement:
This Agreement shall remain in effect for the duration of the Receiving Party’s engagement
and for a period of years thereafter.
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B2: Cybersecurity - Implement access control measures to control access to your data and B2A: Managing account access (sample email to request for access)
services

. . Sample email to request for access
Sample inventory / register template

. — To: Dr. [Insert doctor's name or party in charge of granting access]
A. Listallaccount types our organisation has. .
Subject: Access Request for [Insert personnel nhame]

) ) ) ) o 3 Dear Dr. [Insert doctor's name or party in charge of granting access],
B. Collectthe six(6) required fields foreach account, including (i) name, (ii) username,

(iii) department, (iv) role/account type, (v) date of access created, (vi) last login date. ) )
| would like to request access to the following:

= Name: [Insert personnel name
C. Record in a central register and keep it updated on any changes. [ P ) ] .
= System/folder: [e.g. patient records / billing folder]

= Access level: [e.g. View only / User]

Role / Account DateofAccess Last Log-on = Reason:[Brief reason, e.g. needed to update patient files]
Name Username Department
Type Created Date =  From date: [Insert date-month-year]
e.g. Drlohn DJohn Lab Administrator 10 Jan 2025 05 Mar 2026 = To date: [Insert date-month-year]
e.g. Nurse Alice NAlice Clinic Operations User 02 Jun 2025 07 Mar 2026
Thank you,

[Insert personnel or requestor’s name]
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B2A: Managing account access (sample email to approve and grant access)

Sample email to approve and grant access ‘

(a) Access is granted only to the specific system requested.
(b) Access must match what the user needs for their role (e.g. why does the nurse require access).
(c) The doctor (or IT support) records the access in the log.

System to Role / Account From To
Name Department
Access Type Date Date
e.g. Patient Clinic
. 05 Apr
Nurse Records / Operations User 2026 NA
Alice Billing Folder
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B2A: Managing account access (sample email to approve and grant access)

Sample email to revoke access

To: Dr. [Insert doctor's name or party in charge of revoking access]
Subject: Access Revocation [Insert personnel name]

Dear Dr. [Insert doctor’s name or party in charge of revoking access],

Please revoke system access for the following:
= Name: [Insert personnel name]

=  System/ folder: [System to revoke]

= |astaccess date: [Insert date-month-year]

Thankyou,
[Insert personnel or requestor’s name]
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B3: Back up essential data and store them separately (sample cloud backup responsibility)

Sample cloud backup responsibility

A. Service Name:

B. Provider:

C. Responsibilities of the cloud service provider
1 Infrastructure backup (servers, hardware)
] Platform availability (keeping service running)
1 Disasterrecovery for their systems
] Other:

D. Responsibilities of the HIA entity
] Ourdata backup and recovery
1 Ouruser account management
1 Compliance with regulations
] Other:

Documented by: Date:
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Sample email to cloud service provider

Subject: Request for clarifications on data backup responsibilities

Dear [Insert name of appointed provider],

Prior to subscribing to your cloud services, we require clarification regarding data backup responsibilities for compliance purposes.
Please provide written confirmation on the following:

A. Which data is automatically backed up under your system?

B. Which data remains the responsibility of our clinic to back up?

C. Howdo |l recover records that were accidentally deleted? Are there any recovery procedures in place?

D. What are your Recovery Time Objective (RTO) and Recovery Point Objective (RPO)?

E. Doyourbackup and recovery processes comply with applicable data protection standards and certifications?

We would appreciate your response in writing for our internal compliance documentation. Thank you for your assistance.

Best regards,

[Insert your Name], [Insert name of our organisation]
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B3: Back up essential data and store them separately (sample alternative backup plan)

Sample alternative backup plan

Primary backup

A. Primary backup (Cloud Provider's):

B. Service:

C. Frequency:

(e.g. every 30-day)

Secondary backup

D. Secondary backup (your external hard drive)™:

E. Frequency:
(e.g., Monthly)

F. Location:

(e.g., Clinic’s lockable cabinet)

Documented by: Date:

" Please also refer to page 20 of this Guide for information on “back-ups”.
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B3B: Inventorise hardware and software used in our organisation (sample request form for new
equipment / software)

Sample request form for new equipment / software

A. Item Name:

B. Type: [ Computer [ Software [1 Medical Device 1 Other

C. Requested by:

D. Purpose/Business reason:

E. Approved by:

F. Signature:

G. Date:
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B4: Identify the hardware and software used in our organisation, and protect them (sample asset inventory register)

Sample asset inventory register

AssetID | Asset Name | Type User Location Approval Status EOS Date
e.g.01 Laptop A Hardware Dr. Smith Clinic Room 1 01 Jan 2026 Active 071 Dec 2028
e.g.02 Computer A Hardware Nurse Ang Clinic Reception Desk 01 Jan 2026 Active 071 Dec 2028
e.g.03 Plato Software Dr. Smith & Nurse Ang | Clinic Reception Desk’s ComputerA | 01 Jan 2026 Active 01 Dec 2027
e.g.04 Laptop B Hardware Dr. Wong Storeroom 01 Dec 2018 Removed | 071 Jun 2018
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B4A: Continued use of EOS assets (sample EOS equipment form)

Sample EOS equipment form Sample EOS equipment form

A. Equipment name: | Patient data may be exposed or leaked
(e.g. laptop, clinic system, software name) I May stop working suddenly (system crash)
[1 Slow performance affecting clinic operations
B. Location: TJ Notechnical support if problems occur
(e.g. Room 1, Counter) [ Cannot connect properly to newer systems or devices

Data may be lost if system fails

C. User: | Backups may not work properly
(e.g. DrTan/ Nurse A) [l Other:
D. End-of-Support (EOS) date: H. Safety measures (tick all that apply):

(If unsure, write “Unknown”) Only authorised staff use this

 Notconnected to public internet
E. Reasc.m: ) O Important datais backed up
[] Still needed for patient care I Other:
[J Noreplacementyet
(] Other: APPROVAL
I. Decision:

F. Planned replacement date:

| Approved to continue using

. . | Not approved
G. Risks (tick all that apply):

T No security updates
yup J.  Approver Name (Senior Management/ clinic owner):

Signature: Date:

O Higherrisk of virus or malware infection
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HIA Implementation Guide (Version issued in July 2026)
Sample clause for use in HIA entity’s contractual agreements with third parties (e.g. contractors, vendors)

Sample clause for use in HIA entity’s contractual agreements with third parties (e.g. Sample clause for use in HIA entity’s contractual agreements with third parties (e.g.

contractors, vendors)

contractors, vendors)

X.1 For the purpose of [insert your own clause humber], the following terms shall have your own clause number] and shall procure that each of its Authorised Personnel sign
the meanings assigned to them below, unless otherwise indicated: an undertaking to safeguard Confidential Information, if they have not already done so.
“Authorised Personnel” means the officers, directors, partners, members, X.5 No later than [insert number] days after the termination or expiry of the Agreement:
employees, agents, subcontractors or consultants of the Contractor who are directly (a) the Contractor shall:
involved in carrying out the Contractor’s obligations under the Agreement and whose (i) return all Confidential Information received or produced in the course of
duties require them to possess the Confidential Information on a need-to-know basis performing its obligations under the Agreement without keeping any copy
and to carry out their assigned work purposes; thereof; and

(ii) securely erase and destroy all remaining hardcopies and softcopies of
“Confidential Information” means any information received or obtained as a result of Confidential Information in its possession or control, which exist in hard disk,
entering into or pursuant to the Agreement (or any agreement entered into pursuant to removable storage media and other storage media or facility whatsoever,
this Agreement), including: provided that the Contractor may retain any Confidential Information as may
(a) any health information as defined in section 3 of the Health Information Act; be required by any applicable law, regulations or directives of any relevant
(b) any relevant information as defined in section 46 of the Health Information Act; government, statutory or regulatory body (“Applicable Provisions™); and
(c) any analysis, compilation, note, study, memoranda or other document derived
from, containing or reflecting such information, (b) the Contractor shall upon completion of the obligations under Clause X.5(a),
provide a written confirmation to the Customer that it has complied with Clause
but excludes information that is or has become public knowledge otherwise than X.5(a). Such written confirmation shall (i) include a description of all Confidential
through breach of agreement or other legal obligation or through the default or Information it is required to retain under the Applicable Provisions (if any), and (i)
negligence of the Contractor or its Authorised Personnel; cite the specific Applicable Provisions it is relying on to retain such Confidential
Information (if any).
“Contractor” means [name of the third-party organisation]
“Customer” means [name of the HIA entity] X.6 The Contractor shall take all reasonable measures to ensure that information held in
connection with this Agreement is protected against loss or damage (whether
X.2 The Contractor shall: accidental or otherwise), and against unauthorised access, use, modification,
(a) treat as strictly confidential and not (directly or indirectly) disclose or allow to be disclosure or other misuse and that only its Authorised Personnel shall have access to
disclosed, communicate, release or make available any Confidential Information the information.
to any person other than its Authorised Personnel to the extent such disclosure is
necessary for the performance of the Contractor’s obligations under this X.7 The Contractor shall immediately notify the Customer when it becomes aware of any
Agreement; and breach of this [insert your own clause number].

(b) only use the Confidential Information for the sole purpose of performing the
Contractor’s obligations under this Agreement and shall not use it for any other X.8 The Contractor shall be responsible for the acts, defaults, negligence and omissions of
purpose. any of its Authorised Personnel.

X.3  The Contractor shall take all reasonable precautions in dealing with Confidential X.9  This [insert your own clause number] shall survive the termination or expiry of this
Information so as to prevent any person who is not an Authorised Personnel from Agreement.
having access to such Confidential Information, including such precautions as may be
required by the Customer from time to time.

X.4 The Contractor shall procure that all its Authorised Personnel to whom Confidential
Information is to be made available observe the obligations contained in this [insert
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Sample clause for use in HIA entity’s employment agreements ‘

Y.1 For the purposes of this [insert your own clause number], the following terms shall
have the meanings assighed to them below, unless otherwise indicated:

“Company” means [name of the HIA entity]

“Confidential Information” means any information received or obtained as a result of
entering into or pursuant to the Employment Agreement (or any agreement entered into
pursuant to the Employment Agreement), including:

(a) any health information, as defined in section 3 of the Health Information Act;

(b) any relevant information as defined in section 46 of the Health Information Act;

(c) any analysis, compilation, note, study, memoranda or other document derived
from, containing or reflecting such information,

but excludes information that is or has become public knowledge otherwise than
through breach of agreement or other legal obligation or through the default or
negligence of yourself or any other person;

“Entity” means any person, body of persons, firm, corporation or entity constituted or
established under or pursuant to any law, whether corporate or unincorporate.

Y.2 You shall, at all times, during your employment and on or after the termination of your
employment, keep and maintain the confidentiality of all Confidential Information.

Y.3 You shall not at any time (during your employment and on or after the termination of
your employment) do any one or more of the following other than and to the extent
necessary for the purpose of discharging your obligations and duties to the Company:
(a) directly or indirectly, in any manner whatsoever, use, divulge or disclose or permit
the disclosure of any and all Confidential Information to any Entity; and

(b) copy, extract or translate any and all Confidential Information contained, recorded
or stored in any form whatsoever or existing in hard disk, removable storage media
and any other storage media or facility whatsoever; or permit or allow any Entity to
do so.

Y.4 You shall immediately at the request or direction of the Company (whether made or
given before, on or after the termination of your employment) return or dispose all
Confidential Information, in any form whatsoever or existing in hard disk, removable
storage media and any other storage media or facility whatsoever, in your possession
or control.




