Medtronic

49 Changi South Avenue 2
Singapore 486056
www.medtronic.com

tel +65 6436 5000

fax +65 6776 6355
URGENT: MEDICAL DEVICE CORRECTION
Software Distribution Network & Associated Programmers
Product Name Model Number
CareLink™ 2090 Programmer 2090; All Serial Numbers
CarelLink Encore™ 29901 Programmer 29901; All Serial Numbers
10 October 2018

Attention: Risk management Director and O.R Materials Management
CC: The Chairman Medical Board and relevant Head of Departments

Dear Risk Manager or Healthcare Professional:

Medtronic is writing to inform you of a modification we are making to improve cybersecurity of device
programmers by changing how the programmers are updated with new software. Currently, the Medtronic
CareLink™ 2090 and CareLink Encore™ 29901 programmers receive new software from one of two routes:
using the USB port or using a network connection via the Software Distribution Network, or SDN. The SDN is a
worldwide network that allows the download of new or updated software to the CareLink 2090 and CareLink
Encore 29901 Programmers via the internet. Beginning October 11t 2018, Medtronic will be disabling the SDN
for programmer updates and will rely solely on the USB update method. If you currently use the USB updating
process, there will be no change to your workflow.

Vulnerabilities have been identified in the SDN download process that may allow an individual with malicious
intent to update the programmers with non-Medtronic software during an SDN download. To date, Medtronic has
received zero (0) reports to indicate that such an issue has occurred. Medtronic issued an initial security bulletin
in February 2018 with an update in June 2018 which can be found at www.medtronic.com/security. However,
further review of these vulnerabilities with the FDA and external researchers led to the conclusion that the
process for updating software through the SDN may introduce risks that, if not fully mitigated, could result in harm
to a patient depending on the extent and intent of a malicious cyberattack and the patient’s underlying condition.
To date, neither such an attack nor resultant patient harm has been observed.

The programmers are safe to use by following these recommendations. Medtronic provides the following
recommendations related to CareLink 2090 and CareLink Encore 29901 programmers:

e Continue to use the programmers for programming, testing and evaluation of cardiovascular implantable
electronic devices (CIED) patients. Network connectivity is not required for normal CIED programming and
similar operation.

o Other Medtronic-provided features that require network connections are not impacted by these
vulnerabilities (e.g. SessionSync™). You may continue to use such features.

¢ Do not attempt to update the programmer via the SDN. If you select the “Install from Medtronic” button, it will
not result in software installation because access to the external SDN is no longer available. See Appendix A.

o Future programmer software updates must be received directly from a Medtronic representative.
Maintain control of programmers within your facility at all times according to your facility’s IT policies.

e Medtronic recommends customers operate the programmers within well managed IT networks. Consult with
your IT department regarding the security of your network. For recommended actions to better secure your
computer network environment, refer to https://www.nist.gov/cyberframework or other cybersecurity
guidance.
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e Reprogramming or updating of CIED is not required as a result of this correction and prophylactic CIED
replacement is not recommended and should not be performed.

Your Action:

Please fill up the Customer Corrective Action Confirmation Form as attached below and return to your local
Medtronic Representative.

Medtronic is working to implement security updates for the programmers that will further address these
vulnerabilities and will be implemented pending regulatory agency approvals. We will inform you as they become
available. This notice must be passed to all those who need to be aware within your organization or to any
organization where programmers have been transferred. Medtronic will notify all applicable regulatory agencies
about this matter. We request that you contact Medtronic if you experienced quality problems or adverse events.

If you have any questions or concerns regarding this Field Corrective Action, please do not hesitate to contact your
local Medtronic representative.

We sincerely regret any difficulties this may cause you and your patients. Medtronic remains dedicated to patient
safety and will continue to monitor system performance to ensure we meet your needs and those of your patients.

Sincerely,

Diana Teo
Quality Management System Manager
South East Asia

Medtronic
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Appendix A: Programmer Software Screen

Do not attempt to update the programmer via the SDN. If you select the “Install from Medtronic” button, it will result
in an unsuccessful installation of software because access to the external SDN is no longer available.

Software on This Programmer
Vision Release: 2090 X.X

Model Software Version
Activitrax 8400, 8402, 8403 va5 =
Activitrax E 8300, 8301 vab
Activitrax Il 8412,8414 vab
Activitrax Il 8413 vah
Adapta ADDO1 i~ ~|
Update History
Update Name Time of Update
=
=
In dtronic... Install from Media... Uninstall Software...

Several messages may be observed if installation of software from the SDN is attempted (e.g. “Install from Medtronic...”). See
images below for example as to what will appear on the programmer display during the installation attempt. Below the larger
“Please Wait” message will be a smaller window with a <connection status message> displayed; refer to highlighted area
below. The connection status messages may alternate between "Connecting...”, "Searching for Network...”, "Logging in...”,
"Unable to connect to local network’; and "Unable to connect to Medtronic”. Since the SDN is no longer available, the user
should select "Cancel/”to terminate the installation attempt.

If the user cycles power on the programmer without first cancelling the installation attempt, upon power-up a count-down
window will appear on the screen for approximately 30 seconds with ™ Yes”and “No”buttons. The user should select “No" to
terminate the installation attempt and return to the Model Select screen. If the user selects "Yes”or does not respond prior to
the 30-second time out, the programmer will attempt the installation again, and the process described above will repeat until
the user either selects "Cance/”or selects "No”during the count-down window.

BHESIZE..

Start - Connecting to Medtionic

< Connection status message >

Start - Connecting to Medtronic | Cancel l

< Connection status message >

Cancel |
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Medtronic

49 Changi South Avenue 2
Singapore 486056
www.medtronic.com

tel +65 6436 5000
fax +65 6776 6355

Customer Corrective Action Confirmation Form

Software Distribution Network & Associated Programmers

Product Name

Model Number

CareLink™ 2090 Programmer

2090; All Serial Numbers

CarelLink Encore™ 29901 Programmer 29901; All Serial Numbers

ALL CUSTOMERS PLEASE COMPLETE THE FORM IN ITS ENTIRETY

Customer Contact Details

Medtronic Contact Details

Name:

Hospital :

Contact:

Address:

Phone no:

E-mail:

Email:

In the event you no longer manage patients with a CareLink 2090 or CareLink Encore 29901 programmer, please

provide a detailed explanation in the space below so that Medtronic’s records can be updated accordingly.

Model Number

Serial #

Address of facility if the unit has been
moved to another facility

By signing this form, I confirm that I have read the Software Distribution Network & Associated Programmers

Letter, dated 10 October 2018, from Medtronic and have taken appropriate action. I will also communicate this
information within the organization as required.

Name: (print) Signature:

Stamp: Date:
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