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If you have any questions relating to today’s 

session, please leave your queries via the 

Q&A function. 

We will try to reply to your question or 

address them during the Q&A segment at the 

end of the session. 

Audience poll 

Segment 1: 

• Insights/Findings from Singapore’s FATF Mutual Evaluation

• Further Guidance

• Proliferation and Terrorism Financing Risk Awareness

• Trustees’ AML/CFT/CPF Obligations 
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Segment 2:

• Further Guidance

• CDD and ECDD Obligations 

• Cash Equivalent

• Suspicious Transaction Report (STR)

• PSMD Enforcement Statistics

• Case studies

• Conducting Regulated Dealing Without Registration

• Acceptance of Virtual Currency Payment

• Failure to Conduct ECDD 

• Cancellation of PSMD Registration 

If you have any questions relating to today’s 

session, please leave your queries via the 

Q&A function. 

We will try to reply to your question or 

address them during the Q&A segment at the 

end of the session. 
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Segment 3: 

• CSA Sharing: Introduction to Cybersecurity Health Clinic

• SPF Anti-Scam Centre Sharing: Anti-Scam Briefing 

• Code of Practice on AML measures to combat scams

Kahoot! Quiz

Q&A

Poll 

If you have any questions relating to today’s 

session, please leave your queries via the 

Q&A function. 

We will try to reply to your question or 

address them during the Q&A segment at the 

end of the session. 



Ministry of Law 

Singapore’s 5th Round 
FATF Mutual Evaluation
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Singapore’s 5th Round FATF ME

Behind the scenes…. 

• Preparation for the Mutual Evaluation began in 2020, involving over 26 government agencies, 

and industry associations. 

• Regulated entities across 24 sectors, including PSMDs, pawnbrokers and moneylenders, have 

strengthened their ML/TF/PF risk awareness and understanding of AML/CFT/CPF obligations. 

• This collective effort underpins Singapore’s AML/CFT/CPF framework and outcomes.

Assessment of Singapore’s AML/CFT/CPF Regime against FATF Standards
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Refer to the 

published MER at 

the FATF Website 

for more details

Positive ME Outcome - Singapore’s AML/CFT/CPF 
Framework assessed to be in line with FATF’s Expectations

Regular Follow-Up
Default monitoring mechanism

Enhanced Follow-Up
For countries that needs major improvement  

or more intensive follow-up 

International Cooperation 

Review Group (ICRG) Process
For countries that need fundamental 

improvements/with strategic deficiencies in

 their AML/CFT/CPF regime

5th Round ME

Possible Outcomes from Assessment

FATF ME Assessment

4th Round ME (in 2016)

https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Mutualevaluations/mer-singapore-2026.html
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Key Takeaways from Singapore’s 2026 ME Report

✓ Robust AML/CFT legal framework with sound risk understanding

Strengths of Singapore’s AML/CFT Regime

✓ Strong public-private collaboration on AML/CFT efforts, leading to improved risk 

understanding and compliance culture

✓ DNFBP sector supervisors generally demonstrate reasonably sound risk understanding

✓ DNFBP sector supervisors are active in promoting DNFBPs’ understanding of ML/TF risks 

and AML/CFT obligations through guidance and outreach. (“A strength of Singapore’s 

regime.”) MinLaw’s screening module in myPal recognized as assisting smaller PSMDs 

with their targeted financial sanction (TFS) obligations

✓ Improvements in the overall compliance culture of the private sector observed, with 

some positive outcomes as DNFBP sectors demonstrate improvements in risk 

understanding and gradual improvements in AML/CFT controls for newly regulated 

sectors.
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Key Takeaways from Singapore’s 2026 ME Report

Relatively higher levels of breaches by PSMDs relating to risk assessment (RA) and 

other AML/CFT requirements (e.g., CDD/ECDD, record-keeping, IPPC).

Areas for Improvement

Relatively low numbers of STRs submitted by moneylenders, PSMDs and pawnbrokers. 

A large proportion (45%) of STRs filed by PSMDs and pawnbrokers arose from adverse 

news (rather than ML/TF/PF red flag indicators). Deficiencies related to PSMDs not 

maintaining an active SONAR account.

DNFBPs displayed uneven understanding of TF and PF TFS obligations; some unsure 

what to do when there was a positive match. Less consideration given to complex PF 

sanctions evasion techniques.

Penalties imposed for unregistered regulated dealing and AML/CFT/CPF offences 

could be more dissuasive.
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Going Forward…

• Continue to keep abreast of AML/CFT/CPF developments and implement adequate 

mitigating measures.

• Stay vigilant and recognize ML/TF/PF red-flag indicators, and complex PF sanctions- 

evasion typologies. 

• Maintain an active SONAR account and file STRs where ML/TF/PF or illicit funds are 

suspected.

• Develop, implement and update your RA and IPPC.

• Conduct CDD/ECDD, submit CTRs promptly and comply with record-keeping 

requirements.  

• Subscribe to MAS website to be alerted to changes to sanction/ alert lists immediately

• Screen customers and related parties against sanction/ alert lists. 

• Do not transact with designated persons/ entities; freeze funds or assets immediately, 

and file an STR.

How We Can Do Better
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Private Sector Support for the ME Assessment

Thank you!

Names in alphabetical order

Fund Express (Tekka) 

Pawnshop Pte. Ltd.

Thai Hong Pawnshop 

Pte Ltd

CF Money Pte Ltd
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Strengthening Singapore’s AML/CFT/CPF System 
Together
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Proliferation Financing 
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Definition of Proliferation Financing (PF)

PF refers to the act of raising, 

moving or making available 

funds, assets or economic 

resources to support the 

development or acquisition 

of weapons of mass 

destruction (WMD)

PF risks arise from activities such as:

Manufacturing, 
transporting, exporting 

and stockpiling of 
nuclear, chemical and 

biological weapons

Means of delivery and 
related materials 

(including technologies 
and dual-use goods for 

non-legitimate 
purposes)
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What are your PF obligations?

Do not enter into 
transactions with 

designated individuals 
or entities under 
targeted financial 

sanctions 

Ascertain if your 
customer or any related 
person is a sanctioned 

individual or entity

Freeze any 
assets 

immediately 

File an STR 
immediately, or 

within 1 business 
day

Watch out for 
sanctions evasion 

red-flags

Ensure you are subscribed to the 

MAS website to receive updates on 

the relevant sanctions lists
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Red Flag Indicators: Sanctions Evasion Activity 

Commercial business 

behaving like a 

money-remittance 

business

Small trading, brokering 

or intermediary company 

acting inconsistently with 

its normal business

Customers or 

counterparties are 

linked or coordinated

Evidence of fake or 

fraudulent 

documents

Use of personal 

accounts to purchase 

business or industrial 

related items

Use of cash or 

precious metals (e.g. 

gold) to purchase 

industrial items

For more red flags 
indicators, refer to Annex 

D of the Guidelines for 
Regulated Dealers

https://go.gov.sg/guidelines-for-psmd
https://go.gov.sg/guidelines-for-psmd
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Example of a Complex PF Evasion Technique
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Terrorism Financing
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What is Terrorism Financing (TF)? 

Singapore’s key TF threats include: 

Terrorist groups 
such as ISIS, 

Al-Qaeda, 
Jemaah 

Islamiyah

Potential 
spillovers from 

geopolitical 
tensions, 

especially in 
the Middle East

Radicalised 
individuals, 
including 

self- radicalised 
persons 

sympathetic to 
terrorist causes

Act of providing funds to 
terrorists to carry out acts of 

terrorism

• Sources of funds for TF may be 
legitimate or illegitimate.

• Scan to find out more about TF
risks in Singapore’s context.



Ministry of Law 

Methods of Exploitation for TF

Precious stones and precious metals

• To move high-value items across borders

• Items are high in value and may be small in size

Digital payment tokens / virtual assets

• To raise and move funds quickly across borders

Cash couriers

• To physically move funds across borders

Terrorist financiers may use one or more methods to obscure or complicate 

the tracing of the source of funds for TF 
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Trustees’ AML/CFT/CPF Obligations
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Trustees’ AML/CFT/CPF Obligations

• Refers to non-professional trustees (i.e. not licensed 
trust companies, banks, or other regulated financial 
institutions)

• Subjected to AML/CFT/CPF obligations under Part 7 
of the Trustees Act and the Trustees (Transparency 
and Effective Control) Regulations

Residual 
Trustees

• Residual Trustees must inform the specified 
person (e.g. regulated dealer) that they are acting 
for a trust before forming a relationship or before 
entering into a transaction exceeding $20,000 

Obligation
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Remember to...

To share information with 
Residual Trustees on their 

obligations 

Reporting suspected breaches of a Residual 
Trustee’s AML/CFT/CPF obligations 

If you suspect a 

Residual Trustee 

may have breached 

its obligations, 

please write to us 

at this link.

Should your concerns 

relate to LTCs or 

PTCs, please submit 

the details at this 

link on the MAS 

website.

Share this link with 

Residual Trustees, 

which you may come 

into contact with, 

where relevant

https://eservices.mlaw.gov.sg/enquiry/
https://eservices.mlaw.gov.sg/enquiry/
https://eservices.mlaw.gov.sg/enquiry/
https://www.mas.gov.sg/consumerfeedback-form/
https://www.mas.gov.sg/consumerfeedback-form/
https://go.gov.sg/mlaw-express-trusts
https://go.gov.sg/mlaw-express-trusts
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CDD and ECDD Obligations
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Revised Guide On When To Perform CDD and ECDD Measures

• The revised Guidelines have been 

updated on MinLaw’s website.

• Registered dealers are highly encouraged 

to download and refer to the latest version.

Scan to download the revised Guidelines
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When should CDD be performed?

• Cash or cash equivalents exceeding $20,000? 

• Payment received in gold, other than jewellery (e.g. gold bars) 
exceeding $20,000? 

• Digital payment tokens exceeding $20,000?

Type and Value of Transaction

• Any reason to suspect ML, TF or PF?

• Any reason to doubt the accuracy or completeness of the CDD 
information previously obtained?

Suspicion or doubt about information 
obtained

If answer to either question is “Yes” => Required to conduct CDD regardless 

of payment mode and value
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Factors To Consider When Determining ML, TF and PF Risks

Regulations 7(2) and 7(3) of the PMLTFPF Regulations

PEP or family 

member or 

close 

associate of a 

PEP

From or connected 

to jurisdictions 

identified by the 

FATF as high-risk 

or under increased 

monitoring

Notified by the 

Registrar as 

presenting higher 

ML, TF or PF risks

Any reason to 

believe that the 

customer or 

transaction 

presents 

material 

ML/TF/PF risks

If answer to any of the above is “Yes” => Required to conduct ECDD 

regardless of payment mode and value.  Risk based approach is allowed for 

ECDD measures conducted.
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Adopt Risk Based Approach in Designing SOW checks



Ministry of Law 

Guidelines dated 13 Feb 2026 (Original)

“As a guiding principle, a payment mode would be considered cash equivalent if it allows anonymity and the 

identity of the payer cannot be traced (e.g. cash cheques, stored value cards, EZ-link cards, cash vouchers, 

and payment made using digital wallets as mentioned above).”

Guiding principle 

A payment mode would be considered as a cash equivalent if it allows anonymity and the identity of the payer 

cannot be traced. 

Such payment modes would include cash cheques, stored value cards, EZ-link cards, cash vouchers and e-

money stored in payment accounts or digital wallets.

Guidelines dated 12 May 2026 (Revised)

“As a guiding principle, a payment mode would be considered cash equivalent if it allows anonymity and the 

identity of the payer cannot be traced (e.g. cash cheques, stored value cards, EZ-link cards, cash vouchers, 

and payment made using e-money stored in digital wallets as mentioned above).”

Cash Equivalent
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Cash Equivalent vs Non-Cash Equivalent

Customer pays using 

stored value in 

Digital Wallet

Cash Equivalent

Customer pays using 

credit or debit card 

in Digital Wallet 

Not Cash Equivalent

Customer pays using 

Paynow or Paylah

For transactions involving cash equivalent above S$20,000, CDD and CTR 
requirements have to be complied with. 

Not Cash Equivalent
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Increased Risk from Contactless Payments…

Remain alert to red flags indicators

Use of cards in digital wallets that do 
not belong to the customer

Consider questioning unusual or 
inconsistent behaviour

File STRs where suspicious 
circumstances are observed

Card 
Phishing

Unauthorised 
card 
provisioning

Fraudulent 
transactions

Scam cases 

involving bank 

issued cards

Source: https://www.straitstimes.com/singapore/courts-crime/over-1-2m-lost-to-credit-card-phishing-and-mobile-wallet-scams-from-oct-to-dec-2024
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Suspicious Transaction Report (STR)

• Where you know or have reasonable grounds to suspect any 
property represents the proceeds of; was in connection with; or 
intended to be used in connection with an act which may 
constitute criminal conduct, and you acquire this knowledge in 
the course of your profession, you must file an STR

When do you file an STR

• As soon as reasonably practicable upon the establishment of 
suspicion

• STRs for targeted financial sanctions/ sanctions cases are to be
filed within one business day, if not immediately

• “As soon as reasonably practicable” should be no longer than 5
business days

• STR filing for higher risk cases should be prioritised

How soon do you need to file an STR

When filing STRs, select all 

applicable categories of 

suspicion, including anomalies 

or red-flag indicators, even 

when adverse news is detected

E-file on the Police 

webpage via STRO Online 

Notices And Reporting 

platform (SONAR)

https://www.police.gov.sg/sonar
https://www.police.gov.sg/sonar
https://www.police.gov.sg/sonar
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STR Training Videos

About Suspicious 
Transaction Report

Red Flag Indicators
About Suspicious 

Transaction Reporting 
Processes

Encounters with 
Red Flag Indicators 

(Part 1)

Encounters with 
Red Flag Indicators 

(Part 2)

Filing a Suspicious 
Transaction Report

https://www.youtube.com/watch?v=RoWg3yqLDn0
https://www.youtube.com/watch?v=RoWg3yqLDn0
https://www.youtube.com/watch?v=jdHWJDhz1vI
https://www.youtube.com/watch?v=RLi19hSW4FI
https://www.youtube.com/watch?v=RLi19hSW4FI
https://www.youtube.com/watch?v=RLi19hSW4FI
https://www.youtube.com/watch?v=ojDLBYGHA54
https://www.youtube.com/watch?v=ojDLBYGHA54
https://www.youtube.com/watch?v=ojDLBYGHA54
https://www.youtube.com/watch?v=n9UtDc-Pa7E
https://www.youtube.com/watch?v=n9UtDc-Pa7E
https://www.youtube.com/watch?v=n9UtDc-Pa7E
https://www.youtube.com/watch?v=YBnbZbDelbc
https://www.youtube.com/watch?v=YBnbZbDelbc
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Key Takeaways

CDD is not triggered only by transactions thresholds but also by 
suspicion or doubt.

Once material ML, TF or PF risks are identified, ECDD should 
be performed regardless of transaction value.

Risk assessment is an ongoing process and not a one-off 
exercise. Ongoing monitoring of customers and transactions is 
required.

Regulated entities should keep themselves informed and updated 
on the latest typologies and relevant red flags.



Ministry of Law 

AML/CFT/CPF Resources

Moneylenders

Refer to Registry of 

Pawnbrokers 

Website for more 

details – 

AML/CFT/CPF 

Resources

Refer to Registry of 

Moneylenders 

Website for more 

details – 

AML/CFT/CPF 

Resources

PSMDs Pawnbrokers

Refer to ACD 

Website for more 

details – Guidelines 

for Regulated 

Dealers

https://rop.mlaw.gov.sg/information-for-pawnbrokers/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://rop.mlaw.gov.sg/information-for-pawnbrokers/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://rop.mlaw.gov.sg/information-for-pawnbrokers/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://rom.mlaw.gov.sg/information-for-moneylenders/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://rom.mlaw.gov.sg/information-for-moneylenders/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://rom.mlaw.gov.sg/information-for-moneylenders/anti-money-laundering-and-countering-the-financing-of-terrorism/
https://acd.mlaw.gov.sg/
https://acd.mlaw.gov.sg/
https://go.gov.sg/guidelines-for-psmd
https://go.gov.sg/guidelines-for-psmd
https://go.gov.sg/guidelines-for-psmd
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PSMD Enforcement Statistics and 
Case Studies
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Regulatory Supervision and Enforcement

• Supervise PSMD sector for compliance with regulatory requirements

• Deliver fair and effective enforcement outcomes 

Two Key Areas of Focus

• Non-compliance with AML/CFT/CPF requirements

• Unregistered dealings
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3%

18%

52%

5%

6%

15%
9%

23%

40%

8%

4%

17%

Offences

IPPC 

and/or RA 

Offences

Record 

Keeping &/or 

SAR Offences

Unregistered 

Dealings

Failure to 

Notify 

Registrar

CDD, ECDD 

and/or CTR 

Offences

Providing

False

Declaration/

Regulatory

Breaches

Record Keeping 

&/or SAR 

Offences

IPPC 

and/or RA 

Offences

Providing 

False

Declaration/ 

Regulatory

Breaches

CDD, ECDD 

and/or CTR 

Offences

Unregistered 

Dealings
Failure 

to Notify

Registrar

2024 2025
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Enforcement Outcomes

0 1 1 3
20

97

158

1 2

28 34

98

325

Suspension Conditional
Warning

Prosecution Revocation Composition Stern Warning Advisory

2024 2025
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CASE STUDY 1: CONDUCTING REGULATED DEALING WITHOUT REGISTRATION

Tip off from a 

Member of Public

Company A

Regulated dealings & sales 

of precious products (luxury 

watches, bags and 

jewellery) Company B

Selling luxury 

watches and jewellery 

dealings since Sep 

2023 and was not 

registered as a 

regulated dealer

Selling luxury 

watches and jewellery 

dealings since July 

2024 and was not 

registered as a 

regulated dealer

• Conducting unregistered regulated dealing (Sec 6(1) of the PSPM Act), carries a fine of up to 

$75,000 or imprisonment up to 3 years, or to both.

• In the case of a continuing offence to a further fine not exceeding $7,500 for every day or part 

of a day during which the offence continues after conviction.

FINE 

• Directors of the 

Company A and 

Company B were 

aware of the PSPM 

Act but continued to 

sell precious 

products without a 

valid registration

https://www.facebook.com/minlawsg
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What is Virtual, Digital or Crypto Currency? 

• Digital assets existing solely in electronic form

• Not backed or issued by governments or central banks

• Examples include Bitcoin, Ethereum, and stablecoins like USDT

• Used for payments, storing value, or investment

• Transactions recorded on public but pseudonymous blockchains (wallet addresses, 

not real names)

• Crypto is not equivalent to cash or bank transfers

• Where accepted, it poses higher and distinct ML/TF/PF risks that must 

be actively identified, mitigated and reported
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Why Do Crypto Payments Pose Higher ML/TF/PF Risk?

• Rapid movement of funds

• May be linked to illicit activities

✓ CDD requirements on virtual/ digital /crypto payments imposed in Nov 2023

✓ Applies to scenarios where virtual/ digital /crypto payments are received through intermediary wallets and 

converted to funds transferred to regulated entities

✓ Crypto-related transactions are high ML/TF/PF risk and ECDD measures have to be applied

✓ Before accepting crypto payments, did you  

o Identify and assess the ML/TF/PF risks which may arise? 

o Put in place appropriate measures to mitigate the higher ML/TF/PF risks, e.g. use Transaction Monitoring/ 

Blockchain Analysis tools to trace the origin of the cryptocurrency?  (Refer to Reg 15 PMLTFPF Regulations)

• Anonymity / pseudonymity

• Cross-border by default
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CASE STUDY 2: ACCEPTANCE OF VIRTUAL CURRENCY PAYMENT

• Provided false information in SAR (Sec 27(d) of the PSPM Act), which carries a fine up to 

$50,000 or imprisonment up to 2 years, or to both.

• Failure to conduct ECDD on higher risk transactions involving crypto payments (Reg 7(2)(b) 

of PMLTFPF Regulations), which carries a fine up to $100,000.

FINE 

USDT 

(crypto payments)
Bank Transfer

• Transactions were wrongly  

reported to the Registrar as 

“electronic payments” instead of 

reporting them as “crypto 

currency” payments

• No ECDD measures were 

conducted on the customers 

although the customers had paid 

high amounts in crypto 

payments Dealer A’s

FOMO wallet 

with FOMO Pay

FOMO

Customers

(Foreigners)
Dealer A
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CASE STUDY 3: FAILURE TO CONDUCT ECDD – JURISDICTION SUBJECTED TO A FATF CALL TO 

APPLY ENHANCED DUE DILIGENCE MEASURES

• Failure to conduct ECDD on customers from a jurisdiction subjected to a FATF call to apply 

enhanced due diligence measures [Reg 7(2)(a) of PMLTFPF Regulations], which carries a 

fine up to $100,000.

• Failure to implement IPPC [Reg 14(1)(c) Of PMLTFPF Regulations], which carries a fine up 

to $100,000.

FINE 

• No ECDD 

measures were 

conducted on the 

transactions with 

customers from 

a jurisdiction 

subjected to a 

FATF call to apply 

enhanced due 

diligence measures

Dealer A

Customers from 

jurisdiction subjected to 

a FATF call to apply 

enhanced due diligence 

measures

(Foreigners)Cash Credit Card
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CASE STUDY 4: CANCELLATION OF PSMD REGISTRATION

Relevant newly prescribed events or circumstances for cancellation of 
registration under Reg 21(A) of PMLTFPF Regulations wef 20 Dec 2024

• The registered dealer failed to make the Semi-Annual Return record available to the Registrar.

• There is lack of proof that the dealer is carrying on business of regulated dealing or business as an 

intermediary in Singapore.

• The registered dealer’s Semi-Annual Return made available to the Registrar record no sale of any 

precious stone, precious metal or precious product.

• The registered dealer has failed to respond to any correspondence sent by the Registrar, where a 

response is required.

• The registered dealer or its beneficial owners could not be contacted or located after reasonable efforts 

by the Registrar.

• There is credible information received by the Registrar that the registered dealer is not carrying on the 

business of regulated dealing or business as an intermediary in Singapore.
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Some matters that the 

Registrar may consider:

▪ No representation made to 

the Registrar within 14 days 

after service of the NICR  

▪ No concrete plans or 

evidence supporting the 

commencement of 

regulated business in 

Singapore

▪ No information provided to 

suggest the conduct of a 

business of regulated 

dealing or intermediary for 

regulated dealing in 

Singapore. 

CASE STUDY 4: CANCELLATION OF PSMD REGISTRATION  
(Where there is credible information received by the Registrar that the registered dealer is not carrying on 

the business of regulated dealing or business as an intermediary in Singapore)

Dealer

Notice of 

Intention to 

Cancel 

Registration 

(NICR)

Representation 

by Dealer on 

why registration 

should be 

retained

14 days

Businesses may submit a fresh registration application to the 
Registrar when ready to commence or carry on the business 
of regulated dealing or business as an intermediary in 
Singapore.



Ministry of Law 

Sharing by Cyber Security 
Agency of Singapore
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Sharing by SPF



Fighting Scams is a Community Effort

Anti-Scam Command

Commercial Affairs Department

A community is a group of people sharing the same environment. They usually have shared interests. 

Fighting scams is a shared responsibility. Everyone plays a part!



Overview of Scam Situation in Singapore
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TOP 10 SCAMS OF 
CONCERN





SCAM VICTIM
PROFILE



Formation of Anti-Scam Centre

In Singapore



Singapore’s Anti-Scam Strategy – A Collaborative Approach

Community Partners

Members of Public

Telecommunication 
Companies Banks, Payment Service 

Providers, Cryptocurrency 
Houses & RemittancesOnline Marketplaces & 

Platforms

All Stakeholders

Enforcement & RecoverySecuring Banking 
Channels and 

Government Services

Securing Communications 
Infrastructure and Online 

Space

Public Education

Scam Public Education 

Office 

Ministry of Home Affairs (MHA)

Secretariat for Inter-Ministry Committee on Scams (IMCS), 
which drives and develops WOG policies and initiatives

Slide credit to PDD/MHA

A Whole-of-Government (WOG) and Whole-of Society Approach to Scam Fighting



Singapore’s Anti-Scam Strategy

Scammers’ Kill-Chain

Strategy to Combat Scams

Scam Kill Chain is a concept that allows one to understand how scammers penetrate and deceive victims into parting with all their monies

#1: Prevent & Block 
Scammers’ Approach 

#2: Detect & Report 
Scams Occurring

#3: Enforce & Recover 
When Scams Happen

#4: Educate Public to ACT Against Scams



Enforcement



Policies - Effective policies and robust legislative framework

Singapore’s policy interventions and legal framework has made it harder for scammers to operate 

and enhanced Police’s ability to fight scams.

Enhancing Prosecution of Money Mules & 

Scammers

Operationalisation of offence to criminalise the 

misuse of local SIM cards wef 1 Jan 2025

588
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46%

 Police have pushed for prosecution of 

mules/scammers, supported by enhanced, deterrent 

sentencing guidelines from the Sentencing Advisory 

Panel. 

 Legal changes and close collaboration with IMDA 

have enabled Police to target SIM card mules and make it 

more difficult to obtain local SIM cards, a key scam 

approach vector.



Collaborating with Courts on Mass-Prosecution



Facility Restriction Framework wef 1 Oct 2025

Policy intent is to disrupt scam operations by 
restricting mules’ access to key facilities.

Scam mules should not be allowed to have 
continued access to new facilities that could 
be used to perpetrate scams, including bank 
accounts, digital payment services or mobile 
lines. Restricting their access to these 
facilities serves as an upstream, preventive 
measure to disrupt their ability to facilitate 
scam operations.

Phase 1

(From 1 Oct 2025)

Phase 2

(Q1 2026)

Money Mules Telco Mules SingPass Mules

Offences in 

scope

ss 50, 51, 53, 54, 55, 

55A CDSA

• Subscriber: ss 39B(1), 

39C(1) MOA 

• Retailers: ss 

39D(1)/(2), 39E, 39F, 

39G(1) MOA

ss 8A(1), 8B(1) 

CMA

Persons in 

scope

• High-risk mules under investigation for scam-related offence(s) 

(elaborated in the next slide)

• Mules charged and undergoing prosecution for scam-related 

offence(s)

• Mules warned of scam-related offence(s) 

• Mules issued with composition for scam-related offence(s)

• Mules convicted of scam-related offence(s)

Note: All persons in scope will face the same restrictions in the sector of 

offending conduct.

Period of 

restrictions

• High-risk mules under investigation: until case outcome is 

determined, with yearly reviews by SPF.

• Mules undergoing prosecution: until case outcome is determined, 

with yearly reviews by SPF.

• Warned mules, mules issued with composition and convicted 

mules: one year from date of warning, payment of composition, or 

conviction.

• Repeat mules: Three years for second or more-time offender.



Caning for Scams and Scams-related Offences

Caning was introduced to deter and punish those who commit scams 
or facilitate the commission of scams. Scammers, syndicate members 
and recruiters will face mandatory caning, while scam mules may be 
subjected to discretionary caning. 

Offender 
Category

Legislative Provisions Caning Liability

Scammers, 
Members & 
Recruiters of Scam 
Syndicates

• Sec 420(2) PC
• Sec 5 & 6 OCA

Mandatory caning of not less than 
6 strokes, but not more than 24 
strokes.

Scam Mules • Sec 8A & 8B CMA
• Sec 51 & 54 CDSA
• Sec 39B, 39C, 39D, 

39F & 39G MOA

Discretionary caning of not more 
than 12 strokes.

These new provisions are applicable to offences committed on or after 30 December 2025. 



Intervention



Disruption - Disruptions to deny scammers of operating space

Swift Account Freezing & Fund Recovery

A
m

o
u

n
t 

R
e

c
o

v
e

re
d

Year

Seven Co-

located Banks

0

20

40

60

80

100

120

140

160

180

200

2H 2019 2020 2021 2022 2023 2024 2025

$3.7M

$57.6M

$102.5M 

M

$146.6M

$100.3M

$182.7M

$140.5M

Total Amount Recovered

$734 million
No. of bank account frozen

> 97,000



Key Intervention Approaches

Blocking of 

websites

Removal of 

monikers & 

suspicious 

advertisement

Termination of 

mobile and 

WhatsApp 

lines

Freezing of 

bank accounts

BANKS
Frozen over 97,000 bank 

accounts & recovered more than 

$734M.

MARKETPLACES
Removed more than 94,800 

suspicious online monikers & 

advertisements.

TELCOS
Terminated more than 181,600 

mobile lines & reported more than 

212,200 WhatsApp accounts. 

WEBSITES
Blocked over 121,100 scam sites.

June 2019 – 2025

Websites: Since Feb 2024



Example of fund-tracing done by ASC

Offence(s)

Two cases of Government Official Impersonation Scam involving losses ~S$600,000



Example of an extensive fund tracing carried out by ASC
An overview of an extensive intervention linked to COIS conducted by ASC

leading to 89 bank accounts being frozen in a single day



How can the Precious Stone Metal Dealers be involved ?



Scammers pivoting to gold bars, jewelry and watches

Offence(s)



Scammers pivoting to gold bars, jewelry and watches

Offence(s)

• Customers making unusually large gold purchases (e.g. jewellery, 
luxury watches)

• Customers appearing distressed or receiving phone calls while 
making purchases

• Customers refusing to provide information on the reason for the 
purchases

• Customers appearing to be in a hurry to complete the 
transactions

• Verifying the cardholder's name against CDD information

• Observing customer reactions to additional requests for any 
unusual behaviour

• File STR

• Lodge Police Report

• Crime in progress, CALL 

999



“I Can ACT Against SCAMS” National Campaign
Launched by MOS Sun Xueling at Scaminar on 18 Jan 2023

ScamShield Download ScamShield or other legitimate scam blocking apps.

Privacy settings in social 

media accounts

Limit and/or prohibit others from viewing your activities or contacting you on 

social media accounts (e.g., Telegram, Facebook, Instagram, TikTok, LinkedIn).

2-factor / Multi-factor 

authentication

Set up additional authentication methods for social media, bank or other 

important online accounts.

CHECK

Platforms / Parties Check transaction is done via authentic platforms and with legitimate parties.

With Official 

Sources and 

Trusted Others

Check scam signs and trends with legitimate sources (e.g., Singapore Police Force, 

Scam Alert, Cyber Security Agency of Singapore & National Crime Prevention Council 

online channels). Also check with trusted others to gain second opinions.

Self (Behaviour/ 

Emotional State)

Delay responding to requests, orders, or instructions that makes you feel pressured or 

uncertain.

Hardware, software, and security settingsADD

Taking time to spot scam signs, checking with trusted others, and reconsidering 

decisions and actions before sharing any money or private information

TELL

Authorities
Immediately tell authorities (e.g. banks, platforms, the Police etc.) after encountering or 

falling prey to scams.

Social Circles Tell individuals in social circles about scam signs, trends, and encounters. 

Informing authorities and communities about scam encounters, scam signs and 

trends

‘I Can ACT (Add, Check, Tell) Against 

Scams’ Campaign launch on 18 

January 2023 at SCAMINAR!

Collaborating with National Crime Prevention Council



ScamShield has expanded from an app to a suite of 
four anti-scam resources which aims to enable 
members of the public to better protect themselves 
against scams:

• 24/7 ScamShield Helpline 1799

– Call to check if you are unsure if something is a scam

• Enhanced ScamShield app 

– Block scam calls and detect scam SMSes

– Check if something is a scam 

– Share scam encounters with authorities

• ScamShield website: www.scamshield.gov.sg

– One-stop portal on scams

– Learn about latest scam trends and protective measures

• ScamShield Alert channels 

– Receive latest information on scams and protective 
actions 

ScamShield Suite 

http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/
http://www.scamshield.gov.sg/


Thank you



Ministry of Law 

Code of Practice 
AML Measures to Combat Scams



Ministry of Law 

Code of Practice issued on 2 April 2026

Code of Practice to 

combat scam-related 

ML cases

AML Measures to 
Combat Scams-
related ML cases

Scam Typologies 
involving precious 
metals, jewellery, 
luxury watches

Equip PSMDs with 
knowledge of red 

flags

Establish clear 
response measures 

where there are 
suspicious activities

https://acd.mlaw.gov.sg/files/code_of_practice_20260402.pdf
https://acd.mlaw.gov.sg/files/code_of_practice_20260402.pdf
https://acd.mlaw.gov.sg/files/code_of_practice_20260402.pdf
https://acd.mlaw.gov.sg/files/code_of_practice_20260402.pdf
https://acd.mlaw.gov.sg/files/code_of_practice_20260402.pdf


Ministry of Law 

Scam Typologies – Use of Money Mules

• Recruitment: Masterminds recruit Money Mules through modes that 

include messaging platforms, such as Telegram

• Transaction Pattern: Money Mules instructed to

• purchase gold bars, gold jewellery, luxury watches using cash, bank 

transfers, PayNow, or credit cards which are funded by scam 

proceeds

• Sell them and move the sales proceeds or cryptocurrencies overseas 

or pass the purchased items to another person

• Behaviour: Often appear anxious, stay on phone calls, and make hurried 

purchases without regard to value/price

• Other signs: Other individuals waiting outside the shop while Money 

Mules conduct the transactions



Ministry of Law 

• Unsolicited Calls: Victims received unsolicited calls regarding 

unauthorized transactions

• Threats: Calls transferred to purported government officials from police, 

MAS, Minlaw etc. Victims alleged to be involved in crime or money 

laundering activities and threatened with arrest or investigation if not 

cooperative.  Victims convinced that they are assisting with legitimate 

investigation.

• Transaction Pattern: Victims instructed to

• purchase gold bars, gold jewellery, luxury watches using cash, bank 

transfers, PayNow, or credit cards which are funded by scam 

proceeds

• pass the purchased items to another person

• Behaviour: Appearing anxious, distressed or taking instructions from 

others, making hurried large purchases, may visit same retailers on 

consecutive days, insisting purchases are legitimate and necessary

Scam Typologies – Manipulated Victims



Ministry of Law 

Scam Red Flags

Unusually Large 
Purchases (Above 

S$20,000)

Appearing Hurried to 
Complete 

Transactions

No Consideration Of 
Purchases (Price, 

Value, Design)

Refusing To Provide 
Reasons or Providing 

Scripted Reasons

Agitated, Distressed 
When Questioned

Requesting Split 
Payments Across 
Multiple Cards

Repeated High-value 
Purchases Within A 

Few Days

Unfamiliar with items 
being bought

➢ If Scam Red Flags observed, customers/ transactions should be treated as high risk.  

➢ CDD and ECDD measures should be conducted. 



Ministry of Law 

A.C.T. Framework
Transactions Above S$20,000 regardless of payment mode

• Immediate intervention - ask reasons for 
purchaseAdd

• Customer behaviour using anti-scam 
information (Annex A of COP)Check

• If customer still insistently wants to proceed 
despite repeated warnings, please call 
ScamShield Helpline (1799) or 999 

Tell
Scam Alert Questionnaire

https://form.gov.sg/69ba6de9bd5fc2800b04c041


Ministry of Law 

Steps to Take When Red Flags Observed

Conduct Enhanced Customer Due Diligence (ECDD) Seek Family Member Verification Through Phone

Provide Anti-scam Educational Materials Request Customer to Contact ScamShield Helpline

File Suspicious Transaction Report (STR) Escalate to Supervisor and Document Behaviour

➢ If customer still insistently wants to proceed despite repeated warnings, please call 

Scamshield Helpline (1799) or 999.



Ministry of Law 

Thank you!

@minlawsg
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